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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 64. 50 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3380
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 546
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 397
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 77
79.177. 80. 237 I srael 147.237. 72. 166 aka.idf.il Bl ock Udp All Nets drop 6

93. 81. 206. 14 Russi an Federation 147.237. 76. 31 nakchal .idf.il Bl ock_Up Al _Nets drop 3

115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi.idf.il|Frk_Under Attack _Con_Htp drop 2

109. 248. 153. 111 Russi an Federation 147.237. 76. 198 e.yohal an.idf.il B ock_Udp Al _Nets dr op 1

115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi.idf.il|Frk Purple Con Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure |Devi ce Action |Oount |
194.90.209.69 |israel 147.237.76.31 |nakchal .idf.il |ClL000004: HITP. options nethod (M crosoft) B ock 3
82. 80. 46. 158 I srael 147.237.76.31 |nakchal .idf.il |CL000004: HITP. options nethod (M crosoft) B ock 2
151. 80. 31. 130 Italy 147.237.76.200 |eitan. aka.idf.il|@28: HITP. AhrefBot craw er B ock 1
213.244.82.58 |Palestinian Territory, Gecupied |147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
151. 80. 31. 142 Italy 147.237.77.74 |lawidf.il 28: HITP.  AnhrefBot craw er B ock 1
188. 165. 15. 99 France 147.237.0. 34 tikshuv.idf.il |28 HITP. AnrefBot craw er B ock 1
87.68. 158. 61 I srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
106. 38. 241. 106  [Chi na 147.237.77.216 |dover.idf.il Cl03: HTTP:. User Agent Sogou+web+spi der B ock 1
212.235.62.200 |Israel 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 3267
66.249.64.233 |United Sates |147. 237, 77. 216 |dover. i of 11| | €M NG BNgine: TCP Inval i d nval i d segnent retransmssi on. drop 56
Ret ransm ssi on Packet dr opped.
108.59.253. 71 [hited Sates |147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 48
212.235.98. 139 |[Israel 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 42
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df .i l[{dr op SAMrul e drop 32
84.109. 126.113 |israel 147.237.76.42 |refuah.idf.ilBad TCP sequence SSC(Z ge”ansm't with different wndow | ooitor |29
54.224.21.23 Lhited Sates |[147.237.77.216|dover.idf.il|dr op Frst packet isn't SYN drop 21
80.179.9.115  |israel 147, 237. 77, 216 |dover i . 11| . €2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 21
Ret r ansn ssi on Packet dr opped.
77.158.88.41  |France 147, 237.77. 216 |aover i 11| 2 ' €AM NG Engine: TP Inval i d nval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 51 | srael 147.237.76.42 |refuah.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.i of .i l[{dr op First packet isn't SN drop 18
62.0.203. 1 | srael 147.237.72. 166 |aka.idf.il [drop Frst packet isn't SYN drop 18
77.158. 88. 42 France 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 17
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i of .i l[{dr op First packet isn't SN drop 14
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 13
46.19. 85. 51 I srael 147.237.76.42 [refuah.idf.i[Bad TCP sequence Inval i d ACK nunber nmoni t or 13
80.179.9.7 I srael 147, 237 77. 216 |dover i af 11> | €2 ng Engi ne: e Invalid Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 36 I srael 147.237.77. 216 |dover.i df .il[Bad TCP sequence Inval i d ACK nunber alert 12
46. 19. 86. 32 | srael 147.237.72. 166 |aka idf.il [Bad TCP sequence Inval id ACK nunber noni t or 12
68.180.228. 112 |Lhited States |147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 12
77.158. 88. 40 France 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SN drop 12
46. 19. 85. 36 I srael 147.237.77. 216 |dover.i df .iI[Bad TCP sequence Inval i d ACK nunber noni t or 12
162.243.199. 26 |hited Sates |147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 12
139. 162. 216. 112|Net her | ands 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 12
54.72.73.168 Irel and 147. 237. 77. 216 |dover. i of . i l{dr op First packet isn't SN drop 11
100. 100. 11. 157 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 11
46. 19. 86. 217 I srael 147.237.77.233|atal .idf.il [Bad TCP sequence Inval i d ACK nunber moni t or 11
157.55.30. 254 |Uited Sares (147, 237, 77. 216 |aover i ar. i1 €AM NG Engine: TP Invalid nvalid segnent retransmssion. drop 10
Ret r ansn ssi on Packet dr opped.
86. 15. 36. 175 E?irfsgom 147.237.77. 216 |dover. i df .i1{dr op Frst packet isn't SN drop 10
46. 19. 85. 177 | srael 147. 237. 77. 216 |dover. i of . i l[{dr op First packet isn't SN drop 9
79.182.165.40 | srael 147, 237.77. 216 |aover i 11| 2 T AM NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
109. 65.209. 88 I srael 147, 237. 77, 216 |dover i . 11| . €2 NG Engine: TP Invalid nvalid segnent retransmssion. drop 9
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 86 | srael 147.237.77. 216 |[dover.i df .iI[Bad TCP sequence I'nvalid ACK nunber noni t or
2.54.181. 241 | srael 147.237.77. 216 |dover.idf.iI{SYN At t ack SYN -> SYN-ACK -> RST rej ect
176.13.21.58 [l srael 147.237.77. 234 |nal ag i . 11| > €8T NG Engi nex TCP | nval i d Ivalid segnent retransnssion. drop 8
Ret r ansn ssi on Packet dr opped.
85.130.223.17 |[Israel 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
52. 16. 5. 197 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 7
46. 19. 85. 86 | srael 147.237.77. 216 |dover.idf.il|Bad TCP sequence I'nval i d ACK nunber alert 7
62.0.251. 1 | srael 147.237.72. 166 |aka.idf.il [drop Frst packet isn't SYN drop 7
2.54.129. 94 I'srael 147.237. 72, 166 |aka i 11 || @M NG Engine: TCP Invalid nvalid segnent retransmssion. drop 6
Ret r ansn ssi on Packet dr opped.
46.19. 85. 110 I srael 147.237.77. 216 |dover.idf.iI|[Bad TCP sequence Invalid AGK nunber aert 6
46.19. 85. 110 I srael 147.237.77. 216 |dover.i df .il[Bad TCP sequence Inval i d ACK nunber moni t or 6
46. 19. 85. 51 I srael 147.237.77. 216 |dover.i df .iI[Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85. 12 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 6
66.249. 64,243 |Uited Sares |147. 237, 77. 216 |dover. iof. 1| | ST NG Engine: TGP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
37. 26. 147. 239 | srael 147.237.76.42 |refuah.idf.i|SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
79.177.6.130  |israel 147, 237, 72. 166 |aka i o 11 || @M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 51 I srael 147.237.77. 216 |dover.i df .iI[Bad TCP sequence Inval i d ACK nunber nmoni t or 6
46.19.85.183  |israel 147.237.72. 166 |akaior. i1 |7 €AM NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 142 I srael 147.237.77. 216 |dover.i df .iI[Bad TCP sequence Inval i d ACK nunber alert 6
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site S gnature Action ‘Count

37.26.149.192 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 71
176.12.138.58 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 49
46.19.85.212 |Israel 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 49
176.13.1.161 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 28
37.26.146. 243 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 27
37.26.148.154 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 15
212.25.102.57 |lsrael 147.237.76.200|ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) B ock 12
46.19.86.189 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 11
46.19. 85. 61 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 9
37.26.149.192 |[Israel 147.237.0.19 |[madimatal .idf.i|DOstributed Too Many of the Same Response Code (404) B ock 9
176.13. 9. 83 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 8
37.26.147.201 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 7
37.26.148.150 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
46.19. 85. 21 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
81.218. 251. 251 [l srael 147.237.76.200(ei tan. aka. i df .i| [DOstributed Too Many of the Sane Response Code (404) B ock 6
132.70.66.9 | srael 147.237.76.200|ei tan. aka. i df . i | [Too Many of the Sane Response Code (404) in Session from 132. 70.66.9 B ock 5
176.13.22. 197 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 4
176.13.8.168 |[Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
207.232.36.85 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for wan aka. idf.il/ Bl ock 4
80. 246. 136. 197 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.19.85.186 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
176.13. 22. 252 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
2.54.61.191 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.19.86.221 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
176.13.19. 248 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
2.54. 158. 86 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.19.85.183 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
79.181. 150. 55 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 3
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 2
68. 180. 228. 112 L&h;It:s 147.237.77.216|dover. i df . il O stributed Suspicious Response Code B ock 2
176.13.16. 110 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
208. 184. 112.75 | g & 147.237. 7. 216 |dover . i df .i| [0S Buted 1?;‘;};3;5?26%\/2?22;” Bock |2
132.70.66.9 | srael 147.237.76.200|ei tan. aka. i df . i| [Dstributed Too Many of the Sane Response Code (404) B ock 2
66. 249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qustom Tenpor ary B ock 2
80. 246. 136. 53 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
207.232.36.85 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df .il/sip_storage/files/ 4/ Bl ock 2
176.13.20.63 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
46.19.86.147 |Israel 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
208. 184. 112, 74 |11 147. 237.77. 216 |dover . i df . i | D stri utec 1?;;}2;&;;?&%&??:&” Bock |1
5. 29. 75. 150 I 'srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . il/mai n/ sachar/undefi ned B ock 1
107. 178. 194. 83 |11 147.237.77. 216 |dover i of il [DSIT1OeC 1?;;}:22;;?&%@‘??522” Bock |1
84.229.35.56 |Israel 147.237.76.42 [refuah.idf.il  |J5 020 thawhori zed éﬁaﬁc‘;ﬁi on Bock |1
62.0.100.86  |Israel 147.237. 72. 166 |aka. i df . | mngk“;iﬁjﬁ?mg Ncéggﬁﬁt;angicgzf;gfcphsamar$Ct' 2 in None 1
123.125.71.29 |China 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock

212.76. 106. 158 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. idf.il/sip storage/files/4/ B ock

207.46. 13. 181 ;h;ttsg 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to 147.237.76.31/ B ock 1
2.54.24.110 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1

Uhaut hori zed URL Access to
95. 86. 91. 63 I srael 147.237.72. 166 [aka. i df . i | wwwv, aka. i df . i |/ mai n/ gi yus/ &sa=udved=0ahukew 9zovi habj ahvbur okhyr xchkgf |Bl ock 1
ggnnmaa&usg=af gj cnhcvyyg7wlcg- yhd5_ammrzoyodt wa

66. 249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | iét rziSt;l.th; 1%2?”;‘;0;} ;e;uﬁe':gf:jsazzx Bock |1
82.166.27.88 |Israel 147.237.72. 166 |aka. i df . i | Llulri?azll i?'ta;e;ﬁdsng:;‘;g‘;;g;kﬁ f/ i 1V kapat 2/ [ res Bock |1
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