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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 64. 50 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3324
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 88
81.218.5.130 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 2
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2
218. 55.214. 116 Korea, Republic of 147.237. 76. 38 eeneitav.idf.il |Bock Up Al Nets drop 1

80. 82. 64. 198 Net her | ands 147.237.76. 44 e.refuah.idf.il Bl ock_UWp Al _Nets drop 1

80. 82. 64. 198 Net her | ands 147.237. 76. 148 ggcenter.aka. idf.il|B ock Wdp All _Nets dr op 1

66. 240. 192. 138 Lhited Sates 147.237.76. 201 e atal.idf.il B ock Wdp Al Nets drop 1

80. 82. 64. 198 Net her | ands 147.237.76. 199 e.nakchal .idf.il B ock_Udp Al _Nets drop 1

80. 246. 130. 121 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
87.68. 158. 61 I srael 147.237.77. 216 dover.idf.il |CL000004: HITP:. options nethod (M crosoft) B ock 3
31.154. 161. 24 I srael 147.237.77. 216 dover.idf.il |Cl000004: HTTP. options nethod (M crosoft) Bl ock 1
51. 254. 131. 243 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |Cl000106: HTTP. najestic bot B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SWN drop 465
Sreamng Engine: TCP Invalid ' i ssi
66.249.64.233 |United Sates |147. 237.77. 216 |dover.idf i1 9 =g Invalid segnent retransmssion. |, 48
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
66.87.72. 121 Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
213.57.131. 210 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 23
46. 19. 86. 189 I srael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
172.56.41.167 |lhited Sates [147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
46.19.86.154  |israel 147.237.77. 226 "} chamatz.aka.1df |gaq TOP sequence Inval i d ACGK nurber moni tor |14
46.19. 85. 173 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
62.0.203. 1 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 12
2.54.181. 241 I srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 12
reamn ine: TCP Invali i
213.8.122.115 |israel 147.237. 72. 166 |aka i df .i Sreamng Engine: TCP Inval id |invalid checksum Packet drop 11
Checksum dr opped.
46. 19. 86. 184 I srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 11
173.252.115.88 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 10
Sreanming Engine: TCP Invalid ' i ssi
46.19.86.189  |israel 147.237.0.19 |madimatal .idf.il 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
220. 255. 148. 20 |S ngapore 147. 237. 77. 216 |dover. i df . i | 9 =9 Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid ' i ssi
46.19.86.137  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 184 I srael 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 8
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
50.87.144.145 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 8
81. 218. 241. 26 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 8
46. 19. 86. 134 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
46.19. 85. 134 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |7
31.168. 28. 17 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |7
46. 19. 86. 189 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
180. 191. 158. 210|Phi | i ppi nes 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
213.57.129. 107 [Israel 147.237.72. 166 |aka.i df . i1 SYN At ack SYN -> SYN-ACK -> Ti meout alert 6
Sreaning Bngine: TQP Invalid i i SSi
82. 80. 165. 5 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
109. 200. 30. 168 Ei"";gegom 147. 237. 77. 216 |dover. i df . i | drop First packet isnt SWN drop 6
2.54.181. 241 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
Sreamng Engine: TCP Invalid ' i ssi
80. 178. 219. 199 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
213.57.129. 107 |[lIsrael 147.237.72. 166 |aka.idf .il SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
Sreaming Engine: TCP Invalid ' i ssi
37.26.147.173  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 32 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.19. 85. 19 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert
. . SYNtACK retransmt with .
213.57.129.107 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vi ndow scal 6 noni t or 6
reaming BEngine: TCP Invali i i ssi
2.54.25. 226 I srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 19 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor (6
173.252.115.90 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 6
46.19. 85. 173 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 6
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreaning Bngine: TQP Invalid i i SSi
207.46.13.17  |Uited Sates |147.237.77. 216 |dover. i df. il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.176.1. 36 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
2.54.181. 241 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
173.252.115.91 |UWhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 6
2.54.181. 241 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 5
2.54.43.241 I srael 147.237. 72. 156 |anan. i df . SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
66.249. 64.233 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 5
173.252.115.87 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

46.19.86.221 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 139
46.19.86.189 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 59
176. 12. 137. 157 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 53
80.246.136.7 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 35
176. 12. 145. 190 || srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 35
176.13. 11. 147 |l srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 29
46.19.86.221 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 29
176.13.22. 197 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 15
176. 13. 15. 216 |l srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 15
176.13.1.161 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 12
46.19.86.220 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
94.230. 87. 148 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 94.230. 87. 148 B ock 8
2.54.19. 216 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 6
80. 246. 137. 250 || srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
46.19. 85. 96 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
176. 12. 137. 223 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 4
176.13.3.243 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19.86.221 |israel 147.237.0.19 |nadimatal .idf.il roraneL e TP _\fl‘j'rf‘;gi"lnef;ém;‘xfgtﬁ;“;‘;ﬁj deri¥txtdty in Bl ock 3
80. 246. 137. 187 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.22.43 |Israel 147.237.77. 243 |nobi | e. i df . i | Saf:rie?gfdngﬁtder Type Vol ation on mobile.idh.il/sachar/togin g oo 3
176.13.22.43 |lsrael 147.237.77.243|nobi l e. i df . i | Par aneter Type Mol ation Password in nobil e.idf.il/sachar/login B ock 2
31.168.28.17 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
2.52.0.112 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.2.218 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 2
2.52.160.254 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13.1.143 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.6.126 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 2
204. 13.200. 200 |Uited Sates [147.237. 77. 216 [dover . i df .i | D stri utec ll‘f;;_t;g;gfﬁeﬁvﬁffp;” Bock |2
5.102.254.91 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wawn aka. i df . i |/ mai n/ sachar/ mas. aspx |Bl ock 2
107.178.194. 87 |Wited Sates |147.237.77. 216 |dover. i df .i | D stri outec 1?;;f2§g;§?ﬁe%v§‘f?:p£” Bl ock 2
176.13.2.218  |[Israel 147.237.77. 243 |nobi l e. i df . i | E;:;ett"gredngﬁtde' Type Mol ation on mobife.idf.il/sachar/login g o) 2
89.139.44.48 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mde None 1
46.19.85.245 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
176.13.10. 176 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79.183.145. 33 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249. 64.50 |Israel 147.237.72. 166 |aka. i df . i | m”;’k"‘g_ i:afr_"’}'ﬁt:;j n?‘;;'yi‘;"/";gr’]gr iaI”_ asix None 1
176. 12. 140. 156 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
185. 32. 179. 134 || srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 66. 186. 241 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
81.218.241.26 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwy aka. i df.il/main/scripts/css3pie. htc |B ock 1
176.13.19.7 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
72.81.223.47 [lhited Sates |147.237.77.176|nat pash.idf.il eMai | Hbar di ng Bl ock 1
2.54.55.9 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157.55.39.243 |Wnited Sates |147.237.77.226 :‘AM:AII chanat z. aka.id m“é:;;tzze‘;k:ﬁ' dfpﬁﬁ‘jsgi;e‘: o cef aul . asp Bl ock 1
46.166.190. 163 |Netherl ands  |147. 237. 77. 216 |dover . i df . | e 1) 1155, 23650 el dover. aue Bock |1
207.46.13.10 [united Sates |147.237.77.176|nat pash.idf.il Unaut hori zed URL Access to 147.237.77.176/ B ock 1
46.19.86.163 |lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
31.193.51.59 |France 147.237.77.216|dover. i df . il D stributed Suspici ous Response Gode B ock 1
66. 249. 64. 190 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il /v ti kshuv.idf.il B ock 1
194. 90. 134. 226 |1 srael 147.237.72. 166 |aka. i df . i | mnaj’(";‘_“i;ériﬁfn;e&szc\fwﬁ?f;ma; on. aspx None 1
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