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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 64. 238 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 3176
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 1418
167.114. 156. 16 Canada 147.237.77. 216 dover. i df.il|DC5- Tool - Swi t chbl adG dest - r eset 7

109. 65. 25. 165 | srael 147.237. 72. 166 aka.idf.il |Block Udp All Nets drop 3
54.72.182. 187 Irel and 147.237.76. 86 navy.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
67.228.38. 74 Lhited Sates 147.237.77.74 |lawidf.il [3808 HITP. SQ Injection Variable Declaration Evasi on B ock 6
67.228.38.74 Lhited Sates 147.237.77.74 |law i df.il [6134: HITP. SQ Injection Variabl e Declaration Bvasi on B ock 4
67.228.38. 74 Lhited Sates 147.237.77. 74 law idf.il |5670: HITP. SQ Injection (SALECT) Bl ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

67.228.38.74 [147.237.77.74 |[hited Sates [lawidf.il SQ Injection - Select From 13

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

37.26.147.225 [147.237.0.19 |[Israel madimatal.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 2

74.117.209. 136 (147.237.0.15 |Wited Sates |kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1

49. 150. 251. 177 |147.237.8.24  |Phili ppi nes elifestyle.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force

82.117. 208. 243 [147. 237. 8. 45 e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
66.249. 64. 233 |Lhited Sates 147. 237. 77. 216 |dover.i df . i Srea g Engi ne P Invalid invalid segnent retransission drop 44
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
52.34.171. 64 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
Sreaning Engine: TGP Invalid i i ssi
2.54.53. 122 I'srael 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
162.243.199.26 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
46. 19. 86. 134 I srael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 26 I srael 147.237.0.19 |nadimatal.idf.il[SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TGP Invalid i i ssi
109. 65. 118. 194 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 85. 26 I srael 147.237.0.19 |madimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or
184.168.193. 34 [Lhited Sates 147. 237.72. 166 |aka. i of . | Bad TCP sequence SiNretransmt wth different o iior |7
w ndow scal e
46.19. 86. 134 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber monitor |7
206. 196. 184. 100|Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
108.59.253. 71 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 151 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber alert 6
2.54.152. 67 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 151 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
91.135. 102. 167 |l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.120. 192. 148 |Israel 147. 237. 72. 156 |anan. i of .| Bad TOP sequence SN retransmt wrth different monitor |5
w ndow scal e
73.178.55.220 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
37.40.2.5 Oman 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
208.115.111. 73 |Whited Sates 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop
31.13.161. 198 z'cf;i'géa” Territory. |1 47, 237. 77. 216 |dover. i df . i dr op First packet isn't SN drop 4
94.230.86.169 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df . il drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
176. 12. 140, 214 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
52. 33. 66. 29 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
65. 19. 138. 33 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
reaming BEngi ne: TCP Invali i i ssi
207.46.13.172 |Wited Sates 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Inval i d invalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dropped.
37.26.147.132 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.247.36.114 |Netherl ands 147.237.8.24 |e.lifestyleidf.i|Geo- | ocati on enf or cement Geo-| ocati on i nbound drop 4
enf or cenent
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
66.249.79.119 |Wnited Sates 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
2.54.59. 182 I srael 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.94.200 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 55 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
66. 249. 83. 78 Lhited Sates 147.237.77. 216 |dover.i df . i | Drectory Traversal directory traversa overflow nonitor |3
Sreaming Engine: TGP Invalid i i ssi
130.193.50. 14 |Russian Federation  |147. 237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
207. 46. 13. 15 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
87.68.42.251  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.178.187.74 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
213.204.101. 24 |Lebanon 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber nonitor |3
123.3.231. 102 |Austraia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi
5.255.253.188  |Russian Federation  |147. 237. 72. 166 |aka i df il 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
82. 81. 26. 47 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
37.26.147.225 |Israel 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence aert 2
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.190 |Whited Sates 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
68. 50. 95. 209 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Action ‘Count
46. 19. 85. 26 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 298
46. 19. 85. 26 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 173
37.26.147.225 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 94
37.26.147.225 |israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Code (404) in Session from g o\ 68
37.26. 147. 225
176.13.16. 132 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 64
2.54. 156. 98 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 37
176. 13. 20. 56 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 31
79.178.196.218 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 27
194. 126. 237. 117|Ger many 147.237.77.216|dover . i df . i D stributed Suspicious Response Code B ock 4
79.176.187.24 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.19. 86. 20 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
176. 58. 67. 194 glcis;ilgéan Territoryli47. 237. 77. 176 |mat pash. i df . i | Ml tipl e Uhaut hori zed URL Access from 176. 58. 67. 194 Bock |3
2.54.55, 177 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176. 13. 23. 43 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock
46. 117. 48. 69 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
] . . DO stributed Lhaut hori zed URL Access on
208.184.112. 75 |[hited Sates 147.237.77. 216 |dover . i df . il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 2
’ . . DO stributed Uhauthorized URL Access on
107.178.194.83 [Whited Sates 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
37.26.147.225 |Israel 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock
89. 139. 4. 114 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
109. 64. 218. 161 |l srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock
m ny- kosher - kravi . i
176.13. 1. 217 | srael 147.237.0. 17 of rriyl DOstributed |11 egal Paraneter Encodi ng None 2
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . O stributed Lhaut horized URL Access on
109. 201. 154. 173|Net her | ands 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
] . . O stributed Whaut hori zed URL Access on
208.184.112.74 [Uited Sates 147.237.77. 216 [dover. i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
84.109. 241. 153 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
184.168.193.34 |Uited Sates 147.237.72. 166 [aka. i df . i | Mil tipl e signatures from 184.168. 193. 34 B ock 1
. . Unaut hori zed URL Access to
66.249.66. 122  |Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1273- hel at al . aspx Bl ock 1
. - Unhaut hori zed URL Access to
66. 249. 64. 18 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
176. 13. 3. 203 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None 1
; ; . O stributed Whaut hori zed URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
72.81.223.47 Lhited Sates 147.237.77. 216 |dover. i df . il Enail collector robots 14 B ock 1
207.46.13.172 |Wited Sates 147.237.72.166|aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
. P Unknown Par aret er 4d9c6f40 in
66.249.64.190 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ kapat 2/ cont act Us. asp None 1
140.147.249.7 |Uited Sates 147. 237.72. 166 |aka. i df . i | thaut hori zed Met hod HEAD for Bock |1
ww aka. i df .il/rights/asp/info.asp
. . DO stributed Lhaut hori zed URL Access on
46.166. 186. 199 |Net herl ands 147.237.77. 216 |dover . i df . i | v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
37.26.147.225 |Israel 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
85.136.227.77 |Sain 147.237.72. 166 |aka. i df . i | Ef‘;'s?:';ed B30 Data Retrieval with Inplicit — Qmversion |\ 1
. . Unaut hori zed URL Access to
185. 3. 144. 2 I srael 147.237.72. 166 |aka. i df . i | www aka i o i 1/ rai 1V gi yus/ user det ai | s B ock 1
. . URL is Above Root Directory
66.249. 83. 81 I srael 147.237.77. 216 [dover . i df . i | v idf.il/../../inages/infocenteritentbrowser. png Bl ock !
- . Unaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ si p. st or age/ fi | es/ 8/ 3208, pdf B ock 1
176.13.5. 221 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
m ny- kosher - kravi . i ing - : [
46.19.85.113  |Israel 147.237.0.17 my Doubl e URL Encoding - parameter: Feturnul in B ock 1
af.il mny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
] . . D stributed Uhauthorized URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
72.81.223. 47 Lhited Sates 147.237.77. 216 |dover.idf .il eMai | Hoar di ng B ock
2.54. 166. 189 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
207.46.13.172 [Wited Sates 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
176. 58. 67. 194 gcf;i'géa” Territory 47, 237. 77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to wan cogat . i df . i |/894-ar B ock 1
. . Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 16372- he/ dover . aspx Bl ock 1
157.55. 2. 151 Lhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS Attack None 1
Unaut hori zed URL Access to
66.249. 64. 3 I srael 147.237.77. 176 |mat pash. i df . i | ww cogat . i df . i |/ usef ul i nf ormati on/ i dkoni i pages/ 30112010 |B ock 1

mazon. aspx
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