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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 16268
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 809
81.218.5.130 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 30
62.219. 254. 22 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 6
123.182. 243. 196 Chi na 147.237.76. 148 ggcenter.aka.idf.il |[JLM Under Attack Con Htp drop 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature |Devi ce Action |Oount |
192.117.12. 65 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 40
66.240.213.93  |lnited Sates 147.237.0.17 |[mny-kosher-kravi.idf.il [13840: TLS QpenSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 55 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
23.92. 216. 183 147.237.0. 35 Lhited Sates akavs. i df . i | ET SCAN NVAP -sS wi ndow 2048 1
182. 72. 242. 152 147. 237. 8. 27 Indi a e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
66. 240. 213. 93 147.237.0.17 Lhited Sates mny- kosher -kravi . i df il ET SCAN NVAP -sS w ndow 1024 1
23. 95. 248. 139 147.237.0. 33 Lhited Sates idf.il ET SCAN NVAP -sS wi ndow 1024 1
23.92.216. 183 147.237.0.35 Lhited Sates akavs. i df il ET SCAN NVAP -f -sS 1
182. 72. 242. 152 147. 237. 8. 45 I ndi a eeitanidf.il ET SCAN Potential SSH Scan 1
23. 95. 248. 139 147.237.8. 27 Lhited Sates e.madimatal .idf.il ET SCAN Potential SSH Scan 1




11-23-2015-05:04:01 to 11-23-2015-06:04:01

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi
66.249. 64.233 |United Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 32
Ret r ansni ssi on Packet dr opped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 31
Sreaning BEngine: TQP Invalid i i SSi
66.249. 64. 243 |Wiited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. g 10
Ret r ansni ssi on Packet dr opped.
Lhi ted R .
46. 236. 24. 54 Ki ngdom 147. 237. 77. 170 |mmar achot . i df . i | drop First packet isn't SN drop 9
68.180.228. 112 |Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 6
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 85. 231 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 85. 231 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
65.19. 138. 33 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SWN drop 4
100. 100. 119.9 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
208.115.113.89 |[lLhited Sates [147.237.72.166 |aka.idf.il drop SAMrul e drop 2
85. 65. 4. 124 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |2
reaming BEngine: TCP Invali i i SSi
66.249. 64.238 |United Sates [147.237.77.216 |dover.idf.il Streamng Engi ne: TCP al i dfinvalid segnent retransnission drop 2
Ret r ansm ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
184. 145. 111. 140|Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning Engine: TCP Invalid i i SSi
208.115.113.93 |Wited Sates |147.237.77.234|halag.idf. il g =g Imvalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
188. 138.17. 205 |France 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
66. 249. 64. 233 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
73.209. 180. 238 |Whited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 2
207. 46. 13. 17 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 2
Sreanming Engine: TCP Invalid i i ssi
66.249. 64.195 |Uited Sates |147.237.72.166 |aka idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
176.13. 3. 223 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence I'nval i d ACK nunber aert 1
37. 46. 39. 220 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 1
123.125.71.14 |China 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
: o . Geo- | ocati on i nbound
74.82.47.18 Wited Sates [147.237.72.217|e.idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
66.249. 64.230 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 1
184. 105. 247. 224|Wited Sates |147.237.77. 212 e dover.idf.il Geo- | ocati on enf or cenment eeflfolr 22‘2;]?” I nbound drop 1
141.212. 121. 194|Wnited Sates |147.237.8.28 |e.nobil e-ks.idf.il Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
208.115.113.89 |Wited Sates |147.237.77.226 ;"’”"‘Charm”'aka' Haf- 14 op SAMrul e drop 1
192.156.33.34 [lnited Sates |147.237.77.176 |natpash.idf.il Bad TCP sequence Inval i d sequence nunber noni tor |1
176.13. 3. 223 I srael 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Invalid AGK nunber nonitor |1
37. 46.39. 230 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
123. 182. 243. 196|Chi na 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47.27 Lhited Sates |147.237.0.17 ][‘”I”IY kosher-kravi.1d |oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 |lLhited Sates [147.237.76.31 |nakchal .idf.il drop SAMrule drop
66.249. 64.230 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
141.212.121. 195|Wnited Sates |147.237.8.28 |e. nobile-ks.idf.il Geo- | ocati on enf or cenment eeflfolr 22‘2;]?” I nbound drop 1
94.102. 49. 54 Netherlands |147.237.0.35 |akavs.idf.il drop drop 1
192.156.33.34 |Uhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 216|Wnited Sates |147.237.8.28 |e. nobile-ks.idf.il Geo- | ocati on enf or cenent Sﬁfolrgzi'nf” I nbound drop 1
37.142.113.92 |[Israel 147.237.77. 170 |maar achot . i df . i | Bad TCP sequence Inval id ACK nunber noni t or 1
123. 182. 243. 196|ni na 147.237.0.17 ]["I"Iy kosher-kravi. 1d |oyn At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47.27 Lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.89 |lhited Sates |147.237.76. 200 |ei tan. aka.idf.il dr op SAMrul e drop 1
e Unexpect ed post SYN packet -
66. 249. 64. 230 |l srael 147.237.77. 216 |dover.idf.il drop RST or SYN expect ed drop 1
46.19. 86. 199 | srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
176.13. 1. 32 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence I'nval i d ACK nunber alert 1
216.218.206. 71 |lhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
129.184.84.40 |Fance 147.237.77.216|dover. i df . il Paraneter Type M ol ati on PageNumin v i df.il/1283-en/ dover. aspx |B ock
79.177.132.197 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
176. 13. 8. 168 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock
] . . O stributed Uhaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133 22638- hel dover . aspx. B ock 2
] . - Unaut hori zed URL Access to
72.9.148.10  [United Sates [147.237.76.86 |navy.idf.il wiw navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Hock |2
. . . Unhaut hori zed URL Access to
66.249.79. 121 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
68.180.228.112 [lhited Sates |147.237.77.216|dover.idf.il O stributed Suspicious Response Code Bl ock 2
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1303- he/ r ef uah. aspx  |Bl ock 1
124.73.1.18 Chi na 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from124.73.1.18 B ock 1
68.180.228.112 [lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin v i df . i|/1134- he/ dover. aspx B ock 1
Doubl e URL Encodi ng - paraneter: in
66.249. 64. 233 [l srael 147.237.77.216|dover. i df . il wwe i df . i |/ hebrew or gani zat i on/ pat zar/ at ar 1/ mh s1/ pi r sunindj our nal / |Bl ock 1
15%cavi r ani5. doc
46. 120. 154. 105 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Qonnection - sigal gs DoS Attack None 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |lhited States |147.237.77.176 |nat pash. i df . | Wi cogat i df i 1/1043- hel cogat . aspx B ock 1
66.249.78.253 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/ Bl ock 1
; ] . Distributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
66.249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
79.179. 58. 49 I srael 147.237.72. 166 |aka. i df . i | Dstributed Uhaut horized URL Access on www aka. i df.il/ufi/reaction/ |B ock 1
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1393-en/ dover. aspx |B ock 1
203.116.59.35 |9 ngapore 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/anan Bl ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 64. 233 B ock 1
. . Distributed Lhaut hori zed URL Access on
46.166. 190. 165 |Netherlands |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
109. 67.115. 49  |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df .il/ufi/reaction/ Bl ock 1
; ] . Distributed Lhaut hori zed URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
. . Unaut hori zed URL Access to
129.184.84.40  |France 147.237.77. 216 dover . i df . i | ww i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
66.249.64.190 |[lsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter pop in wwy aka. idf.il/main/ hone/ None 1
] . . Unknown Par anet er nodul et ogo in
107.23.56.124 |lhited Sates [147.237.72.166|aka.idf.il vown aka. i o i |/ i 1V ni | i i | ogi . aspx None 1
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin v i df.il/1841-he/ dover. aspx |B ock 1
] . - Distributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 64.233 I srael 147. 237.77. 216 |dover . i df . i | thauthori zed LR Access to B ock 1
wan i df . i |/ newsi t e/ engl i sh/ docunent s. asp
65.127.202. 3 Lhited Sates |147.237.72.166|aka.idf .il SSL Wntraceabl e Connection - Qoen Mde None 1
. . Distributed Lhaut hori zed URL Access on
109.201.152.4  |Netherlands |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. m ny- kosher - kr avi . i .
74.82.47.3 Lhited Sates [147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
157.55.39.209 |Uited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/chamatz/ mktzoa/ default.asp |None
66.249.64.195 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
] . - Distributed Lhaut hori zed URL Access on
107.178.194. 79 |lnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
37.26.147.254 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf .il Unhaut hori zed URL Access to www i df.il/1283-16648-en/ dover.asp |B ock
. . Unaut hori zed URL Access to
66.249.64.235 |Israel 147.237.77.216|dover . i df . i | 147, 237. 7. 216/ 1133- 19737- he/ i df gdover . aspx Bl ock 1
207.46.13.172 |wited Sates [147.237.72.166|aka. i df . i | tnknown Paranet er 4f 9c0c80 in None 1
v aka. i df . i |/ mai n/ hone/ def aul t . aspx
Unaut hori zed URL Access to
66. 249. 64. 17 I srael 147.237.77. 176 |mat pash. i df . i | wanv cogat . i df . i |/ usef ul i nf or mati on/i dkoni i pages/ 14001112010. as |B ock 1
px
. . Distributed Lhaut hori zed URL Access on
109. 201. 154. 222|Netherl ands ~ |147. 237. 77. 216 [dover . i df . i | v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
74.82.47.3 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
68.180.228.112 [lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Unaut horized URL Access from 68. 180. 228. 112 Bl ock 1
’ . . Unhaut hori zed URL Access to
157.55.39.253 |Wited Sates [147.237.77.216|dover.idf.il v o i 1/ p storagel i1 es/ 9/ si e220x0/ 16989 | pg B ock 1
. - Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1613- 15488- he/ dover . aspx Bl ock 1
] . . Unknown Paraneter sorderby in
40. 77. 167. 50 Lhited Sates |147.237.72.166|aka.idf.il aka.i of i1 /ituri ndasp/di spl ayal | sol di ers. asp None 1
] . - Distributed Lhaut hori zed URL Access on
107.178.194.83 |Lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68. 180. 228. 248 |Lhited Sates |147.237.72.156|anan. i df .i | Whaut hori zed UR. Access to . Bl ock 1
waw. arman. i df . i |/ consol e/ cor e/ doc_ngr/ undef i ned
. - Unaut hori zed URL Access to
66.249. 64.240  |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 14415- he/ dover . aspx Bl ock 1
208.115.111. 73 |[hited Sates |147.237.77.216|dover.idf.i | D stributed Suspici ous Response Qode Bl ock 1
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