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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 64. 200 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 404

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4

185. 106. 94. 57 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
54.72.182. 187 Irel and 147. 237.76. 86 navy. i df .i | Block Udp All Nets drop 1

142. 4.193. 203 Lhited Sates 147.237.76. 38 eengitav.idfi.ilBock Np Al Net drop 1

185. 106. 94. 57 147. 237. 76. 202 e.halag.idf.il ock Wip Al Nets drop 1
141.212.122. 146 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il |B ock Udp All Nets drop 1
176.123. 29. 13 Mol dova, Republic of 147.237.76. 31 nakchal .idf.il |Bock Np Al Net drop 1
141.212.122. 159 Lhited Sates 147.237. 76. 196 e.sviva.idf.il [Bock Wp All Nets drop 1




11-23-2015-02:04:10 to 11-23-2015-03:04:10

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action ‘Count |
66. 240. 213. 93 Lhited Sates 147.237.77.179 |e.nazi .idf.i1]|13840: TLS. QpenSSL Heartbeat Packet Bl ock 1
66. 240. 213. 93 Lhited Sates 147.237.77.216 |dover.idf.il |13840: TLS (penSSL Heartbeat Packet Bl ock 1

195. 154. 162. 140 |France 147.237.77.216 |dover.idf.i| |Q25: HITP. access to adninistrator/index. php -> Qiarantine B ock 1




11-23-2015-02:04:10 to 11-23-2015-03:04:10

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
90.44.93.107 |147.237.8.14 |France e.orchot.idf.il |ET SCAN Potential SSH Scan 4
90. 44.93.107 [147.237.8.46 |Fance e.chinuch.idf.il|[ET SCAN Potential SSH Scan 2
46.19.85.158  |147.237.77. 216 I srael dover.idf.il ET SCAN NVAP -sA (2) 2
89.219.56.200 |147.237.8.50 |Estonia e tikshuv.idf.iI|ET SCAN NMAP -sS wi ndow 3072 1
66.240. 213. 93 [147.237.77.235|Wnited Sates [svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
62.38.250.31 [147.237.72.14 |Geece dover.idf.il (o dET SCAN NMAP -sS wi ndow 2048 1
62.38.250.31 [147.237.72.14 |Geece dover.idf.il (o dET SCAN NVAP -f -sS 1
189. 254. 90. 133 [147. 237. 72. 166 |Mexi co aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
189. 254. 90. 133 |147. 237. 72. 166 [Mexi co aka.idf.il ET SCAN NVAP -f -sS 1
74.117.209. 136 |147.237.0.33 [lhited Sates |idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.240.213.93 [147.237.0.34 |Whited Sates |[tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
62.38.250.31 [147.237.72.14 |Geece dover.idf.il (o dET SCAN NMAP -sS wi ndow 1024 1
190.3.5. 47 147.237.0.34  |Agentina Cikshuvidh il ET S(‘ﬁN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
189. 254. 90. 133 [147. 237. 72. 166 |Mexi co aka idf.il ET SCAN NVAP -sS wi ndow 2048 1




11-23-2015-02:04:10 to 11-23-2015-03:04:10

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 32
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 23
71. 2. 203. 202 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 15
Sreanming Engine: TCP Invalid i i sSi
66.249. 64.233 |United Sates  |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. |, 14
Ret r ansni ssi on Packet dropped.
183.79.223.92 |Japan 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 13
139. 162. 216. 112|Net her| ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
162.243.199. 26 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
107.77.105.27 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaning Engine: TCP Invalid i i ssi
66.249.64.190 |Wnited Sates |147.237.72. 166 |aka.idf .l g =g Invalid segnent retransmssion. |y o 8
Ret r ansmi ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
VWb Server Enf or cenent HTITP Deni
130.203.136.75 |Wited Sates |147.237.77.74 |lawidf.il _ Véb Servers S ow Denial of o oot 8
Mol ation Servi ce
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i ssi
66.249.64.243 |Wnited Sates  |147.237.77. 216 |dover.idf. il g =g Invalid segnent retransmssion. |y o 6
Ret r ansmi ssi on Packet dropped.
187.243.220.51 |Mexico 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
68. 180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
Sreanming Engine: TCP Invalid i i sSi
131.253.25. 143 |Uited Sates  |147.237. 77. 216 |dover. i df. il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Streamng Engine: TCP Invalid |invalid segnent retransmssion
183.79.223.92 |Japan 147.237. 77. 216 |dover.idf .i | 2 : dro 4
Ret r ansni ssi on Packet dr opped. P
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
2.52.159. 104 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 3
Russi an . . -
193. 124. 251. 169 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
157.55.39.253 |lhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TQP Invalid i i ssi
2.54.23. 130 I'srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
37.26.148.130 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
5.102. 254. 69 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop drop 3
Sreaning Engine: TGP Invalid i i ssi
79.178.101.34 | srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
207.46.13.87  |Wnited Sates  |147.237.77.216 |dover.idf. il g =g Invalid segnent retransmssion. |y o 2
Ret r ansmi ssi on Packet dropped.
37.26.147.205 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
195. 154. 200. 115|France 147.237.0.200 |rdu.idf. il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 2
enf or cenent
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 253 |Wnited Sates  |147.237.77. 216 |dover.idf. il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
90. 174. 2. 183 Spai n 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
65.19. 138. 33 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
5.196. 93. 147 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
Sreanming Engine: TCP Invalid i i sSi
176.12. 144. 208 |Israel 147.237.77. 243 |nobi l e. i df . | 9 =g Invalid segment retransmssion. drop 2
Ret r ansni ssi on Packet dropped.
37.26.147.205 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
188. 120. 148. 136|l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber noni t or 1
149.78. 10. 79 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
66.240.213.93 |Wited Sates  |147.237.77. 121 |e navy.idf.il Geo- | ocati on enf or cement gﬁ?olrggi'nfn I nbound drop 1
84.94. 18. 203 I srael 147.237.72.167 |ishurimaka.idf .il|Bad TCP sequence Invalid ACK nunber alert 1
112.74.67.109 |onina 147.237.8.27 |e.madimatal .idf.i|Geo- 1 ocation enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
66.240.213.93 |lited Sates |147.237.77.178|e.matpash.idf.il |Geo- 1 ocation enf or cenent Sﬁ?o'rggi:]f”  nbound drop 1
84.94. 18. 203 I srael 147.237.72.167 |ishurimaka. i df .il|Bad TCP sequence Invalid ACK nunber noni t or 1
66. 249. 64. 238 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1
112.74.67.109 |onina 147.237.76.196 |e.svivaidf.il  |Geo-1 ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
79.177.118. 201 |[Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66.240.213.93 |Wited Sates |147.237.77.212|e.dover.idf.il  |Geo- 1 ocation enf or cenent Sﬁ?o'rggi:]f”  nbound drop 1
141.212. 121. 206|Wnited Sates  |147.237.0.200 |mau.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
66.249.64.190 |[lIsrael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock
68.180.228.112 |hited Sates |147.237.77.216|dover.idf .il Dstributed Suspicious Response Code B ock
68.180.229.173 |lnited Sates [147.237.72.166|aka.idf .il Untraceabl e SSL Sessi ons: sigal gs oS Attack None
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates  [147.237.77.216|dover.idf. il v i df i | / 1133 22461- hel dover . aspx. B ock 2
195. 154. 162. 140|France 147.237.77.216|dover. i df .i | PHP At t enpt B ock 2
’ . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |[wnited Sates |147.237.77.216|dover.idf .il v i df i | / 1133- 22638- hel dover . aspx. B ock 2
66. 249. 67. 31 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to vww chi nuch. aka.idf.il/404. htm Bl ock 2
] . . Dstributed Lhauthori zed URL Access on
208.184.112.75 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 2
95. 86. 64. 254 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
2.54. 45. 49 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None
’ . . DO stributed Unaut hori zed URL Access on
204.13.200.200 [Wwited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. B ock 2
. . D stributed ULhauthorized URL Access on
150.70.173.50  |Japan 147.237.77. 216 (dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
213.57.207.59 |[lIsrael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
183.79 223.92 |3 147. 237.77. 216 |dover. i df . i | Uhaut hf.” zed URL Access to waw i df.il/english/news/jenin. stm B ock 1
target="_bhl ank
95.108. 158. 144 RJF Sﬁ::ﬂ on 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs oS Atack None 1
. ; Unaut hori zed URL Access to
66.249.64.3 | srael 147.237.77. 176 [nat pash. i df . i | v cogat . i df . i |/ usef ul i nfornation/i dkoni i pages/ maavar r achel . aspx Bl ock !
207. 46. 13. 17 Uited Sates |147.237.77.216|dover.idf .il Abnornal |y Long Request URL B ock 1
. . D stributed Unaut hori zed URL Access on
150. 70.173.50  |Japan 147.237.77. 216 |dover. i df .il v i df i | / 1133 22638- hel dover . aspx. B ock 1
213.57.225.109 |Israel 147.237.72. 166 |aka. i df . i | g's;' (ﬂ)e Untraceabl e S Sessions from213.57.225.109 (Lhknown S o 1
195. 154. 162. 140|France 147.237.77.216|dover. i df . i | Mil ti pl e Unhaut hori zed URL Access from 195. 154. 162. 140 Bl ock 1
Unaut hori zed URL Access to
66. 249. 64. 17 I srael 147.237.77. 176 [nat pash. i df . i | wan cogat . i df . i | / coor di nat i ongaza/ gover nnent r r epr esent at i ve/ pages/ na |B ock 1
dor ar bel . aspx
207. 46. 13. 17 Uited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/1133-14816- he/ dov B ock 1
164. 138. 126. 97 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
68.180.230. 167 |lLhited Sates [147.237.76.31 |nakchal .idf.il Paraneter Type M ol ati on PageNumin nakhal .idf.il/1111- he/ nakhal . aspx |B ock 1
213.57.225.109 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Qonnection - Lhknown SSL Sessi on None 1
208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf .il D stributed Suspicious Response Code B ock 1
183.79.223.92 [Japan 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 1
80.178.24.108 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
213.57.225.109 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
195. 154. 162. 140|France 147.237.77.216|dover . i df .i | Unaut hori zed LRL Access to waw i df.il/xmrpc. php B ock 1
124.73.1.18 Chi na 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unhaut hori zed UR. Access from124.73.1.18 Bl ock 1
183.79.223.92 |Japan 147.237.77.216|dover . i df .i | Mil tipl e Unaut horized URL Access from 183. 79. 223. 92 B ock 1
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