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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5923

66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 3319
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

142. 4. 193. 203 Lhited Sates 147.237.76. 34 yohalan.idf.il |Bock Np Al Net drop 1

93. 174. 93. 151 Net her | ands 147.237.76. 31 nakchal .idf.il |B ock Udp All Nets drop 1

198. 12. 12. 164 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il|Block Np Al Net drop 1
93.174.93. 151 Net her | ands 147.237. 76. 34 yohalan.idf.il |B ock Udp All Nets drop 1
54.72.182. 187 Irel and 147.237.76. 86 navy.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
173.224.117. 166|147. 237. 76. 148 |Lhited Sates |gocenter.aka.idf.il ET SCAN Potential SSH Scan 2
173.224.117. 166|147. 237.76. 34 |[thited Sates |yohal an.idf.il ET SCAN Potential SSH Scan 1
173. 224.117. 166|147.237.0.19 [Lhited Sates [nadimatal .idf.il ET SCAN Potential SSH Scan 1
222.186.21.181 |147.237.0.200 |China . i df il ET SCAN Potential VNC Scan 5900- 5920 1
113.108.21.16 |147.237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
222.186.21.181 |[147.237.0.33 |[China idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
94.102.48.195 |147.237.77. 170 |Net her | ands maar achot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
90. 44. 93. 107 147.237.76.39 |France nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
194.72.112. 130 |147.237.0.17 u.ﬂ ted mny-kosher-kravi .idf.il ET PQLI CY Incomng Basic Aut h Base64 HITP Password 1
Ki ngdom det ect ed unencrypt ed
77.109.38.223 |147.237.8.46 |lkraine e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
r I i ) o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
175.253. 28. 211 |147.237.8.28 ok‘f’ea Republ i | obile-ks. i i1 Potential Soan or Brite For?:/e 1
127 3312 147 237 0.19 | na vadimatal idf il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
173. 224. 117. 166|147. 237.76. 39 [lLhited Sates |nobile neitav.idf.il ET SCAN Potential SSH Scan 1
173.224.117. 166|147. 237.76. 31 |lhited Sates |nakchal .idf.il ET SCAN Potential SSH Scan 1
113.108.21.16 |147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
222.186.21.181 |[147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
113.108.21.16 |147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
222.186.21.181 |147.237.0.16 |China ny-kosher-kravi . i df . il ET SCAN Potential WNC Scan 5900- 5920 1
90. 44. 93. 107 147. 237.76. 44 |France e.refuah.idf.il ET SCAN Potential SSH Scan 1
104.72.112.130 [147.237.0.19 |Uted nadi matal .idf.il ET PQLICY I nconing Basic Auth Base4 HTTP Password 1
Ki ngdom det ect ed unencrypt ed
90. 44. 93. 107 147.237.76. 34 |France yohal an.idf.il ET SCAN Potential SSH Scan 1
104.72.112.130 |147.237.0.15 |Uted kosher - kravi .i df .i | ET PQLI G I ncomi ng Basic Auth Base64 HTTP Password 1
Ki ngdom det ect ed unencrypt ed
31.168.172. 146 |147.237.77. 179l srael e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
173.224.117. 166|147. 237. 76. 202 [Lhited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
173.224.117. 166(147. 237.76.86 |Lhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
85.128.142.60 |Pol and 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 130
123.103.8.41 Chi na 147.237.77. 216 |dover.i of . i l[{dr op Frst packet isn't SN drop 122
190. 24.146.71 |Col onbi a 147.237. 77. 216 |dover. i of . i l[{dr op First packet isn't SYN drop 53
198. 251. 60. 100 |Canada 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SN drop 42
123.103.8.41 Chi na 147.237.77. 216 |dover.idf.i I|SYN At t ack SYN -> SYN-ACK -> RST rej ect 42
66.249. 64,233 |Uited Sates |147. 237, 77. 216 |dover. i of. 1| | €M NG Engine: TCP Inval id nvalid segnent retransmssion. drop 40
Ret r ansni ssi on Packet dr opped.
197. 134. 254. 113|Egypt 147.237. 77. 216 |dover.i of . i l|{dr op First packet isn't SN drop 38
37.26.146.216 |lsrael 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 31
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i l{dr op SAMrul e drop 30
66.240.78.37  |uited Sates |147. 237, 77. 234 |l ag.i o 11| " €M NG ENgi ne: TCP Inval id Inval i d segnent retransmssi on. dr op 30
Ret r ansni ssi on Packet dr opped.
52.34.29.51 Lhited Sates |[147.237.77.216 |dover.idf.il{dr op First packet isn't SYN drop 27
198. 58. 99. 82 Lhited Sates |[147.237.77.216 |dover.idf.il{dr op First packet isn't SN drop 24
54.224.21.23 Lhited Sates |[147.237.77.216|dover.idf.il{dr op Frst packet isn't SN drop 21
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i of . i l[{dr op First packet isn't SYN drop 18
176.22.131. 214 |Denmar k 147, 237,77 216 |dover. i dr .i1| > | &M ng Engi ne: T Invalid Invalid segent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
68.180.228. 112 |Lhited States |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 16
54.72.0.55 Irel and 147. 237. 77. 216 |dover. i of . i l{dr op First packet isn't SYN drop 16
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df .il|dr op drop 16
54.244.22.103 |thited States |147.237.77.233(atal.idf.il [drop First packet isn't SYN drop 14
66. 102. 9. 81 Lhited Sates |[147.237.77.216 |dover.idf.il{dr op First packet isn't SYN drop 12
63.249.66.212 |Lhited Sates |147.237.77. 216 |dover.idf.il[dr op First packet isn't SN drop 12
92.247.181.31 |Bilgaria 147.237. 77. 216 |dover.i of .i l[{dr op First packet isn't SYN drop 11
80.246.130.86 |lsrael 147.237.77. 233 |atal.idf.il [Bad TCP sequence Inval id ACK nunber noni t or 10
66.102.9.101 Lhited Sates |147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 10
80. 246.130.86 |l srael 147.237.77.233(atal .idf.il [Bad TCP sequence Inval i d ACK nunber alert 9
208.115.111. 73 |lhited States |147.237.77. 216 |dover.idf.il[dr op First packet isn't SYN drop 9
130.203.136.75 |Lhited Sates |[147.237.77.74 |lawidf.il |Web Server Enforcenent M ol ation vsz:awsivers St ow HITP Deni al- of rej ect 8
79.183.187. 12 | srael 147.237.77. 216 |dover.idf.iI{SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 8
79. 205. 108. 100 |Ger many 147.237. 77. 216 |dover.i of . i l[{dr op Frst packet isn't SN drop 8
89.128.35.163 |Spain 147.237. 77. 216 |dover. i of . i l[{dr op First packet isn't SYN drop 8
197.36. 74. 228  |Egypt 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SN drop 8
46.121.40.123 |[Israel 147.237.76. 42 |refuah.idf.i|SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 17 | srael 147.237.76.86 [navy.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 170 | srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
88.198. 25. 217  |Ger many 147.237. 77. 216 |dover.i of . i l[dr op Frst packet isn't SN drop 6
176.228.54.37 |Israel 147.237.72. 166 |aka idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
100. 100. 22. 12 147.237.72. 156 |anan.idf .il |dr op Frst packet isn't SN drop 6
46.19. 85. 195 I srael 147.237.77. 216 |dover.icf.i1|Bad TCP sequence Invalid ACK nunber aert 6
5.22.129. 90 I'srael 147237, 72. 166 |aka i 11 || @M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 195 I srael 147.237.77. 216 |dover.idf.il|[Bad TCP sequence Inval id AGK nunber noni t or 6
109. 200. 30. 168 LKTi;;éjom 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SN drop 6
183.79.223.92  |Japan 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 5
209. 133. 111. 215|thited States |147. 237. 77. 216 [dover. i df i l[dr op Frst packet isn't SN drop 5
46. 19. 85. 105 I srael 147.237.77. 216 |dover.i df .il[Bad TCP sequence Inval i d ACK nunber noni t or 4
65.19. 138. 33 Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 4
100. 8. 82. 20 Lhited Sates |[147.237.77.216|dover.idf.il|SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37.26. 146. 215 |lsrael 147.237. 77. 216 |dover. i of . i l{dr op First packet isn't SYN drop 4
66.249.64.233 |Wited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 4
70.187.168.188 |Lhited States |147.237.77. 216 |dover.idf.il[dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
207.241.226.41 |Wited Sates 147.237.0.34 |tikshuv.idf.il Mil tipl e Waut hori zed URL Access from 207.241. 226. 41 B ock 74
176. 126. 163. 232|kr ai ne 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock
176. 126. 163. 232|kr ai ne 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed URL Access from 176. 126. 163. 232 B ock
84.108.235.32 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
. . . Unaut hori zed URL Access to
84.108.235.32 |[Israel 147.237.77.243|nobi l e.idf . il nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 2
37.142.111.20 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
174.89.80.210 |Canada 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock
95. 108. 158. 144 RJSf;:I”i on 147. 237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 2
68.180.228. 112 |Wited Sates 147.237.77.216|dover. i df .i |l D stributed Suspici ous Response Code B ock
2.54.7.61 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None
. . D stributed Lhaut hori zed URL Access on
94.242.246.23 [Luxenbourg  [147.237.77.216|dover. i df .i| v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
; . ; Uhaut hori zed URL Access to
52.23.156.32 United Sates 147.237.77.74 [lawidf. il ww nag. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ | obbyi nf ocent eri t ent Bl ock !
] . . D stributed Lhaut hori zed URL Access on
208.184.112.75 [Wited Sates  [147.237.77.216|dover. i df .i | v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
176. 126. 163. 232|lkrai ne 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.i|/mai n/gi yus/ i ndex. php B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
5. 29. 68. 248 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
173.252.88.182 |lnited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
95.108. 132.178 RJF Sﬁ::ﬂ on 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nmag.idf.il/14-he Bl ock 1
. . Unknown Paraneter p in
66. 249. 64. 190 I srael 147.237.72.166 [aka. i df . i | wa aka. i df . il /gi yus/forund asp/ showf or um asp None !
176.228.54.37 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
] . . O stributed Unhaut hori zed URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wnited Sates 147.237.77.216|dover.idf .l v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
192.99.39.235 |Canada 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 1
124.73.1.18 Chi na 147.237.77. 176 [mat pash. i df .i|  |Miltiple Unauthorized URL Access from124.73.1.18 B ock 1
87. 69. 38. 243 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/ufi/reaction/ B ock 1
46. 19. 85. 170 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DbS At ack None 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wnited Sates 147.237.77.216|dover. i df .|l v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
’ . . O stributed Unhaut hori zed URL Access on
107.178.194.79 |Wnited Sates  |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180. 229. 173 |[Lhited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/milui nihebrew asp/default.asp |B ock 1
] . . SS_ Lhtraceabl e Gonnection - Protocol viol ation
204.93.154. 201 |Uhited Sates  [147.237.77.216|dover.idf.il (SSL CONN LI ENT FELLO) None 1
2.54.45. 49 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
. . . Unaut hori zed URL Access to
124.73.1.18 Chi na 147.237.77. 176 |nat pash. idf . il |- cogat i df.i 17925 he/ cogat . aspx/ t r ackback/ Bl ock 1
87. 69. 105. 83 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
. . D stributed Lhaut hori zed URL Access on
46.166. 186. 194 |Net herl ands 147.237.77.216|dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
’ . . O stributed Unaut hori zed URL Access on
208.184.112.75 [Wited Sates  [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates 147.237.77.216|dover.i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
79.179.107.30 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
204.93.154.201 [Wnited Sates 147.237.77.216|dover . i df . i Unaut hori zed URL Access to / Bl ock 1
2.54.174. 134 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
149. 88.143.84  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
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