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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

Signature

Address Country Address

66. 249. 67. 67 Wited Sates 147.237.77. 74 lawidf.il ;(/]; handshake violation, first packet mot g 3361
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1776
115. 239. 228. 8 Chi na 147.237.0. 17 Imny' kosher-kravi. Tdf.i |e\ nger Attack Con Htp drop 2
115. 231. 222. 40 Chi na 147.237.76. 200 eitan. aka. idf.il JLM Under _Attack Con_Htp drop 2
142. 4. 193. 203 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net dr op 1
176.123.0.4 Ml dova, Republic of [147.237.76.176 test.ncore.idf.il ock Np Al Net drop 1
142. 4. 193. 203 Lhited Sates 147. 237.76. 201 e.atal.idf.il Bock Np Al Net drop 1
115. 239. 228. 8 hi na 147.237.0.17 Im"y' kosher-kravi. Tdf.i | o ole con Linit Htp drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

66. 240. 213. 93 Lhited Sates 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry
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Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 233 [147.237.77. 216 |Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
66.249. 66. 125 [147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
104. 219. 238. 10 |147. 237. 77. 226 wwwy chanat z. aka. i df . il [ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147. 237. 77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 [147. 237. 76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 [147. 237. 0. 16 ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
74.117.209. 136 |147.237.8.27 |lhited Sates |e.madimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.228.207.18 |147.237.77. 243 |Ger many nobi | e.i df il ET SCAN NVAP -sS w ndow 1024 1
188. 214. 128. 12 [147. 237. 77. 216 |Romani a dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
124,167 55. 106 |147. 237. 76. 31 |chi na nekehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 219. 238. 10 |147. 237. 77. 178 e. nat pash. i df.i| ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147. 237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 [147. 237. 0. 17 mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147. 237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
66.240.213. 93 |147.237.76.30 |lhited Sates |hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 214. 128. 12 |147. 237. 77. 226 |Ronmani a wwwv chanat z. aka. i df . il [ET SCAN NVAP -sS w ndow 1024 1
46.19.86.226 [147.237.77. 216 [Israel dover. i df.il portscan: TCP O stributed Portscan 1
188. 214. 128. 12 |147. 237. 77. 212 |Romani a e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreamng Engine: TCP Invalid i i sSi
66.249. 64.233 |Wited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 52
Ret ransm ssi on Packet dropped.
190. 233. 72. 246 |Peru 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 48
208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 32
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrule drop 32
46. 19. 85. 237 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 31
100. 100. 105. 149 147.237.77. 216 |dover.i df il drop First packet isn't SWN drop 23
. . SYNretransmt wth different .
213.57.28.171 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 16
79.178.179. 53 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 14
46.19. 86. 125 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
VWb Server Enforcenent HITP Deni
130. 203.136.75 |Wited Sates [147.237.77.74 [lawidf.il , Veb Servers S ow Denial of 1 oot 8
Mol ation Servi ce
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
68.180.228. 112 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
77.126.195. 155 |[lIsrael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 229 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.238 |Lhited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion drop 6
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
185. 120. 126. 82 147.237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
167. 114. 156. 198|canada 147. 237.77. 216 |dover i df .i | 9 =g Invalid segnent retransmssion drop 6
Ret r ansnm ssi on Packet dr opped.
89.139.38.167 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi
157.55.39.112 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransnission. drop 6
Ret ransnm ssi on Packet dropped.
85. 64. 3. 103 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 193 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.190 |Uited Sates |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansn ssi on Packet dropped.
2.54.22.237 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
84.226.110.21 |Satzerland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 86. 91 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
70. 27. 242. 67 Canada 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
109.186.12.30 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SN retransmt with different monitor 4
w ndow scal e
79.178.114. 109 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
73.36.177.185 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df i drop drop
. o SWNretransnmit wth different .
84.226.110.21 |Swtzerland  |147.237.77.216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 4
79.179.187.25 |Israel 147.237.77. 243|mbile.idf.il  |Bad TCP sequence SN retransmt wth different monitor 4
w ndow scal e
165. 120. 27. 180 LKTI;;gom 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SIN drop 4
Sreamng Engine: TCP Invalid i i SSi
109. 64. 201. 148 | srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansn ssi on Packet dropped.
185. 3. 146. 209 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 251 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
207. 46. 13. 87 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop
: o SWNretransnmit wth different .
67.189.63.134 |Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 3
66. 249. 64. 233 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop
100. 100. 123. 235 147.237.77. 170 |nmarachot.i df .i| [dr op First packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
2.54.163.157  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
80.178.13.60  |Israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansn ssi on Packet dropped.
54.224.21. 23 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i SSi
109. 64. 188. 157 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54.171.181  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansn ssi on Packet dr opped.
199. 30.25.178 |lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop
37.26.148.193 |Israel 147. 237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.6. 126 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 36
79.177.223.48 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 4
2.54.163. 157 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.19. 86. 124 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
84.229.55.183 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
188. 120. 148. 173]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
68.180.228. 112 |lhited Sates 147.237.77.216|dover . i df .i | D stributed Suspici ous Response Code B ock 3
] . . D stributed Uhaut hori zed URL Access on
107.178.194. 87 |Uited Sates 147.237.77.216|dover . i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
79.178.114.109 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
: ; ; D stributed Uhaut hori zed URL Access on
208.184.112. 75 |[Wited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
37.26.149.221 |[israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
} . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |[Wited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
79.178.54.189 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. idf.il/https:/wan aka.idf.il/ B ock 1
66. 249. 64. 93 I srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er 5cf 35968 in aka.idf.il/news/ None 1
192.99.39.235 [Canada 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 1
79.179.194. 143 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
207.241.226.41 |Lhited Sates |147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
68.180.228. 112 [lLnited Sates 147.237.77.216|dover . i df .i | Paraneter Type M ol ati on PageNumin vww i df . i|/1379- he/ dover. aspx Bl ock 1
176. 13. 6. 100 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19. 86. 91 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Gode_Qust om Tenpor ary B ock 1
87.69. 105. 83 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
66.249.64.190 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx None 1
192. 116. 175. 122|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
. ; D stributed Uhaut hori zed URL Access on
109. 186. 173. 73 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i f i1/ Bl ock 1
5.22.131. 124 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.181.211. 214 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
207.241.226.41 |Wited Sates  |147.237.77.233|atal .idf.il PHP At t enpt B ock 1
68.180.229.239 [lnited Sates 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
95. 30. 56. 44 RJSIS:;”i o 147. 237.77. 170 |m@ar achot . i df . i | |Unaut hori zed LRL Access to mearachot.idf.il/pdf/files/ 9/ B ock 1
79.178.225. 163 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
213.57.28.171 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock
. ; Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 (dover.idf .il 147. 237, 77. 216/ 1133- 19372- he/ i df gdover . aspx Bl ock 1
] . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. ; Unaut hori zed Met hod CPTI ONS for
109.186. 187. 227l srael 147.237.72. 166 |aka. i df .11 ww aka. i df.i |/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser B ock !
: . . Unaut hori zed URL Access to
207.241.226.41 |Wited Sates  |147.237.77.233|atal .idf.il vow atal i o .i 1/t enpl at es/ depart nent sl obby/ pi vi k. php B ock 1
78.133.226. 162 |Pol and 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None 1
46.116.223.40 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
185.32.179.10 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Gode_Qust om Tenpor ary B ock
: ; ; DO stributed Uhaut hori zed URL Access on
107.178.194.79 |lhited Sates  |147.237.77.216|dover.idf .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
79.179. 53. 84 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS A tack None 1
207.241.226.41 |lited Sates 147.237.0.34 |tikshuv.idf.il [Wauthorized UR. Access to waw tikshuv.idf.il/error.htm B ock 1
66. 249. 67. 46 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx B ock 1
117.78.13.18 Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
37.142.114. 42  |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
85. 64. 3. 103 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
208.115.111.73 [lhited Sates 147.237.77.216|dover.idf . il O stributed Suspicious Response Code B ock 1
. . D stributed Uhaut hori zed URL Access on
46.166. 190. 167 |Netherl ands 147.237.77. 216 |dover . i df .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
] . . D stributed Uhaut hori zed LRL Access on
107.178.194.87 |lhited Sates  |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
79.179.187.25 |lIsrael 147.237.77.243|mobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/ B ock 1
207.241.226.41 |Lited Sates |147.237.76.42 |refuah.idf.il Mil tipl e Unhauthorized URL Access from 207. 241, 226. 41 B ock 1
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