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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5947
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2041
71.230. 34. 237 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 269
194. 66. 232. 88 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4
109. 67. 183. 247 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 3
134. 147. 203. 115 Ger nany 147.237.76. 202 e halag.idf.il B ock Np Al _Net drop 2
60.191. 108. 122 Chi na 147.237.72. 156 anan. i df.il Frk_Under At tack_Con_Tcp drop 1
93.174.93. 151 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |B ock Wdp All Nets drop 1
104. 192. 0. 226 Lhited Sates 147.237. 76. 34 yohal an.idf.il Bl ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
216.251. 24. 119 |147.237.76.200 |Lhited Sates |eitan.aka.idf.il [ET SCAN NVAP -sS w ndow 2048 1
016,131 72. 151 |147. 237 76.30 |trited Sates |himshid il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
199. 101. 186. 178(147. 237. 76. 201 |Lhited Sates |e.atal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
199. 101. 186. 178|147. 237. 76. 201 [Lnited Sates |e.atal .idf.il ET SCAN NVAP -f -sS 1
185. 106. 94. 57  |147.237. 77. 170 naarachot.idf.il |ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 147 |Lhited Sates |chinuch. aka.idf.il|ET SCAN Potential SSH Scan 1
81.218.225.79 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
61.130. 145. 216 |147.237. 77. 235 |Chi na sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 1
2.54.169. 115 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
216.251.24. 119 [147.237.76.200|Whited Sates |eitan. akaidf.il |ET SCAN NVAP -f -sS 1
212.143. 172. 150(147. 237. 77. 216 || sr ael dover.idf.il portscan: TCP D stributed Portscan 1
199. 101. 186. 178(147. 237. 76. 201 |Lhited Sates |e.atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 106. 94. 57  [147.237.0.35 akaws. i df .i | ET SCAN Potential SSH Scan 1
87.69.134. 141  |147.237.77. 216 |l srael dover.idf .il portscan: TCP DO stributed Portscan 1
79.180.103.52  |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 243 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

66.249. 64.233 |lLhited Sates |147.237.77. 216 |dover.idf.il . dro 42
Ret r ansni ssi on Packet dropped. P
Sreamng Engine: TCP Invalid i i ssi
85.130. 218. 168 | srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. |, 36
Ret r ansni ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover . i df i | drop SAMrule drop 30
100. 100. 30. 175 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 28
100. 100. 41. 121 147. 237. 72. 166 |aka.i of .il dr op First packet isn't SWN drop 27
66. 87. 80. 190 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 27
173. 69. 55. 89 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 24
188. 141. 114. 103l rel and 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 22
46.19.85.229  |[israel 147. 237.72. 166 |aka i f . i Bad TCP sequence SINGAK retransmt with moni tor |19
di fferent w ndow scal e
46. 19. 85. 229 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 19
37.26. 146. 243 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
46.19.86.105  |Israel 147.237.77. 226 ‘“f"lw chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 17
100. 100. 46. 151 147. 237. 72. 166 |aka.i of .i dr op First packet isn't SWN drop 16
46. 19. 85. 229 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout aert 16
65. 49. 14. 58 g”&;ymus 147. 237.72. 166 |aka.i df i drop drop 16
37.204.113. 102 [XSSIaN 147.237.77.74 |lawidf.il dro First packet isn't SN dro 15
) ) ) Federation ) o ) P pac P
213.57.131.193 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15
188. 120. 148. 184/l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |14
176.12.145.171 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt with different —foon o 13
w ndow scal e
100. 100. 74. 247 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 12
Sreaning Engine: TQP Invalid i i ssi
85.130. 180. 152 |Israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 12
Ret r ansmi ssi on Packet dropped.
100. 100. 26. 163 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
80. 246. 133. 218 I srael 147.237.77. 233 |atal i .1 Bad TCP sequence SiNretransmt wth different oo 12
wi ndow scal e
Sreaning Engine: TGP Invalid i i ssi
109. 66. 25. 3 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
73.31.151.201 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
65.49.14.58  [ANONYMOUS 147 237.77. 216 |dover. idf. | drop drop 10
Pr oxy
46.19.86.3 I srael 147.237.77. 234 |hal ag.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TQP Invalid i i ssi
80.179.9.7 I srael 147. 237. 77. 216 |dover . i df . | 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.
208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 9
Sreaming Engine: TGP Invalid i i ssi
46.116.213.51 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 9
Ret r ansni ssi on Packet dropped.
79.182.14.168 |Israel 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi
82.166.22.28  |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
79.183.184.38 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
100. 100. 73. 128 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop
46.19.86.105  |[israel 147.237.77. 226 ["" chanatz. aka. 1df 1paq TOP sequence Invalid ACK nunber moni tor |8
Sreaning Engine: TGP Invalid i i ssi
64.233.172. 163 |Uited Qates  |147.237. 77. 216 |dover.idf i1 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
84.229.0. 85 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 8
65.49.14.58  [AnNONYMOUS 147 237,72, 156 [anan.idf. il drop drop 8
Pr oxy
Sreamng Engine: TCP Invalid i i ssi
207.46.13.17  |Wnited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dr opped.
100. 100. 65. 116 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 8
Sreaning Engine: TGP Invalid ' i ssi
64.233.172. 155 |Uhited Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
37.26.148.220 |[Israel 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 24 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 7
46.19. 85. 24 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |7
37.26. 149. 228 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 7
Anonynous . .
65. 49. 14. 58 Froxy 147.237.77.74 |lawidf.il drop drop 6
46. 19. 85. 215 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber noni t or
100. 100. 12. 170 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
Sreaning Engine: TGP Invalid ' i ssi
79.179.14.124 |israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
50.29.114.192 |Whited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
93.172.179.38 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 48
176.12.143.21 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 30
46.19. 86. 153 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock

85. 250. 63. 33 | srael 147.237.72. 166 |aka. i df . i | Mitiple Il11egal Byte Qbde Character in LRL from85. 250. 63. 33 Bl ock
188.73.146. 94 gtsj:;;nl on 147.237.72.166 [aka. i df . i | muatﬂ?:ri Id??idl /'\,:raatiihnc;dgi ??s-; Su\tsh;rgri cati onser vi ce. asnx/ get aut huser Bl ock 5
77.126.14.196 I srael 147. 237.72. 166 |aka. i df . i | m;&:ftdféi wﬁf“f /hro‘;;é?i n/LR‘ Access on B ock 4
5.102. 219. 91 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
93.173.225. 101 |Israel 147.237.72. 166 |aka. i df . i | Dstibuted Lauthor] zed LR Access on Bock |3
2.54.165. 232 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.12.142.69 |Israel 147.237.77.243|nobi | e. i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/nekudot/i ndex B ock 3
46. 19. 86. 142 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
185.32.179. 131 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.148.139 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.12. 138. 232 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
109. 67. 35. 13 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
46.19. 85. 76 I srael 147.237.77.243|nobi | e. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
199.19. 105. 111 |Uhited Sates [147.237.77.216|dover.idf .il Dstributed Abnormal |y Long Request Bl ock 2
176.13.22. 173  |Israel 147.237.77.243|nobi | e. i df . i | O stributed Uhaut hori zed LR Access on nobi | e. i df .il/sachar/index |B ock 2
149. 88. 226. 192 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
199.19. 105. 111 |lnited Sates [147.237.77.216|dover.idf .il Dstributed I11egal HITP \ersion B ock 2
77.127.114.110 |israel 147.237.72. 166 |aka. i df . i | a;: ;Lgult g‘fd. iﬂa#;hﬁr;;fﬁarﬁn :e‘ﬁ‘i:j on Bl ock 2
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 2
208.184.112.75 |United Sates |147.237.77. 216 |dover. i df .i | b stri bt oc ;f;;_t;g;g_eﬁeﬁvﬁfzs:p;” Hock |2
5.28.149.168 | srael 147.237.72. 166 |aka. i df . i | m;'(:‘ftd‘?‘_ji Iu/"ﬁf“f noéa'lczt?‘i n/LR' Access on Bl ock 2
213.57.247.88 |Israel 147. 237.72. 166 |aka. i df . i | x;:;;:ti’td?‘.ji w;ult /hro(;;é?‘i NLR‘ Access on Bl ock 2
46.19. 85. 224 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
79.177.14.109 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
107.178.194.83 |Wited Sates  [147.237.77. 216 |dover. i df . i | D stri utec 1?3?;}:§é;§?ﬂeﬁv§??sspzn Hock |2
84.95.199. 113 [Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207. 46.13. 17 Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response CQode Bl ock 1
46. 19. 85. 232 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
109. 65. 42. 187 |Israel 147.237.0. 17 3} n|y| kosher - kravi . | :\LL;??’OSE azf;\‘;r . afcf’ic’: /”gj ;)'(:/acz g:tze g:;};']:j“r‘ggz! :;:f% 2B Z 0N \pone 1
79.178.102. 120 |Israel 147. 237.77. 216 |dover . i df . i | \%,;Vt ir&??ﬁfittﬁpg“}miizﬂ ILf‘L Access on B ock 1
188. 120. 148. 139! srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Gonnection - Unknown SSL Session None 1
95. 90. 209. 56 Ger many 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
2.52.62. 158 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
87.69.210.224 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
70. 164. 1. 53 Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/blog/ wp-admn/ Bl ock 1
85. 65. 71. 223 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
213.57.153.173 [Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
46.117.232.190 |[lIsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
108. 161.241. 21 |lnited Sates [147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
80. 246. 133. 218 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx  |B ock 1
77.126.220.9  |israel 147. 237.72. 166 |aka. i df . i | m;:?td?‘.jiwﬁf:sg}ﬁat:‘i glciels/s on Bl ock 1
66.249. 64.233 I srael 147.237.77. 216 |dover . i df . i | mﬁt gf?riif/i? aju?}‘i :ﬁ;ﬁ ;Azi . asp Bl ock 1
85. 250. 124. 109 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storagel/files/2/ Bl ock 1
84.108.235.32 | srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;“lt :Olrd'fzf‘lj , t’;eggrcﬁsem;esn <t ohi | ddocument s/ 1071 Bl ock 1
207.46.13.134 |lnited Sates |147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock

46.19. 86. 92 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock

109. 65. 42. 187 | srael 147.237.0. 17 g; niyl- kosher -kravi . i Miltiple Illegal Paraneter Encodi ng from 109. 65. 42. 187 None 1
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