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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8097
0.0.0.0 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK dr op 606
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 33

190. 31. 135. 167 Argentina 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- F N ACK drop 22

204. 93. 154. 201 Lhited Sates 147. 237. 77. 216 dover.idf.il JLM Dover Con Linit Htps drop 21

46. 121. 158. 39 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP-FI N ACK drop 2
93.174.93. 151 Net her | ands 147.237. 76. 148 gocenter.aka.idf.il |B ock Udp Al _Nets drop 1

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount |
104. 47.147.196 [Wnited Sates 147.237.0.15 |kosher-kravi . i df. il [20086: HTTP. Mi ebl ackcat Security Scanner B ock 15
104. 47. 147.196 |lnited Sates 147.237.0.19 |nadi matal .idf.il |20086: HTTP. Mi ebl ackcat Security Scanner B ock 5

104. 47.147.196 |lhited Sates 147.237.0.15 |kosher-kravi . i df.i||20085 HITP. Miebl ackcat Security Scanner Initial Reguest B ock 3
212.143.169. 74 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2

104. 47. 147.196 |lnited Sates 147.237.0.19 |nadi matal .idf.il [20085 HITP. Miebl ackcat Security Scanner Initial Request B ock 1




11-22-2015-19:04:03 to 11-22-2015-20:04:03

|Top Attackers In |D|

Attacker Address |Target Address |Attacker Gountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 47. 147. 196 147.237.0. 15 Lited Sates kosher -kravi .idf.il ET WEB SERVER Mii ebl ackcat scanner 3
66. 249. 78. 147 147. 237.76. 86 Wited Sates navy. i df il ET SCAN NVAP -sA (2) 2
43.229.53. 89 147.237.0.15 Japan kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
104. 47. 147. 196 147.237.0.19 Lited Sates nadi matal .idf.il ET WEB SERVER Mii ebl ackcat scanner 1
31.154. 172. 148 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 163. 140. 142 147. 237.76. 38 Ger many eengitav.idf.il ET SCAN Potential SSH Scan 1
87. 69. 106. 45 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 106. 94. 57 147. 237. 76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 147. 237. 77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 106. 94. 57 147.237.8.14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
77.127.60. 17 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
162. 222. 185. 165 147. 237. 76. 148 Lhited Sates gacenter. aka. i df il ET SCAN Potential SSH Scan 1
77.109. 38. 223 147. 237. 76. 197 kr ai ne e. hinush. i df.il ET SCAN NVAP -sS wi ndow 1024 1
162. 222. 185. 165 147. 237.76. 34 Lhited Sates yohal an. i df .i | ET SCAN Potential SSH Scan 1
149. 78. 187. 176 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
43.229.53. 89 147.237.0. 34 Japan tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 243. 16. 107 147. 237. 8. 50 e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.26.148. 142 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 163. 140. 142 147.237.0. 33 Ger many idf.il ET SCAN Potential SSH Scan 1
84.111. 165. 184 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 106. 94. 57 147.237.76. 31 nakchal . i df il ET SCAN Potential SSH Scan 1
79. 180. 60. 111 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
162. 222. 185. 165 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN Potential SSH Scan 1
77.109. 38. 223 147. 237. 76. 199 krai ne e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 222. 185. 165 147.237.76. 39 Lhited Sates nobi | e. nei tav. i df il ET SCAN Potential SSH Scan 1
77.109. 38. 223 147.237.0. 16 kr ai ne ny-kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
162. 222. 185. 165 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
62. 90. 66. 14 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
149. 78. 154. 69 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
190. 31. 135. 167 |Argentina 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 623
186.13. 6. 188 Argentina 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 70
212.179. 212. 100|i srael 147.237.72. 167 | shurimaka i o || S NG Engine: TP Invalid —invalid segnent retransmssi on. drop 66
Ret r ansni ssi on Packet dr opped.
100. 100. 35. 213 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 41
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
84.108.50.239 | srael 147. 237.77. 216 |dover. i df .1 Streaming Engine: TCP Invalid invalid segnent retransnission drop 28
Ret r ansni ssi on Packet dr opped.
100. 100. 33. 184 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
100. 100. 94. 201 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 24
100. 100. 46. 239 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 23
100. 100. 116. 175 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
100. 100. 73. 128 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 22
46. 187. 171. 245 |Pol and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
66.249.64.233 |Wnited Sates |147.237.77. 216 |dover.idf.il Streamng Engine: TCP Invalid invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SWN drop 16
79.173.222.176 |Jordan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
100. 100. 77. 54 147.237.72. 156 |anan.idf.il drop First packet isn't SYN drop 13
66.249. 64.233 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 13
198.58.103. 114 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
100. 100. 108. 128 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 12
109. 67. 182. 227 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 12
12.155.83.2 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
100. 100. 117. 40 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 12
213.57.141. 181 |Israel 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
69.171.228.121 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 12
213.57.141.181 [ srael 147. 237. 72. 156 |anan. i df i Bad TCP sequence mﬁsg Lansm't wthdifterent Joonitor |12
37.26.148.142 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
100. 100. 7. 189 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 11
207. 46. 13. 15 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 10
37.155. 250. 9 Tur key 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
46. 19. 85. 67 | srael 147.237.72. 167 |ishuri maka. i df .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
37. 26. 146. 219 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
82.102. 169. 113 I srael 147. 23777 216 |dover i1 | 3M NG Engine: TGP Invalid — invalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
79.173.222.176 |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
109. 67. 182. 227 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber aert 8
84.228. 30. 178 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
46. 19. 86. 150 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 8
79.179. 131. 45 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
100. 100. 99. 53 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
62.219. 154. 207 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
185. 3. 146. 184 |l srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 7
213.57.141.181 [ srael 147. 237.72. 166 |aka. i df . Bad TCP sequence mﬁsg Lansm't wthdifterent |oonitor |7
109. 67. 154. 32 | srael 147.237.72. 156 |anan.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
100. 100. 99. 53 147.237.77.233|atal .idf.il drop First packet isn't SYN drop
46. 19. 85. 61 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
77.127.60.17  |israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
82. 166. 22. 34 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or
84.228.30.178 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site Sgnature Action ‘Count

176.13.3.213 |[Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 93
46.19.85.154 |Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 41
176.13.9.1 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 18
85.130. 130. 44 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 85. 130. 130. 44 B ock 16
37.142.68.107 |[lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 6
176.13.5.178 |Israel 147.237.0.19 |[madimatal .idf.il |[Distributed Suspicious Response Code B ock 3
46. 19. 85. 61 | srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
79.180.29.83 |[lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
85.65.190. 66  |Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df . il/navy. B ock 3
77.126.14.196 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Uhaut horized URL Access on www aka. i df .il/ufi/reaction/ Bl ock 3
2.54.170.219 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
82.166.75.172 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Uhaut horized URL Access on v aka. i df .il/ufi/reaction/ B ock 3
109. 67. 6. 15 | srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
199. 19. 105. 111 |Uhited Sates [147.237.77.216|dover.idf .il D stributed Aonormal |y Long Request B ock 2
5.28.162.201 [Israel 147. 237. 76. 39 lm)b' le.neitav.idf.i rﬁﬁ?% tZ/F.)?d\fA. ?'I ;"‘: ier‘::l ;:g?ﬂsocglﬁzgﬁ acetbl der 15t xt Pessvord in B ock 2
79.183.218.91 |israel 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
72.9.148.10  [Uited Sates [147.237.76.86 |navy.idf.il m“tnzs;' e e navy. aspx. asp Bl ock 2
2.54.48. 213 | srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 2
199. 19. 105. 111 |Uhited Sates [147.237.77.216|dover.idf .il Dstributed |11egal HITP \ersion B ock 2
31.44.134.182 |Israel 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut hori zed URL Access from 31.44. 134. 182 B ock 2
2.54.155.201 |Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 2
46.19.86.143 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
79.178.115. 113 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
77.126.87.157 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
176.13.0.179 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
176. 13. 18. 203 |l srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
199. 16. 156. 126 |United Sates |147.237.77.216 |dover.idf.il muitgf?ri'lzli? pft‘o/:z;;sfi fgs/ 5/ i 2622000 17365 pa Bl ock 2
2.54.177.101 |Israel 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.143. 169. 74 |I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
54.244.22.103 |Wited Sates |147.237.76.147|chi nuch. aka. i df.il |Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46.19. 86. 84 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
89.139. 39. 103 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
79. 181. 165. 115 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
79.177. 200. 127 |1 sr ael 147.237.72. 166 |aka. i df . i | m;}igﬂtjﬁ iﬁt}a:;jhn(;gii/i/ﬁtﬁf?;ﬁg A B ock 1
66. 249. 64. 190 |Israel 147.237.72. 166 [aka. i df . i | Unhknown Paraneter gt; in vww aka.idf.il/main/rabanut/general . aspx None

132. 72. 213. 194 |l srael 147.237.77.216|dover.idf . il O stributed Whaut horized URL Access on www i df.il/ufi/reaction/ B ock 1
84.109.113. 78 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1

Unknown Paraneter docld in
213.57.231. 174 | srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ nai n/ gi yus/ mai n/ gi yus/ r esour ces/ i mages/ nast er/ f avi con [None 1
.gif

208.115. 111. 73 |Whited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
46. 120. 230. 139 [l srael 147.237.77.216|dover.idf .l Dstributed Unaut hori zed LRL Access on wwwidf.il/ufi/reaction/ B ock 1
107.178.194. 79 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il/1133-22638- he/ dover. aspx. B ock 1
79.179.200. 71 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None 1
185.32.179. 31 |Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
87.69.96.169 |lIsrael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
37.26.146.216 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
85.65.101.19  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
176.9.60. 206  [Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il/giyus/ main/ Bl ock 1
62.203.252.4 |Swtzerland  |147.237.72.166|aka. i df . il Emjvt ;Lg_“itgfd. iﬂa:;hnirgiizi‘i/ﬁtﬁfzle o A B ock 1
109. 67.182. 227 |l srael 147.237.72.166|aka. i df .1 | ot 11741 pfcstcoersasget/?i | es/ 8 71628, pdf tal pi ot @ai | to. nod. gov.il |2 °K !
84.94.32.69 | srael 147.237.72. 166 [aka. i df . i | Dstributed Uhaut horized URL Access on www aka. i df .il/ufi/reaction/ Bl ock 1
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