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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 64. 195 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 118
2.54.57.169 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 69

82. 145. 209. 23 Eur ope 147.237.76. 42 refuah.idf.il B ock Ip Véb In drop 12
62.219. 254. 22 I srael 147. 237.72. 167 ishurimaka.idf.il |Block Udp Al Nets drop 6

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 4
141.212.122. 156 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp Al _Nets drop 1
93.174.93. 151 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 1

66. 75. 79. 96 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock_Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

79. 182. 166. 103 I srael 147.237.77. 74 lawidf.il |CL000004: HITP: options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

‘Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il [Tehila - Perl LWP wth fake user agent 3
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 3
66.249. 64.233 |147.237.77.216|W0ited Sates [dover.idf.il [ET SCAN NVAP -sA (2) 2
46. 19. 85. 199 147.237.77. 216 (I srael dover.idf.il [portscan: TCP D stributed Portscan 1
149. 88.229.41 |147.237.77.216|Israel dover.idf.il [portscan: TCP D stributed Portscan 1
132. 64.70.140 |147.237.77.216|Israel dover.idf.il [portscan: TCP D stributed Portscan 1
2.52.25.35 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
105. 194. 237. 130|147. 237. 77. 216 |Egypt dover.idf.il |portscan: TCP DO stributed Portscan 1
213.57.181. 74  |147.237.77. 216l srael dover.idf.il [portscan: TCP D stributed Portscan 1
89. 163. 140. 142 |147. 237. 72. 217 |Ger nany eidf.il ET SCAN Potential SSH Scan 1
211.94.189.86 |147.237.0.200 |China mu. i df il ET SCAN Potential SSH Scan 1
84.108.245. 70  [147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
200. 142. 180. 1071147, 237 76.30 |grazi| hivmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
77.125.135.90 |[147.237.77. 216l srael dover.idf.il [portscan: TCP D stributed Portscan 1
185. 27. 105. 156 [147. 237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
68.3. 48. 178 147 237 0.33 |united Sates lidf i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
176, 13. 6. 108 147 237 77. 233 |1 st el atal il ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos 1
at t ack
46. 151. 55. 35 147.237.76.30 |lkraine himush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
151. 44. 159. 206 |147.237.77.216(Italy dover.idf.il |portscan: TCP O stributed Portscan 1
46. 19. 85. 64 147.237. 77. 216 I srael dover.idf.il [portscan: TGP Distributed Portscan 1
149. 88. 143. 163 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
37.26.147.171  |147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
107. 185. 21. 186 [147.237.77.216|thited Sates |dover.idf.il |portscan: TCP D stributed Portscan 1
95.86.113.197  [147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
211.94.189.86 |147.237.76.44 |China e.refuah.idf.i|ET SCAN Potential SSH Scan 1
89. 139. 45. 98 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
202.155.252.3  |147.237.72. 166 |Hong Kong aka.idf.il portscan: TCP Distributed Portscan 1
82.117.208. 243 |147.237.77. 227 e hanaz.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
75.111.48.211 |147.237.0.35 |Wited Sates |akavs.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
176, 44. 105. 186 |147. 237 76.30 |saudi mabia  |himshide i1 ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
176. 12. 145. 136 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreamng Engine: TCP Invalid i i SSi

212.179. 212. 100 srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Inval i d segnent retransmssi on. drop 144
Ret ransm ssi on Packet dr opped.

38.111.147.88 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 107

213.55.105.99 |Bhiopia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 60
Sreamng Engine: TCP Invalid ' i ssi

66.249. 64.233 |Uited Sates  |147.237. 77. 216 |dover. i df .i | 9 =g Invalid segnent retransmssion. |, 58
Ret ransnm ssi on Packet dr opped.

100. 100. 121. 213 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 53

100. 100. 98. 193 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 44
Sreamng Engine: TP Invalid i i ssi

84.108.147.42 |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g, 36
Ret ransm ssi on Packet dr opped.

100. 100. 30. 175 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 31
Sreamng Engine: TCP Invalid ' i ssi

46.19.86.246  |israel 147. 237.76. 200 |ei tan. aka. i f . 9 =g Invalid segnent retransmssion. |, 30
Ret ransnm ssi on Packet dr opped.

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30

100. 100. 121. 213 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
Sreamng Engine: TP Invalid i i ssi

188. 120. 148. 1921 srael 147. 237. 76. 200 |6 tan. aka i of . i1 9 =9 Invalid segnent retransmssion. g, 26
Ret ransm ssi on Packet dr opped.

108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24

100. 100. 88. 207 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 24

100. 100. 121. 213 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SYN drop 24

37.26. 148. 144 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24

100. 100. 14. 151 147. 237.77. 216 |dover.i df .i | drop First packet isn't SN drop 22

100. 100. 30. 175 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22

100. 100. 16. 185 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop 22

100. 100. 120. 248 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 22

100. 100. 98. 193 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22

105. 194. 237. 130|Egypt 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21

54.244.22.103 |Whited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 17

100. 100. 28. 104 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 16

15. 203. 169. 106 |Eur ope 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 16

41.33.231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SMrule drop 15

66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14

208.115.113.89 |lLhited Sates  [147.237.77.216|dover.idf.il drop SAMrule drop 13

212.40.139.45 |Lebanon 147. 237.77. 216 |dover.i df .i | drop First packet isn't SN drop 13

100. 100. 116. 175 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

31.186.228.96 |United Ki ngdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 12

100. 100. 117. 81 147. 237. 72. 156 |anan. i df . i | drop First packet isn't SN drop 12

80. 246. 130. 118 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 12
Sreanming Engine: TCP Invalid i i Ssi

84.108.75.26 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g o, 12
Ret ransm ssi on Packet dr opped.

100. 100. 28. 123 147.237.72. 156 |anan.idf . il drop Frst packet isn't SN drop 12

208.115.113.89 |Lhited Sates  [147.237.77.74 |lawidf.il drop SAMrule drop 11

80. 246. 139. 241 |l srael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 11

66.249.93.196 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11

147.235.8.51 | srael 147.237.0.19 |nadimatal.idf.il[SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 10

147. 235. 8. 51 I srael 147.237.0.19 |nadi matal.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout alert 9

174.70.122.80 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9

40.77.167.104 |lhited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop 9

46. 19. 86. 213 | srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 9

183.79.223.59 [Japan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
Sreanming Engine: TGP Invalid i i sSi

87.68.245.132 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 9
Ret ransnm ssi on Packet dr opped.

87.69.181.173 |[Israel 147.237.72. 166 [aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8

5. 255. 253. 168 RJSf;:I”ion 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SIN drop 8

50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreamng Engine: TP Invalid i i ssi

66.249.64.243 |United Sates  |147.237.77. 216 |dover.idf i1 9 =g Invalid segnent retransmssion. g, 8
Ret ransm ssi on Packet dropped.

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address [Site dgnature Acti on ‘Count
213.57.61. 61 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 142
188. 120. 148. 192/l sr ael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 126
176. 12. 140. 139 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 103
176.13.1.137 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 89
213.57.61. 61 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 61
147. 235. 8. 51 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 49
185.32.179. 129 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 48
37.26.148.139 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 44
176.12. 151. 182 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 38
46. 19. 85. 57 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 38
176.13.1. 137 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 29
176.13.0. 61 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 21
37.26.149.255 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 18
149. 88.143. 163 |l srael 147.237.72.166 |aka. i df . i | ﬁlgt. ig‘giﬁafégo” zed Method for Known URL from Bl ock 17
81.218.241.25 |[Israel 147.237.77. 216 |dover.i df . il Mil tipl e Unauthori zed URL Access from 81.218. 241. 25 B ock 10
176.13.9.1 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 9
46.121. 100. 185 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 8
37.26.149.207 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 8
213.126. 14. 162 |Netherlands [147.237.77.74 |lawidf.il Mil ti pl e Uhaut hori zed URL Access from 213.126. 14. 162 B ock 7
176.13.9. 18 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 7
2.54.157. 189 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 6
176.13.13.105 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
31.210. 186. 215 |Israel 147.237.72. 166 |aka. i df . i | mu;::ri id:'_eﬂ /L::u_ n?cs‘(::?iSZt ;/Ocss3pi o hc B ock 5
77.125.83.253 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 77.125. 83. 253 |B ock 5
95. 86. 75. 186 I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wwidf.il/894-he B ock 4
176.13. 4. 98 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 137. 136 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
46.117.134. 158 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
147.235.8.51  |Israel 147.237.0.19 |nadimatal .idf.il raranet e TYpe _\i'1I(;':;gi‘inefiéggﬁm:‘t;;‘zg deri¥txtdty in Bock |3
213.57.157.76  |[Israel 147.237.72.166 |aka. i df . i | ;;Vt ;]L;"ftdff’i wf‘rf“it/hroéa'mzt?i NLR Access on Bl ock 3
199. 30. 24. 81 Whited Sates [147.237.76. 147 |chi nuch. aka. i df . il Unaut hori zed URL Access to www chi nuch. aka. i df.il/404. htm B ock 3
2.54.188.121  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁgﬂt:‘fr&fsz , tgegpgrcytezm O e/l stchi | ddocurent s/ 1362 B ock 2
79.177. 42. 89 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock

176.13. 9. 231 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
62.203.252.4  |Swtzerland  |147.237.72.166|aka. i df .il m ;Lg”it;d. ilf}a:;hn‘;r;iﬁdslﬁtf‘;f?; o A Bl ock 2
176.13.22.235 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
212. 150. 126. 136l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
132. 66. 236. 210 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
80. 246. 136. 227 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176. 13. 23. 43 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
199.19.105. 111 |lhited Sates |147.237.77.216|dover.idf .il Distributed Abnormal |y Long Request B ock 2
77.125.83.253  |Israel 147.237. 72. 166 |aka. i df . i | D str) buted Lauthor] zed WAL Access on Bock |2
37.26.149.183 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock

168. 235. 64. 163 |Uhited Sates [147.237.77.216|dover.idf.il Ml ti pl e Unhaut hori zed LRL Access from 168. 235. 64. 163 B ock
176.13.23.106 |l srael 147.237.0. 17 g; niyl- kosher-kravi. i |, i ired I1legal Parameter Encoding None 2
199.19.105. 111 |lhited Sates |147.237.77.216|dover.idf .il Dstributed I11egal HITP \ersion B ock 2
54.244.22.103 |wnited Sates [147.237.76.147|chi nuch. aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176.13.17.213 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
2.54.32.188 I srael 147.237.77.243|nobi | e.i df . i | D stributed Uhaut hori zed LR. Access on nobi | e.idf.il/sachar/index [B ock 2
168. 235. 64. 163 |lhited Sates [147.237.77.216|dover.idf.il PHP Att enpt B ock 2
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