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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 13791
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1346
167.114. 229. 247 Canada 147.237.0. 16 ny- kosher-kravi .i df .il SYN H ood unverified cooki e drop 4
46.120. 211. 231 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
134.147. 203. 115 Ger nany 147.237.76. 39 nobi | e. nei tav.idf.il Block Np All _Net drop 2

176. 12.143. 11 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
176.13. 19. 126 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
93.174.93. 151 Net her | ands 147.237.76. 197 e. hinush.idf.il Bl ock Udp All Nets drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 1
93.174. 93. 151 Net her | ands 147.237.76. 44 e.refuah.idf.il Bl ock Udp All _Nets drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address ’Target Address |Site Sgnature

Country
212.179. 132. 2041 srael 147.237.76.31 |nakchal .idf.il CL000004: HTTP. options method (M crosoft) B ock 12
105.155.75.73  |Morocco 147. 237.77. 216 |dover . i df . i | ;Zfazc% HTTP: LQ C DDoS Tool - (QNLY enabl e when under DoS g ) 2

ny-kosher-kravi . idf.i

167. 114. 229. 247 |Canada 147.237.0. 16 |

13891: TLS QenSSL Encrypted/ Lhencrypt ed Heartbeat Packet Per m t 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
85. 65. 100. 71 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
85.64.121. 116  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
196.47.173.21 |147.237.8.24 |mte Dlvoire |elifestyle.idf.{ET SCAN NVAP -sS wi ndow 3072 1
79.182. 3. 69 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
176.13. 3. 130 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249.64. 195 |[147.237.72.166|lhited States |[akaidf.il ET SCAN NVAP -sA (2) 1
132. 64. 171. 210 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 246 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
113. 248. 213. 100|147. 237.0. 19  [Chi na nadi matal .idf. i ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
37.142.117.36  |147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
109. 251. 56. 171 |147.237. 77. 227 |krai ne ehamaz.idf.il |ET SCAN NVAP -sS w ndow 1024 1
24.47.224.108 |[147.237.77.216|Wited Sates |dover.idf.il portscan: TCP Distributed Portscan 1
109. 64. 135.26  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
89. 163. 140. 142 |147.237.72.14 |Ger many dover.idf.il (ol d|ET SCAN Potential SSH Scan 1
85. 65. 99. 55 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.192. 16. 10 147, 237. 7. 235 |Bel i um vivaid il ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
79.176.208. 231 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
149.78.22.110 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.120.52. 21 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
120.72.118.85 [147.237.0.35 |Metnam akaws. i df . i | ET SCAN NVAP -sS w ndow 3072 1
109. 251. 56. 171 |147. 237. 77. 234 |kr ai ne hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
31.6.71.154 147.237.8.24 |Pol and elifestyle.idf.[ET SCAN NMVAP -sS wi ndow 1024 1
109. 66. 185. 178 |147.237. 77. 216 |I srael dover . idf.il portscan: TP Dstributed Portscan 1
2.52.138.241 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 134. 149 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address |Ste Signature Acti on ‘Count
66.249.78. 159 |Uited Sates |147.237.77. 216 |dover.idf.il Streaning Engi ne: TCP Invalid Invalid segnent retransmssi on drop 64
Ret ransni ssi on Packet dropped.
100. 100. 97. 142 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 49
66.249. 64. 233 |United Sates |147.237.77.216 |dover.idf.il Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 48
Ret ransni ssi on Packet dropped.
100. 100. 25. 192 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 44
212.117.136.8 |[lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 36
100. 100. 82. 73 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 34
2.52.20.100 I srael 147. 237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 32
193. 43. 245. 250 |1 srael 147.237.77. 216 |dover. i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 30
Ret ransni ssi on Packet dropped.
208.115. 111. 73 |Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 24
85. 130, 251. 207 |I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssion drop 24
Ret r ansmi ssi on Packet dr opped.
100. 100. 14. 151 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 22
100. 100. 28. 123 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 21
37.26.148. 165 |[lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 18
109. 186. 100. 27 |Israel 147.237.76.42 |refush.idf.il  |Bad TOP sequence mdzitvr:gaslnlt wth dfferent moni tor |18
37.19.116.220 |[Israel 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 17
46. 19. 86. 94 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 16
66.249.93.192 |[lLhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 14
100. 100. 28. 123 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop 13
109. 186. 100. 27 |Israel 147.237.76.42 |refuah.idf.il  [Bad TCP sequence v?':dzstvrf:;”lt wth different dert 13
2.52.20. 100 I srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence Inval i d sequence nunber noni t or 12
46.19. 86.6 I'srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
80. 246.133. 49 |Israel 147,237, 77. 216 |dover i1 | S NG Bngine: TCP Invalid  invalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
46.19.86.254 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
54.72.73.168 |ireland 147.237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 12
2.52.20. 100 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 12
100. 100. 33. 240 147. 237. 72. 166 |aka.i of .i drop First packet isn't SWN drop 12
2.52.20. 100 I srael 147. 237. 72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 11
64.19.78.243 |[Wited Sates [147.237.76.44 |e.refuah.idf.il |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent  |drop 11
46. 19. 86. 140 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
2.52.185. 82 I srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
1.47.164.35 Thai | and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46.19.85.15 I srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 10
46. 19. 85. 15 I srael 147.237. 77. 216 |dover .i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
46.19.85.166 [Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
195. 212. 29. 187 |Eur ope 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 10
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
62.0.197. 69 | srael 147.237.72. 166 |aka. i df .i| drop Frst packet isn't SYN drop 10
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
40.77.167.104 |Uited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop 9
77.127.61.93 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 9
37.26.148. 145 |Israel 147.237.72. 167 | shurimaka i of [ €M NG Engine: TCP | nvalid Invalid segnent retransnissi on. drop 9
Ret ransni ssi on Packet dropped.
80. 246. 133. 235 |l sr ael 147. 237. 77. 216 |dover. i of .| Streaning Engine: TCP Invalid invalid segnent retransnission dr op 9
Ret ransni ssi on Packet dropped.
2.54.179. 144 |Israel 147.237.72. 166 |aka.i df .l Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
132. 66.85.114 |Isral 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission dr op 9
Ret ransni ssi on Packet dropped.
212. 235. 98. 139 [l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 9
31.168.17.161 [Israel 147. 237. 77. 216 |dover. i df . i | Streamng Engi ne: TCP | nvalid Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
85. 65. 39. 26 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 8
5.29. 62. 214 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 8
66.249.81. 212 |Wited Sates |147. 237.77. 216 |dover. i of . Streaning Engine: TCP Invalid  invalid segnent retransnission dr op 8
Ret ransni ssi on Packet dropped.
5.102.254.91 |lsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
212.25.102.57 |Israel 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 109
46. 19. 85. 218 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 84
46.19.85.218 | srael 147.237.0.19 |nadimatal .idf.il Zg?l'\éégys_o;léhe Sane Response Code (404) in Session from B ock 41
31.168.3.188 | srael 147.237.72. 166 |aka. i df . i | m“;;:rii d???l/ﬁ nA/CsCaecin;(r)esources/styl o/ B ock 36
212.179.21.194 [israel 147.237.76.200(ei tan. aka. i df . i | Dstributed Too Mainy of the Sane Response Code (404) B ock 28
194. 114. 146. 227 |1 srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unhaut hori zed URL Access from 194. 114. 146. 227 B ock 7
80. 246. 136. 227 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
176. 228.157. 64 |l srael 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 6
176.12.148.98 |Israel 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 5
68.180. 228. 112 |[hited Sates |147.237.77.216|dover.idf.i | D stributed Suspicious Response Code B ock 3
87.69.87.164  |Israel 147.237.72. 166 |aka. i df . i | Dstr) buted Lauthor] 2ed WAL Access on Bl ock 3
79.179. 38. 55 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.17.168 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 2.54.17. 168 B ock 3
85. 65. 0. 83 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
212.179. 132. 204|I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 3
46.117.161.91 |israel 147. 237.72. 166 |aka. i df . i | m“;;':rii;?‘?Ib‘:‘mﬁfgfjjsltfomrol o at udel A B ock 2
37.26.148.160 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Qode B ock 2
89.139.24.193 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
79.178.190.218 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 85. 26 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
93.40.121.51 Italy 147.237.72. 166 |aka. i df . i | Distributed Uhaut hori zed URL Access on waw aka. i df . i/ mai n/ B ock 2
79.178.219. 208 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
85. 65. 39. 26 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
212.179. 132. 204l srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from 212.179. 132. 204 B ock 2
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
54.244.22.103 |lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
185.32.179.95 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
37.142.171.104 |israel 147.237.72.166 |aka. i df . i | w;;?td?f’i Iulqﬁf”f /hroé;;?imm Access on B ock 2
85. 65. 174. 40 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 2
82.81.5.2 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
62.90.178.209 |Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to wawidf.il/ https:/twitter.com Bl ock 2
46.19. 86. 121 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19.85. 75 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
85.65.17.196 | srael 147. 237.72. 156 |anan. i df . i | \?M:\:;:T::.tiegf ﬂ?”;tr;"gs'z/mwfgfssl o B ock 1
2.52.22.188 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.93. 140 I srael 147.237.76.42 |refuah.idf.il ﬂ?“tzg;’r'?gefzﬁlpg";fr; | ayout dev. css Bl ock 1
176.13.6.9 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
66. 249. 64. 143 | srael 147.237.72. 166 [aka. i df . i | ﬂt’;\utzg;)r I7§e feéﬁaipﬁlcgs)/susf/()r esour ces/ i mages/ gener al / pdfi con. gi f Bl ock !
109. 186. 100. 27 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ reset. css |B ock 1
40.77. 167.50 Lhited Sates [147.237.72.166 |aka.idf.il Uhknown Paranmeter docid in aka.idf.il/kamar/klali/default.asp None 1
80. 230. 37. 13 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
212.179. 132. 204|1 srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/8 |B ock 1
95. 35. 254, 91 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.29. 205. 166 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwu aka.idf.il/main/ B ock 1
79.179.131.26 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
204.13.200. 200 [United Sates |147.237. 7. 216 |dover . i df . i | D stri butec llf;;_tggigfﬁeﬁvﬁffp;” Bl ock 1
2.54.18. 246 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
77.125.95.128 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df . i|/newsitel novi es/ yassi n7. B ock 1
46.19.85.177  |Israel 147.237.0.17 | MY-Kosher-kravi. i dlparaneter Type Viol ation _EVENTVALI DATI QN in B ock 1

f.il

mny-kosher-kravi.idf.il/tenpl ates/traini ng/trai ni ng. aspx
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