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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action

204. 93. 154. 201 Lhited Sates 147.237.77. 216 dover. i df.il JLM Dover Con Linit Htps drop 20
62. 219. 254, 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
134. 147. 203. 115 Ger many 147. 237. 76. 201 eatal.idf.il Block Np Al Net drop 2
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 1
104. 192. 0. 226 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il Bl ock_Ulp Al _Nets drop 1
104. 192. 0. 226 Lhited Sates 147.237. 76. 199 e. nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

94. 188. 161. 145 I srael 147.237.77. 216 dover.idf.il |CL000004: HITP:. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 5
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
84.109. 0. 42 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79.177. 159. 74 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
58. 253. 96. 122 147.237. 8. 14 (hi na e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.142.68. 42 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
220. 191. 249. 36 147.237. 72. 167 (hi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
2.54.55,22 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
212.235. 60. 218 147.237. 72. 166 I 'srael aka.idf.il ET SCAN NVAP -sA (2) 1
188.214.128. 12 147.237.0.19 Rormani a nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
132.72. 229. 142 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
93.172. 163. 22 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
82. 80. 219. 164 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
58. 253. 96. 122 147.237. 8. 14 (hi na e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
220. 191. 249. 36 147.237.72. 217 Qhi na eidf.il ET SCAN Potential SSH Scan 1
5.29. 244. 26 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
217.132. 68. 213 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
2.52.151. 159 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
173. 61. 25. 231 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147.237.76. 39 Net her | ands nobi | e. nei tav. i df il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i ssi
212.179.21. 194 |israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 316
Ret r ansni ssi on Packet dr opped.
85.128.142. 60 |Poland 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 128
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
100. 100. 76. 253 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 38
108.59.253.71 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
82.80.54.124  |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt with different —Jopnitor  [24
w ndow scal e
108. 205. 248. 121|Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 23
46.19. 86. 166 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 23
46. 244. 90. 208 glcissi':('ja” Territoryl 47, 237.77. 176 |natpash.icf.il  |dr op First packet isn't SWN drop 21
40.77.167.104 |Lhited Sates 147.237.72. 166 |aka.idf .il drop SAMrul e drop 18
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
2.54.149. 211 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
46. 19. 85. 173 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
117.136. 40. 129 |Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
46. 19. 86. 85 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |15
Sreamng Engine: TCP Invalid i i ssi
66.249. 78. 159 |Lhited Sates 147. 237. 77. 216 |dover . i df . 9 =9 Invalid segnent retransmssion. |, ., 14
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
85.115.52.201 |United Kingdom  |147.237.76. 200 |eitan. aka.idf.il 9 =g Invalid segnent retransmssion. g ., 14
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
80. 246. 130. 230 |Israel 147. 237. 77. 216 |dover . i df . 9 =9 Invalid segnent retransmssion. |, ., 14
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
192.54.204.35 |israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g ., 14
Ret r ansni ssi on Packet dr opped.
100. 100. 70. 245 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi
46. 19, 85. 23 I srael 147. 237.77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.102.7.233  |nited Sates 147. 237. 77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
70.208.64.249 |lited Sates 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. | 12
Ret ransni ssi on Packet dropped.
139. 162. 216. 112|Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
100. 100. 126. 119 147.237. 72. 166 |aka. i df .i | drop First packet ismt SYN drop 12
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreaning Engine: TCP Invalid i i ssi
17.78.165.143 |wited Sates 147. 237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. |, ., 10
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.147.254 |Israel 147. 237. 77. 216 |dover . i f . 9 =g Invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dropped.
2.54.99. 251 I srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect
66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i
213.8.122.115 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid checksum Packet drop 8
Checksum dr opped.
2.54.54. 220 | srael 147.237.0.19 |nadimatal.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 8
109. 186. 162. 147|l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 8
2.54.146. 163 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
149.88.38. 117 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
109. 186. 162. 147|l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |8
Sreaning Engine: TCP Invalid i i ssi
85.64.112.59  |israel 147. 237.77. 243 |mbi le. i f . i 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
190. 224. 233. 114|Argenti na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
2.54.149. 211 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence I'nval i d ACK nunber noni t or 7
2.54.149. 211 I srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d sequence nunber moni tor |7
2.54.149. 211 I srael 147.237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> Timeout |reject 7
2.54.149. 211 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber alert 7
Sreaning Engine: TCP Invalid i i ssi
46.19.85.126  |Israel 147.237.72. 167 |i shuri maka. i of . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
79.177.139.30 |lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor 6
Sreaning Engine: TCP Invalid i i ssi
2.52.57. 200 I'srael 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
195. 110. 40, 248 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.233 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
109.65.18.49  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46. 19. 85. 242 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
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|Top Attackers In V\AF|

Devi ce

At acker

country Target Address |Site S gnature Action ‘Count
212.179. 21. 194 |l srael 147.237.76.200|ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) B ock 265
2.54. 54, 220 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 156
2.54.54. 220 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 107
176.13.2.220 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 107
176.13.2.220 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 100
80.246.138. 14 |[lIsrael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 63
192. 54. 204. 35 |l srael 147.237.76.200|ei tan. aka. i df . il [Dstributed Too Many of the Sane Response Code (404) B ock 61
80. 246. 136. 237 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 54
80. 246. 136. 27 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 44
80. 246.138. 14 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 43
2.54. 54, 220 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 41
85.115. 52. 201 Eiqir:gec(ijom 147.237.76.200(ei tan. aka. i df . i | [Dstributed Too Many of the Same Response Code (404) B ock 36
176. 12. 143. 221 |I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 27
80. 246. 137. 107 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 20
80. 246. 136. 207 [l srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 15
80. 246. 137. 122 [I srael 147.237.0.19 |[nadimatal .idf.i|DOstributed Too Many of the Same Response Code (404) B ock 12
80. 246. 137. 107 [I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
2.54.141.52 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 6
80. 246. 136. 124 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
109. 66. 141. 26 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 109. 66. 141. 26 B ock 5
80. 246. 137. 82 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 5
94. 159. 179. 229 |l srael 147.237.76.200|ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) B ock 5
37.142.171. 104 |I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/ufi/reaction/ B ock 4
84.132.1.11 Ger many 147.237.77. 176 |nat pash. i df . i|  |Wauthorized URL Access to www cogat.idf.il/894-en B ock 4
79. 180. 228. 171 |l srael 147.237.72. 166 |aka. i df . i | D stributed Whaut horized URL Access on v aka. i df . il /ufi/reaction/ Bl ock 4
37.142. 224. 153 |I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/mail/sachar B ock 4
176.13.18.30 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
80.246.137.11 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
62.90.163.40 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/sip storage/files/5/ B ock 3
80. 246. 137. 202 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
80. 246. 137. 202 [l srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 3
80. 246. 136. 207 [l srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.188. 58 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
Lhaut hori zed URL Access to ww refua.atal .idf.il/shared/clienthttp/1.1 200
46.19.85.198 |Israel 147.237.76.42 |refuah.idf.il okdate: mon, 16 nov 2015 09:21: 49 gnil ast-nodi fied: wed, 12 dec 2012 (B ock 3
05: 52: 44 gm et ag:

80. 246. 137. 203 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46. 19. 85. 69 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
5.22.129.159 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
80. 246. 137. 158 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
80. 246. 137.70 |[lIsrael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
80. 246. 137. 122 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46.19.85.105 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176.13.22.43 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
50. 18.94. 121 Lhited Sates|147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wawn aka. i df.il/main/giyus B ock 2
80. 246. 136. 69 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 2
109. 186.51.4 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
80. 246.137.85 |[lsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46. 19. 85. 23 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 2
213.57.126. 231 [l srael 147.237.77. 176 |nat pash. i df . i|  |Unauthorized URL Access to wan cogat.idf.il/ufi/reaction/ B ock 2
176. 12. 140. 40 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
80. 246. 137. 153 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
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