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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
204. 93. 154. 201 Lhited Sates 147.237.77.216 dover.idf.il JLM Dover _Con Linmt Htps drop 20
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 6
185. 3. 144. 63 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
123. 151. 42. 61 Chi na 147.237. 76. 38 eeneitav.idf.il JLM Purple Con_Linit Wdp drop 3
80. 70. 128. 129 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets drop 3
81. 218. 206. 82 | srael 147.237.77.170 naar achot . i df. il B ock_ UWp Al _Nets drop 3
195. 160. 240. 11 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 2
123. 151. 42. 61 Chi na 147.237. 76. 38 eeneitav.idf.il JLM Under Attack Con Udp drop 2
138. 134. 102. 16 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
46.120. 52. 127 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
142. 4. 193. 203 Lhited Sates 147.237. 76. 38 eeneitav.idf.il B ock_UWp Al _Nets drop 1
51.254.212. 184 Uni ted Ki ngdom 147.237.76. 198 e.yohal an.idf .il Bl ock_UWp Al _Nets drop 1
46. 19. 85. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1
46.19. 85. 127 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
5.22.129. 195 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
94. 230. 93. 194 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
37.26.147. 163 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
46.116. 133. 36 I srael 147. 237. 72. 166 aka.idf.il C1000098: Bl ock - dns poi soni ng B ock 2
81.218.57. 242 I srael 147.237.76. 31 nakchal .idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 2

87. 68. 165. 134 I srael 147.237.77. 216 dover.idf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

109. 67. 17. 250 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
89. 163. 140. 142 147.237.77. 19 Ger many | aw forumi df . i1 ET SCAN Potential SSH Scan 1
80. 246. 139. 45 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79.178. 147. 178 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 125 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
2.54.179.50 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
113.108. 21. 16 147.237.76. 39 (hi na nobi | e. nei tav. i df il ET SCAN Potential SSH Scan 1
91. 199. 69. 254 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
89. 163. 140. 142 147. 237. 76. 200 Ger many eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 179. 206. 197 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
62. 219. 110. 166 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
31.6.71. 154 147.237.72. 156 Pol and anan. i df .i | ET SCAN NVAP -sS w ndow 1024 1
2.52.142. 242 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
212. 25. 93. 246 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
182. 72. 109. 162 147.237.8.28 I ndi a e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Signature

Attacker CQountry ‘Target Address |Ste

Pal estinian Territory,

188. 225. 185. 137 Qccupi ed 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 306
107.167.108.55 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 298
107. 167.108.55 |lhited Sates 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 50
52.0.18.61 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 44
66.249. 78. 159 |lhited Sates 147. 237. 77. 216 |dover i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 42
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 104 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence I'nval i d ACK nunber noni t or 39
46. 19. 86. 90 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nmonitor |39
79.183.122. 205 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
95. 108. 158. 171 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
95. 108. 158. 152 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
5.255. 253. 168 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
213.57.143.226 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 28
31.168.17.161 |israel 147.237.77. 216 |dover. i df . Streamng Engi ne: TCP Inval i d invalid segnent retransnission drop 27
Ret r ansni ssi on Packet dr opped.
5.255.253. 150 |Russi an Federation 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
37.26.146.241 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
148. 177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
66.249.81.212 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 Streaning Bngine: TCP Inval id finvalid seqnent retransmssion. |, o, 24
Ret r ansm ssi on Packet dr opped.
178.62.80.161 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
46. 19. 86. 156 I srael 147.237.72.166 |aka.idf.il Bad TCP sequence Invali d ACK nunber noni t or 23
5.255.253. 157  |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
5.255. 253. 158 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
79.183.38.209 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdzitvr:gaslnlt wehdfferent | onitor |21
207. 241. 226. 220|Wnited Sates 147. 237. 72. 166 |aka. i of . i | Veéb Server Enf or cerent Véb Servers S ow HITP Denial of | oo 20
Miolation Servi ce
37.140.141. 2 Russi an Federation 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
212.235.98.139 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 17
5.255.253. 170 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
109.64.120.34  |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | 15
Ret r ansm ssi on Packet dr opped.
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
109.64.192.93  |Israel 147. 237. 72. 166 |aka. i of . i Streaning Bngi ne: TCP Inval id finvalid seqnent retransmssion. |, o, 15
Ret r ansm ssi on Packet dr opped.
109. 65. 140. 149 |I srael 147. 237.72. 166 |aka. i f . Bad TCP sequence mdﬁr::;”lt wehdfferent | onitor |15
192. 116. 98. 164 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
195. 212. 29. 183 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
46. 19. 86. 122 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 13
176. 12. 143. 75 | srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
100. 100. 114. 234 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 13
100. 100. 29. 79 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 13
84.229.145.76 | srael 147. 237. 72. 166 |aka. i o . i Streaning Bngi ne: TCP Inval id finvalid seqnent retransmssion. o, 12
Ret r ansm ssi on Packet dr opped.
162.243.69. 172 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
66.249.81.218 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
100. 100. 39. 120 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SYN drop 12
54.72.73. 168 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
141.8.142. 11 Russi an Federati on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
66.249.81.215 |Russi an Federation 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
199. 203. 226. 21 |l srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
192. 115. 29. 222 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
46. 166. 190. 161 |Net her| ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
213.57.132. 245 |Israel 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
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|Top Attackers In V\AF|

Devi ce

At acker

ountry Target Address |[Site S gnature Action ‘Count

176.13.21.6 | srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 139
176.13.21.6 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 96
176. 13. 15. 140 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 53
2.52.26.33 | srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 51
176.13.1.152 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 36
2.54.6.10 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 32
46.19. 86. 17 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 15
212.179. 21. 194 |l srael 147.237.76.200 |ei t an. aka. i df . i | ;‘icz"\l";r;y 201 tlgi Sane Response Qode (404) in Session from B ock 11
2.54.177.106 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 10
176.13.4.110 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 8
46.116.133.36 |Israel 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Request from 46.116. 133. 36 B ock 6
212.25.102.63 |Israel 147.237.76.86 |[navy.idf.il Ml tipl e Unaut hori zed URL Access from 212.25.102. 63 B ock 6
46.116. 133.36 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Method from46.116. 133. 36 B ock 6
46.116.133.36 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 46. 116. 133. 36 B ock 5
46.116.133.36 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 5
80. 246. 136.35 |l srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 5
46.116.133.36 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \ersion from46. 116. 133. 36 B ock 4
46.116.133.36 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Header Nane from46. 116. 133. 36 |B ock 4
46.116.133.36 |[Israel 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 46.116. 133. 36 B ock 4
46.116.133.36 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Abnornal |y Long Header Line from 46, 116. 133. 36 B ock 3
81.218. 174. 150 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/sip storagel/files/ 1/ B ock 3
2.54. 48. 96 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
46.19. 86. 47 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.116.133.36 |Israel 147.237.72. 166 [aka. i df . i | Ml tiple Ml formed HTTP Header Line from 46.116. 133. 36 B ock 3
185. 32. 179. 164 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.48. 213 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 138. 14 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
77.125.79.131 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.161.184 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.116.133.36 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from46.116.133.36 |B ock 3
46.116.133.36 |[Israel 147.237.72. 166 |aka. i df . i | Mil tiple NULL Character in Header Narme from 46. 116. 133. 36 B ock 3
2.52.186. 46 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.111.248.7 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
80. 246.137.17 |lIsrael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
79.178.181.22 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
84.229. 148, 103 |i srael 147.237. 72. 166 |aka. i df . i | Dstr buted thadt :/o;ii ;jsd/ g’;‘;‘e?‘;?.;’gxm‘m R on Bl ock 2
80. 246.137. 40 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
107.178.194. 83 |Wnited Sates |147.237. 77. 216 [dover . i df . i | Dstri buted 1T§;t:§£geﬂ;‘}ov’;‘icfsspfn B ock 2
79.179.140.80 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.12. 139. 44 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
54.244.22.103 |[hited Sates [147.237.76. 147 |chi nuch. aka. i df . i|D stributed Suspicious Response Code_Qust om Tenporary Bl ock 2
89. 138. 229. 117 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Uhaut horized URL Access on vww aka. i df .il/ufi/reaction/ Bl ock 2
212.25.102.63 |Israel 147.237.76.86 |navy.idf.il m“;:\f;_'izd?_jiﬁi /;‘_::fsrsagec;“ s/ O/ si 263380/ 1620, | pg Bl ock 2
66. 249. 78. 159 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock 2
176. 12. 146. 191 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
185. 32. 179. 166 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.133.209 |Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
46.121. 64.254 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 66. 112. 119 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19.86.154 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
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