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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|

66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 753
149. 78. 228. 245 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 166
192.118. 30. 102 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 16
87.69. 102. 202 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 12
77.125.138. 22 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 10
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 10
79.182. 164. 44 | srael 147.237. 72. 156 anan.idf.il |Block_Udp All _Nets drop 6
37.26.147. 174 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 4
139. 0. 88. 27 | ndonesi a 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 4
81.218. 206. 82 | srael 147.237.77.216 dover.idf.il|B ock Udp All Nets drop 3
147. 236. 38. 29 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
194. 114. 146. 227 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
132. 64. 102. 64 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
79.183. 21. 232 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 2
79.179.172. 57 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
79.180. 116. 180 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 1
176.228.176. 104 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1
46. 19. 86. 93 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |S gnature |Devi ce Action |Oount |
91.193.51. 30 I srael 147.237.77.226 |waw chanat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 5
79.179. 176. 46 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

132. 64. 92. 193 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
122.114.17. 100 147.237.77.61 Chi na e.cogat . idf.il ET SCAN Potential SSH Scan 1
111. 93. 198. 54 147. 237. 76. 147 I ndi a chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 4096 1
82. 166. 22. 14 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
79.182. 22. 37 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
54.244.22. 103 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
217.194. 204. 190 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.26. 146. 129 147.237.77.216 I 'srael dover.idf .il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
2.52.184.101 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
132. 66. 161. 159 147.237.77.216 I 'srael dover.idf .il portscan: TCP O stributed Portscan 1
122. 114. 17. 100 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
122.114.17. 100 147.237.77.19 Chi na law forumidf.il ET SCAN Potential SSH Scan 1
85. 250. 64. 93 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
77.125. 247. 95 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.26.146. 198 147.237.72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.50. 26 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.179. 28 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
193. 104. 41. 54 147. 237.76. 198 Mbl dova, Republic of e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
reamn ine: TCP Invali i i ssi
79.178.123.32 |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 600
Ret ransm ssi on Packet dr opped.
94.228.34.248 |United Kingdom|147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 134
reamng BEngine: TCP Invali i i sSi
66.249.78.159 |lnited Sates  |147.237.77. 216 |dover.idf.il Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 84
Ret ransm ssi on Packet dr opped.
212.235.98.139 |lsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 61
Sreanming Engine: TGP Invalid i i sSi
31.168.17.161 |Israel 147. 237. 77. 216 |dover. i cf . i | 9 =g Invalid segent retransmssion. drop 36
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
2.52.17.0 I'srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 36
Ret ransnm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 30
37.26.146. 187 |lsrael 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 26
Sreamng Engine: TP Invalid i i ssi
2.52.185.231  |Israel 147. 237. 77. 243 |nobi | e.i df .i | 9 =9 Invalid segnent retransmssion. g, 24
Ret ransm ssi on Packet dr opped.
72.9.148. 10 Lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 24
100. 100. 81. 226 147.237.72. 166 [aka. i df .i | drop First packet isn't SN drop 22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
Sreanming Engine: TCP Invalid i i Ssi
31.168.85.158 | srael 147.237.77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. g o, 18
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.173 |lnited Sates  |147.237.77. 216 |dover.idf i1 9 =9 Invalid segnent retransmssion. g, 18
Ret ransm ssi on Packet dr opped.
85.214.11.209 |Germany 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
. . SWNretransmt wth different .
79. 180. 154. 125 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 18
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 17
46.19. 85. 114 I srael 147.237.72. 167 [i shurimaka i df.i [Bad TCP sequence Invalid ACK nunber noni t or 16
Sreamng Engine: TCP Invalid i i ssi
84.111.46.196 |Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. g, 16
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
31.168.85.156 | srael 147.237.77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. g o, 15
Ret ransm ssi on Packet dr opped.
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
37.140. 141. 39 R‘F Sf:;”ion 147.237.77. 216 |dover. i df . i | drop Frst packet isn't SIN drop 14
213.57.131. 210 |Israel 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 14
46. 19. 85. 156 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 14
31.186.228.93 |United Kingdom|147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 12
46.19. 85. 212 I srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaming Engine: TCP Invalid i i ssi
37.26.146.174 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
104. 131. 200. 249|nited Sates  |147.237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 12
79.179.172.57 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i sSi
207.46.13.17  |wited Sates  |147.237.77. 216 |dover.idf .il 9 =g Invalid segent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
46. 19. 85. 159 | srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Inval id ACK nunber noni t or 11
79.176. 7. 166 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
37.26.148.222 [Israel 147.237. 77. 216 [dover.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 10
31.186.228.95 |United Kingdom|147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 10
46. 19. 86. 117 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreanming Engine: TCP Invalid i i Ssi
176.13.15.71  [Israel 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. |, 10
Ret ransm ssi on Packet dr opped.
Russi an o .
95.108. 158. 171 eration 147.237.77. 216 |dover.i df i drop First packet isn't SWN drop 10
Russi an S -
37.140. 141. 37 ration 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
Russi an sl .
5. 255. 253. 168 eration 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
2.52.9.45 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid ' i ssi
176.13.22.43  |israel 147. 237. 77. 243 |nobil e.i df .i | 9 =g Imvalid segnent retransmssion. g 9
Ret ransnm ssi on Packet dr opped.
2.54.189. 100 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
31.186.228.57 |United Kingdom|147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 8
216.223.27.26 |lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 8
212.179.9. 140 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
68.180.228. 175 |Whited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 8
31.186.228.60 |United Kingdom|147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 8
173.252.115.87 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
173.252.81.118 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46.19. 86. 113 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 7
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |[Site S gnature Action ‘Count

79.178.123.32 |Israel 147.237.72. 166 |aka. i df . i | Aut omat ed MUl nerabi lity Scanni ng B ock 307
46.19.85.188 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 245
109. 67. 100. 245 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 237
46.19. 86. 17 | srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 231
46.19.85.188 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 175
46.19. 86. 17 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 143
109. 67. 100. 245 |l srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 110
109. 67. 100. 245 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 75
46.19. 86. 17 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (403) B ock 72
46.19.86.209 |[Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 72
37.26.146. 213 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 63
109. 67. 100. 245 I srael 147.237.0.19 |ndi matal i df.i1[700 ", & ‘he Sae Fesponse (e (403) n Session from Bl ock 38
2.54.33.191 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 36
176. 12. 142. 206 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 33
46.19.86.209 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 14
46. 19. 85. 26 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 10
2.52.17.0 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 9
176.13.21. 163 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 8
46.19.85.251 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
2.52.185.231 [Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 7
46. 19. 85. 66 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 6
2.54.146.142 |lIsrael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 6
54.190.220.60 [lLhited Sates |[147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 54.190. 220. 60 B ock 4
176.13.22. 228 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.54. 48. 96 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 15. 178 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 140. 200 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
149. 78. 228. 245 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.8.218 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
185.32.179. 37 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
82.102. 169. 113 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.15.71  |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
176.13.22.43  |[lIsrael 147.237.77.243|nobi l e.i df . i | O stribut ed Suspici ous Response CGode Bl ock 3
176.13.3.192 |Israel 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
5.102.215.26  |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/ufi/reaction/ B ock 3
204.13.200. 200 |Wited Sates |147.237. 77. 216 [dover . i df . i | w1l 1155, 25656 nel dover. s Bl ock 2
5.102. 254. 148 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.146. 174 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 2
66.249.78.173 |lsrael 147.237.77.216|dover. i df . i | D stributed Suspicious Response Code B ock 2
37.236.228.30 |irag 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to wwvidf.il/arr/ B ock 2
176. 13. 10. 227 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
54.190.220.60 |Wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/shared/ usercontrol s/ navnenu/  |Bl ock 2
84.229. 148. 103 |l sr ael 147.237.72.166 |aka. i df . i | m;&:lfd?ill‘?im‘f Elogiijjsd/ g"fnte?‘;?.;‘;;xmo‘m L on B ock 2
207.46.13.134 |Wwited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to wmn chi nuch. aka. i df . i1/404. ht m B ock 2
52. 33. 66. 29 Lhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unhaut horized URL Access from 52. 33. 66. 29 B ock 2
2.52.26.33 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
82.80.131. 234 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
66. 249. 78. 95 | srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx B ock 1
176.13.15.96  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
83.130.110.22 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
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