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Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
192. 118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 245
80. 179. 18. 228 | srael 147.237. 72. 167 i shurimaka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 154
82. 166. 219. 240 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 14
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 9
10.0.0.4 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4
31. 168. 233. 62 | srael 147.237.72. 156 anan.idf.il Bl ock_UWp Al _Nets drop 3
212. 150. 59. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
2.54.172.70 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 3
134.147.203. 115 Ger many 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 2
192. 114. 23. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
79.177.220. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk _Under Attack _Con_Htp drop 2
185. 120. 126. 12 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
109. 253. 93. 174 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cookie drop 1
2.54.37.86 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Purple Gon_Linit Htp drop 1
185. 3. 144. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
195. 69. 239. 21 Russi an Federation 147.237.76. 196 e.sviva.idf.il B ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count

147. 236. 31. 111 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
212.179.21. 194 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 2
80. 246. 137. 63 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
77.127.182. 249 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
222.127.194. 190 147. 237.76. 201 Phi | i ppi nes eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
65. 55. 215. 49 147.237. 72. 166 Lited Sates aka.idf.il portscan: TCP D stributed Portscan 1
216. 250. 117. 57 147. 237. 76. 148 Lhited Sates gqcenter. aka. i df . i | ET SCAN Potential SSH Scan 1
46.19. 86. 24 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
216. 250. 117. 57 147.237.0. 19 Lited Sates nadi matal .idf.il ET SCAN Potential SSH Scan 1
176. 12. 144. 163 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 66. 80. 183 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
81.218. 135. 161 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79. 180. 16. 110 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 64. 60 147.237.72. 166 Lhited Sates aka idf.il portscan: TCP Distributed Portscan 1
216. 250. 117. 57 147. 237. 76. 200 Lhited Sates eitan aka.idf.il ET SCAN Potential SSH Scan 1
46.228.207. 18 147.237.77. 74 Ger many lawidf.il ET SCAN NVAP -sS w ndow 1024 1
216. 250. 117. 57 147. 237. 0. 200 Lhited Sates . i df i | ET SCAN Potential SSH Scan 1
185. 32. 179. 141 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 78. 141. 232 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 64. 93. 26 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

38.111.147.88 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 91
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 76
66.249.78.159 |Wnited Sates |147.237. 77. 216 |dover.idf. il Streamng Engi ne: TCP Inval id finvalid segnent retransmssi on drop 74

Ret r ansni ssi on Packet dr opped.
147.236.27.138 |Israel 147.237.77. 233 |atal i of i Bad TCP sequence S et ranem! Wth different moni tor (69
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 44
46. 19. 86. 72 | srael 147.237.72. 167 |i shurimaka.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 43
208.69.40.101 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 42
46. 19. 85. 218 I srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 36
107.182. 131. 117|lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 31
72.9.148. 10 Lhited Sates [147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 28
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 28
50. 65. 198. 88 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 23
89. 234, 157. 254 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
54.224.21.23 Lhited Sates [147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 21
212.235.103. 211 |l srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence I'nval i d sequence nunier noni t or 17
46. 19. 85. 67 I srael 147.237.72. 167 |i shurimaka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 17
2.52.26.139 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
46. 19. 86. 72 | srael 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 16
100. 100. 32. 209 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 15
109.186.97.98 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdgit,rsacrznlt wth different moni tor |13
46. 19. 85. 251 | srael 147.237.72. 167 |i shurimaka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 13
46. 19. 85. 178 | srael 147.237.72. 167 |i shurimaka.i df . i | Bad TCP sequence I'nvalid ACK nunber noni t or 13
54.244.22.103 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
100. 100. 8. 74 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop 12
79.183.36.112 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
31.186. 228. 32 LKTi;gegom 147.237. 77. 216 |dover.idf il drop First packet isn't SWN drop 12
31. 186. 228. 58 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
82.166. 219. 240 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
2.52.22.71 I srael 147.237.77. 226 "‘f"l"“ chanatz. aka. 1df |\ At t ack SYN -> SYN-ACK -> RST rej ect 11
31.186.228.95 |ted 147. 237. 77. 216 |dover.i of .i drop First packet isn't SN drop 10
Ki ngdom
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 10
31. 186. 228. 60 E?ir:;gom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
185. 120. 126. 12 147.237.77. 233 |atal i cf i Bad TCP sequence V?':dﬁ;a:;”gt wth different moni tor |10
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 10
100. 100. 28. 63 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 10
31.186. 228. 94 zint:gom 147.237.77. 216 |dover.idf.il drop FHrst packet isn't SN drop 10
31.186. 228. 59 zi;g’gom 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 10
31.186. 228. 31 zint:gom 147.237.77. 216 |dover.idf.il drop FHrst packet isn't SN drop 9
2.52.26.139 I srael 147.237.76. 42 |refuah.idf.il SYN Attack rej ect 9
100. 100. 28. 63 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 9
31.168. 85. 251 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
2.52.26.139 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber nonitor (8
185. 120. 126. 12 147.237.77. 233 |atal i cf il Bad TCP sequence V?':dﬁ;a:;”gt wth different dert 8
2.52.26.139 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 8
176. 12. 140. 165 |Israel 147. 237. 72. 167 |i shuri maka. i df .| Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 8
Ret r ansni ssi on Packet dr opped.

31. 186. 228. 96 LKTi;gegom 147. 237.77. 216 |dover. i df . i | ;; fZTS?T? SESr;gcl):e: TP Invalid :?Q(/:ileitd ;eggse”;_ retransmssion. . o 8
31.186. 228. 57 LKTi;;éjom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46.19. 85. 217 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
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|Top Attackers In V\AF|

Devi ce

A tacker

ount ry Target Address |Site Sgnature Action ‘Count

95. 35. 66. 50 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 140
95. 35. 66. 50 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 115
46.19.85.124 |lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 107
46.19.85.124 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 99
176. 12. 143. 186 || srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 80
80. 246. 136. 35 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 68
80. 246. 136. 139 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 61
176.12. 147. 96 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 54
176. 12. 149. 226 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 42
2.54.138.151 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 37
176.13.0.179 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 36
2.54.7.41 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 29
176.12. 151. 42 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 19
46.19.85.124 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 9
37.26.147. 149 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 8
185. 32. 179. 166 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 8
37.142.225.37 |lIsrael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 6
2.54.1.112 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
81.218.241.25 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wawn aka. i df. i |/ $$$&787$$$ B ock 6
80. 246. 136. 35 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 6
176.13.10.13 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
80. 246. 136. 254 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
194. 90. 229. 225 || srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 194. 90. 229. 225 [B ock 4
176.13.21.36 |[Israel 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 4
46.19. 85. 29 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
149.78.73.137 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/sachar/undefined |[B ock 4
176.13.4.126 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.19. 86. 51 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.14.163 |Israel 147. 237.77. 243 |nobi | e. i df . i | mt‘;ﬂt : cl’rc;fz‘f? /t’;egpgrcﬁzmztes” st chi | ddocument s/ 1071 Bl ock 3
176.12.138.9 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54. 44. 95 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.8.131 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 12. 147. 150 || sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
193.16.147.2 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka. i df.il/sip_storage/files/4/ B ock 3
176.13.0.188 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.149. 218 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
91.200.12.95 |Wkraine 147.237.72. 166 |aka. i df . i | Distributed PHP A tenpt B ock 2
46.19.85.173 [Israel 147.237.0.17 ;nlnly kosher-kravi.id|, o i ed Illegal Paraneter Encoding None 2
2.54.181.98 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
80. 246. 139. 215 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
91.200. 12. 139 |Lkrai ne 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 2
176. 12. 143. 186 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 2
31.210. 186. 165 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19.86.254 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
138. 134. 192. 10 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/nilnet B ock 1
2.54.141.218 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
84.108.130. 62 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
188. 120. 153. 23 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 64. 165. 189 |I sr ael 147.237. 72. 166 |aka. i df . i | mngk‘“; iF;r."’i‘T‘;trgi nftsggﬂﬁrcf:/Pgﬁf’ihgfia”if(phsa"hw&t' 4.y in None 1
217.194.202. 17 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
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