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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
176. 13. 9. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 77
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 76
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 31
46.19. 85. 242 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 21
176. 12. 137. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
212. 25.103. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
204. 93. 154. 201 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover_Con_Limt_Htps drop 7
109. 65. 81. 37 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 6
176. 13. 13. 68 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
46.121.41.50 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
46.19. 86. 106 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
46.19. 86. 114 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
46.19. 85. 170 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
212.199. 93. 129 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 2
71.6.158. 166 Lhited Sates 147.237.76. 34 yohal an.idf.il ock Wp Al Nets drop 1
2.52.22.253 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
79.183. 15. 18 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
142. 4. 193. 203 Lhited Sates 147.237.76. 44 e.refuah.idf.il |Bock Wdp Al Nets drop 1
95. 35. 184. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
46.121. 41. 50 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
195. 200. 205. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
100. 100. 50. 148 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry get Address |Site Sgnature

109. 67.138.10 |l srael 147.237.72. 166 [aka. i df . i | C1000004: HTTP. options nmethod (M crosoft) B ock 3

149.78. 2. 151 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 2
m ny- kosher - kravi . i df . : fee! j ecti

111, 206. 116. 217|chi na 147.237.017 |V 13076 HITP: Apache Struts 2 Command | nj ecti on B ock 1
il Wil nerability

111. 206. 116. 217 |Chi na 147.237.0.19 |nadi matal .idf.il 13076: HTTP. Apache Struts 2 OGN Command | nj ection Bl ock 1

Wl nerability
46.120.35.171 |Israel 147.237.72. 166 |aka. i df . i | C1000004: HTTP: options nethod (M crosoft) B ock 1
209. 88.198. 1 I srael 147.237.77.216|dover.idf .il C1000004: HTTP. options nmethod (M crosoft) B ock 1
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry Signature
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
46.151.55.35 [147.237.0.17 |Wraine mny-kosher -kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 51 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
185. 32, 179. 136 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
113.59.33.61 [147.237.76.34 |China yohal an. i df . il ET SCAN NVAP -sS w ndow 3072 1
109. 65. 149. 195 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.179. 125. 202 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 87 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
5.102. 214. 145 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
213.6.150. 158 |147.237.77. 216 gcisgiig;a” Territory: oover i . i1 portscan: TCP D stributed Portscan 1
192. 118. 11. 120 [147. 237. 72. 166 |I srael aka.idf.il SERVER APAO_E Apache r@d_ssl non-SSL connection to 1
SS. port denial of service attenpt
176.13. 20. 206 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 164. 80 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 179. 69. 252 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Country Target Address |Ste Signature
212.235. 98. 139 [l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 605
66.249. 78. 159 |united Stares |147. 237, 77. 216 |cover icr. i1 |2 €M NG Engine: TP Invalid - invalid segnent retransmssi on drop 68
Ret ransm ssi on Packet dr opped.
207.241. 226. 41 |Whited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 45
46. 19. 85. 218 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 43
174.90. 223. 60 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 34
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 28
100. 100. 2. 48 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 27
212.179. 21. 194 (I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
66.249. 64.233 |Uited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid Jinvalid segnent retransnission drop 26
Ret r ansn ssi on Packet dr opped.
2.52.55. 66 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 25
108.59. 253. 71 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 24
2.52.180.0 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 21
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
37.142. 201. 144 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval id ACK nunber noni t or 19
37.142. 201. 144 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber alert 19
100. 100. 74. 51 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 17
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
100. 100. 38. 208 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 16
95.86.118. 139 |l srael 147.237.77. 216 |dover .11 | €AM NG Engine: TCP Invalid - invalid segnent retransnission drop 16
Ret ransm ssi on Packet dr opped.
37.201. 170. 252 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
176.13.5. 169 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invalid ACK nunber noni t or 14
46.19.86.114 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
37.26.146. 138 |[Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
86. 108. 24. 237 [Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
93.172.14.115 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
176.12. 146. 17 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
100. 100. 33. 240 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 12
46.19.85.159 | srael 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 12
Ret r ansn ssi on Packet dr opped.
46.19.85.59  |Israel 147. 237 72. 167 |t shuri maka i o || S2M NG Engine: TCP Invalid - invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
91.197.103.1 [Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invali d ACK nunber noni t or 12
100. 100. 56. 125 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 12
46. 19. 85. 214 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
109. 65. 81. 37 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
109.186.97.98 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence Vﬂdzirsin;”y Wth different monitor |10
46.19.85.73 [l srael 147. 237.72. 166 |aka i df . i Bad TCP sequence mg?\,(s::: ;a”S”“ wehdifferent | onitor |10
176. 12. 146. 17 |l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber aert 9
79.183.15.18 |[Israel 147. 237.77. 216 |dover i df .| Streaning Engine: TCP Invalid vl i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
66.249. 93.200 |Wited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 9
109. 186. 97. 98 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
46. 19. 86. 55 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber moni t or 9
66.249.93.196 |Whited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 9
40.77.167.63 |Lhited Sates |[147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 8
37.26.149. 228 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 8
100. 100. 50. 148 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
176.13.0.179  |israel 147.237.0.19  |radimatal iar. 1| S2M NG Engine: TGP Invalid finvalid segnent retransnission drop 7
Ret ransm ssi on Packet dr opped.
46. 19. 85. 170 | srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
77.126.88.192 |Israel 147. 237, 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
2.52.175. 250 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 79 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 108 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 94
80. 246. 140. 230 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 67
80.246.139.49 [Israel 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 64
80.246.139.59 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Same Response Code (404) B ock 60
80.246.139.59 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 59
176.12.151. 78 |l srael 147.237.0.19 |madi matal .idf.il Dstributed Suspicious Response Code B ock 54
80. 246. 140. 230 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 48
176.13.0. 179 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 48
185. 32. 179. 185 |l srael 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 33
80. 246. 140. 230 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Same Response Code (403) B ock 31
80.246.139.49 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 22
185. 32. 179. 185 |l srael 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 15
176.12.151.78 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 15
46.121.67.244  |israel 147.237.72. 166 |aka. i df . i | Z’g'_ tlizpllg;fh;:;ho” zed Method for Known URL from B ock 14
46. 19. 86. 62 I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response CGode B ock 5
2.54.181.98 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
207.241.226.41 |Wnited Sates |147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 4
176.13.20.174 |lIsrael 147.237.0.19 |nadi matal .idf.il D stributed Suspici ous Response Gode B ock 3
37.26.148.236 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.7.41 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 3
176.13. 2. 212 I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspici ous Response Code B ock 3
192. 115. 177. 202|I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka.idf.il/sip_storage/files/5  |B ock 3
176.13.7. 231 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 3
176.12.137.63 |lIsrael 147.237.0.19 |nadi matal .idf.il D stributed Suspici ous Response Gode B ock 3
80.246.139.97 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 3
207.241.226.41 |Wnited Sates [147.237.77.216|dover.idf.il Ml ti pl e Uhaut horized URL Access from 207.241. 226. 41 B ock 3
81.218.241.25 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . il/$$$8282$$$ B ock 3
157. 55. 39. 75 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut horized URL Access from 157.55.39. 75 B ock 2
46.19.85. 75 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
84.109. 33. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
176.12. 149. 211 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
85. 65. 47. 88 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to ww i df . il/banmahane B ock 2
95.86.118.139 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Gode B ock 2
85.250. 144.76 [l srael 147.237.0.19 |nadi matal .idf.il O stributed Suspicious Response Code Bl ock 2
72.9.148.10  [lnited Sates [147.237.76.86 [navy.idf.il m“tngs;' izzf_ e a navy. aspx. aspx Bl ock 2
31.210. 186. 165 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13.19. 145 |israel 147.237.0.19 |madi matal .idf.il Dstributed Suspicious Response Code B ock 2
99.157.74.137 |lnited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wan i df.il/newsite/english/nain. asp B ock 2
207.241.226.41 |Uited Sates |147.237.77. 216|dover . i df . i | \Al‘hmfvult gfo.rii Iﬁiﬁﬁt:ﬁﬁz\jﬁt - ivik. fhp B ock 1
109. 186. 46. 9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: hknown SSL Sessi on None 1
77.237.138. 202 ggj‘;ﬂ . 147. 237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to / B ock 1
192.118.11.120 [Israel 147.237.77.234|hal ag. i df . | ﬂ?_“tzgg_”?fgsﬁ‘nﬁggssssh;oe &b et L gif Bl ock 1
66.249.78.137 I srael 147.237.76.86 |navy.idf.il m“;:\?;_iizd?‘_jiﬁaﬁfr?:y;goener . s Bl ock 1
87.69.28.146  |Israel 147.237.72. 166 |aka. i df . i | m;:‘ftd‘:‘_jif’;‘ﬁf:gg; Zed WL fosss on Bl ock 1
62.219. 187. 197 |israel 147.237.0.17 ][nlnly kosher -kravi . id Mitiple Illegal Paraneter Encoding from 62. 219. 187. 197 None 1
176.12. 146. 191 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
212.143.172. 93 [Israel 147.237.0.15  |kosher-kravi.idf.il [ M horized UL focess tpist oragel i1 68/ 3 1773 pg Bl ock 1
80. 246. 136.53 I srael 147.237.72. 166 |aka. i df . i | %ﬁgﬁﬁfﬁpﬂg&ﬁ% O'ZTOECR‘;QL‘;;SD""“O“ None 1
204.93.154.201 |[thited Sates [147.237.77.216(dover.idf.il Unaut hori zed URL Access to / B ock 1
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