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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
66. 249. 64. 190 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 410

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 7

115. 231. 222. 40 Chi na 147.237. 76. 197 e hinush.idf.il [JLM Under Attack Con Htp drop 2

61. 147. 103. 92 Chi na 147.237.0. 33 idf.il Frk_Under Attack Con Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |[Site |Sgnature Devi ce Action |Oount|

167. 114. 242. 198 [Canada 147.237.76.38 |e.e.neitav.idf.ill13891: TLS QpenSSL Encrypted/ Lhencrypt ed Heartbeat Packet Per nit 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Feder at i on

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
94.102.48.195 |147.237.77. 235 |Net her | ands svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
31.6.71.154 147. 237. 77. 216 |Pol and dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220|147. 237. 77. 74 |Sweden lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
159. 122. 238. 133(147. 237. 77. 74 |Nether| ands lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
141.105.71.68 |147.237.77.170 23::;?0” naar achot . i df . | ET SCAN NVAP -sS wi ndow 1024 1
101 22, 189. 167 1147 237 0. 16 |chi na ny-osher -kravi . f . i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
74.117.209. 136 |[147.237.76.42 |Lited Sates refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.6.71.154 147. 237. 76. 200 [Pol and eitan. aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220(147. 237. 77. 243 |Sweden nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 214.128. 12 |147.237.0.33 |Ronani a idf.il ET SCAN NMAP -sS wi ndow 1024 1
159. 122. 238. 133|147. 237. 77. 74 |Nether| ands lawidf.il ET SCAN NVAP -f -sS 1
141.105.71.68 |147.237.76.42 |RSSI&N refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |Target Address |Ste Signature Action ‘Count
47.54. 26. 66 Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 415
70.39.187.176 |Satellite Provider|147. 237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 115
93.174.90. 30 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 74
205.203.135.1 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 52
Sreamng Engine: TCP Invalid i i ssi
66.249.78.159 |lnited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. . 36
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
208.115.111. 73 [lLhited Sates 147.237. 77. 216 [dover.i df .i | drop First packet isn't SWN drop 21
52.34.192.130 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
158. 69. 2. 151 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
Sreaning Engine: TQP Invalid i i ssi
66.249.78.173 |Wited Sates  [147.237.77. 216 |dover.idf. il g =g Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dr opped.
46. 19. 85. 196 I srael 147.237.72.167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
41.33.231.90 Egypt 147.237.77. 216 [dover.idf .il drop drop 10
87.203. 103. 152 |G eece 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
157.55. 39. 75 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Bngine: TQP Invalid i i ssi
66.249. 64.233 |Uited Sates 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. 8
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 145 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |7
Sreaning BEngine: TQP Invalid i i ssi
157.55.39.75  |[hited Sates  |147.237.77.216 |dover.idf.il g =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
70.198. 209. 105 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
68. 180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
54.72.73.168 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
173.68.68.196 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
99. 249. 124. 181 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
162. 209. 84. 156 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
176.13.19. 145 |[Israel 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence I'nval i d sequence nuniber noni t or 3
76.26.11.68 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
40.77.167. 63 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
61.135.190.71 |China 147.237.0.200 |mu.idf.il Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 2
enf or cenent
162. 209. 102. 100|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
Sreaning BEngine: TQP Invalid i i ssi
40.77.167.63  |uited Sates 147. 237. 77. 216 |dover . i df .1 9 =g Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dr opped.
64.236.82. 71 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
Sreaning Engine: TQP Invalid i i ssi
208.115.111. 73 |wnited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. | 2
Ret ransni ssi on Packet dropped.
166. 78.9. 12 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
157.55.39. 132 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
166. 78. 134. 156 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
94. 200. 52. 18 Eﬂi:rtaetdesp(ab 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
76.26.11. 68 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
46. 19. 85. 159 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber monitor |2
150. 108. 240. 30 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
176.13.19. 145 |[Israel 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence I'nval i d sequence nuniber alert 2
5.22.129. 141 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber monitor |2
46. 19. 85. 159 I 'srael 147. 237. 72. 156 |anan. i df . i SYN At ack SYN -> SYN-ACK -> RST rej ect 2
52.28.32.164 Lhited Sates 147.237.0.15 |kosher-kravi.idf.i|[SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
122.224.8.111 |China 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
77.77.76.3 IF;;IEH:??C 147. 237. 7. 216 |dover. i f .i | Bad TCP sequence Inval i d AGK nunber alert 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
176.13.19. 145 | srael 147.237.0.19 |madimatal .idf.i| |1°0 M of the Same Response Qode (404) in Session from Bock  |364
176.13. 19. 145
176.13.19. 145 |[lIsrael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 169
129. 184. 84. 40 |France 147.237.77. 216 |dover.i df . il Paranet er Type M ol ati on PageNumin vww i df . i|/1283-en/ dover. aspx B ock 6
176.13. 19. 145 | srael 147.237.0.19 |madimatal .idf.il Too Many of the Same Response Code (403) in Session from 8 ock 3
176. 13. 19. 145
176. 12. 142. 230 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
176. 12. 148. 103 |l srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock
46.19.86.208 |[lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response CQode B ock
. . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Lnited States |147.237.77. 216 |dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
) ; . D stributed Lhaut horized URL Access on
204. 13.200. 200 |Lhited Sates |147.237.77. 216 |dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
46.19.85. 14 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
. . . O stributed Unaut hori zed URL Access on
107.178.194. 83 [Whited States |147. 237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 64. 190 [l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in wwy aka.idf.il/main/hone/ None 1
184.172.57.52 |hited Sates |147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to tikshuv.idf.il/wp-adnin/ Bl ock 1
157.55.39. 142 [Wnited Sates |147.237. 76. 147 |chi nuch. aka. i df . i [{Unaut hori zed LRL Access to waw chi nuch. aka. i df.il/404. htm Bl ock 1
74.6.53.183 Lhited Sates |147.237.0.34 |tikshuv.idf.il Unaut hori zed LRL Access to tikshuv.idf.il/test/wo-admn/ B ock 1
176.13.19. 145 |l srael 147.237.0.19 |madimatal .idf.il [Too Many 403: Response Code per Session Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 230 |l srael 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1133- 19795- he/ i df gdover . aspx Bl ock 1
157.55.39. 229 |lhited Sates |147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka.idf.il/main/drushinifag. aspx None 1
79.182.125. 34 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/https:/www aka.idf.il/ B ock 1
61.135. 190. 69 |Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ B ock 1
66.249.78.95 |[Israel 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- 20493- he/ dover . aspx |B ock 1
. . . O stributed Unaut hori zed URL Access on
204. 13.200. 200 |Lhited Sates |147.237.77. 216 |dover. i df .i | v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
. . URL is Above Root Drectory
93.174. 90. 30 Net herl ands  |147.237.77. 216|dover.i df.il ww idf.il/../shared/clientscripts/jquery/jquery-1.4.2.nin.js B ock 1
61.135.190. 71 |China 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
. . Unaut hori zed URL Access to
129. 184. 84. 40 |France 147.237.77.216|dover . i df . il v i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper / B ock 1
66. 249. 78. 159 |l srael 147.237.77.216|dover . i df . i O stributed Suspicious Response Qode B ock 1
) ; . D stributed Lhaut horized URL Access on
208.184.112. 75 [Lhited Sates |147.237.77. 216 |dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |United States |147.237.77. 216 |dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
61. 135. 190. 198 |Chi na 147.237.0.19 |madimatal .idf.il |[Unauthorized URL Access to 147.237.0. 19/ Bl ock 1
. . Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover . i df . i i df .11/ 1559- en/ kkkkkkk=2e18845bkkkkkkk 2e18845b Bl ock 1
157.55.39. 142 |Uiited Sates |147.237.72. 166 |aka. i df . i | Uhknown Paraneter sorderby in aka.idf.il/iturinmasp/results. asp None 1
68.180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df . i|/bamahane B ock 1
Gooki e Tanpering on cooki e _pk_ref.322.9cd2: Expected
46. 19. 86. 208 | srael 147.237.0. 19 nadi matal .idf.il |["","", 1446980080, "htt ps://wwn googl e. co.il/"], Chserved None 1
["","", 1448158973, "ht t ps: / / wwn googl e. co. il /"]
Paraneter Type Mol ation
212.199. 57. 207 |l srael 147.237.77.216|dover.i df . il ct 1 00$Cont ent P acetbl der 1$ucArti cl eLobbyCont rol $I mageButtonl. x in B ock 1
waw i df . i | /1842-he/ dover . aspx
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