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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
62. 219. 254, 22 | srael 147.237.72. 167 i shurimaka.idf.il B ock_UWp Al _Nets dr op 3
82.221.105.7 | cel and 147.237.76. 39 nobi | e. nei tav.idf.il Bock Np Al Net drop 1
104. 192. 0. 226 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 130 147.237.76. 86 Lhited Sates navy. i df.il ET SCAN NVAP -sA (2) 2
74.117. 209. 136 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
222.21.43.56 147. 237. 0. 200 Chi na rd. i df i | ET SCAN Potential SSH Scan 1
222.21.43.56 147.237.0.17 Chi na mny- kosher -kravi . i df il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147. 237.76. 197 Lhited Sates e. hinush. i df . il ET DRCP Dshiel d B ock Listed Source 1
82.117. 208. 243 147.237.8.14 e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
74.117. 209. 136 147.237.76. 198 Lhited Sates e.yohal an.idf .il ET SCAN NVAP -sS wi ndow 1024 1
46. 166. 188. 245 147. 237. 0. 200 Net her | ands . i df il ET SCAN NVAP -sS wi ndow 1024 1
222.21.43.56 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
222.21.43.56 147.237.0. 16 Chi na ny- kosher - kravi . i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
70. 39.187. 176 Sate! lite 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 158
Pr ovi der
66.249.78.150 |Uited Sates |147.237. 77, 216 |dover.iar i1 |2 €M NG Engine: TCP Invalid Inval i d segnent retransission. drop 42
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 34
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il [drop SAMrul e drop 30
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 22
204. 12. 251. 37 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 21
157.55.39.132 [lhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SYN drop 21
107. 77. 66. 46 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 20
208.115.111. 73 |Wited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 20
76.173.239.159 |Lhited States |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 14
198.58.103. 115 [lhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 12
52. 33. 66. 29 Whited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 12
50. 116. 30. 23 Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 12
64.233.172.155 |Lhited States |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 10
208.115.113.89 |Wited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop
66.249.78.173 |Uited Sates [147.237. 77. 216 |dover. i i1 || S NG Engine: QP Invalid vl i d segnent retransm ssi on drop 6
Ret r ansni ssi on Packet dr opped.
66. 249, 64.233 |Uited Sates [147.237. 77, 216 |dover.iar i1 [ €M NG Engine: TCP Invalid Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
172.2.117.107 |Uited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 6
67.85.0.251 Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 6
115. 66. 179. 158 |S ngapore 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 5
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
65.19. 138. 33 Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 4
199.30.24.116 |[nited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 4
40.77.167.43  |Wited Sares [147.237.72. 166 |akaicr.it | ' @M NG Engine: TCP Invalid nvalid segnent retransnssion drop 4
Ret r ansni ssi on Packet dr opped.
79.180. 131. 182 |Israel 147, 237.77. 216 |dover i a1 |2 " €M NG Engine: TP Inval i d Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
201.215.67.80 |Qiile 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
24.149.67.134 |Whited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 3
40.77.167. 63 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 2
212.199.57.207 |lsrael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 2
115. 66. 179. 158 |9 ngapor e 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
31.168.171. 81 | srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
208.115.113.89 |Lhited States |147.237.76.31 |nakchal .idf.i|drop SAMrule drop 2
199. 16. 156. 124 [lnited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 2
41.13. 14. 100 South Arica 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2
80.178.24.108 |[lIsrael 147.237.72. 166 |aka idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
69. 120. 141. 0 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 2
115. 66. 179. 158 |9 ngapore 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 2
199.30.16. 161 [lhited States [147.237.77.216|dover.idf.il |dr op Frst packet isn't SYN drop 2
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 2
125. 202. 25. 184 |Japan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2
37.46.39. 254 I srael 147.237.77.234|hal ag.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or 2
115. 66. 179. 158 |9 ngapore 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 2
84.108. 95.205 [l srael 147. 237 77. 216 |dover idr.i1 [ €A™ ng Engi ne: TP Invalid Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dr opped.
66.249. 89. 123 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 2
130. 193. 200. 251|Irag 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 2
54. 244, 22. 103 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 2
115. 66. 179. 158 |9 ngapore 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d sequence nunber moni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

147.237.77. 216/ 1133- 19926- he/ dover . aspx

count ry Target Address |Site Sgnature Action ‘Count
176.13.19. 145 |l srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 72
64.141.114. 31 [Canada 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 64. 141, 114. 31 B ock
5.29.254.140 |lsrael 147.237.0.19 [nmadimatal .idf.il|Ostributed Suspicious Response Code Bl ock
’ . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |Lhited States |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
40.77.167.43 |Lnited Sates [147.237.72.166aka.idf.i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
. . . D stributed Unhaut hori zed URL Access on
107.178.194. 83 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
2.54.28. 80 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
46.19.86.199 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
’ . . D stributed Unaut hori zed URL Access on
208.184.112.74 |United States |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
: . . D stributed Unaut hori zed LRL Access on
107. 178. 194. 87 |Lhited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Uhaut hori zed URL Access to
68.180.230.29 |lhited Sates [147.237.77.176|nat pash.idf.il waw cogat . i df . i1/tenpl at es/ shared/ user cont rol s/ norei nf o/ ti chnun. yosh@ |B ock 1
nai | . com
. . D stributed Unaut hori zed URL Access on
66.249. 64. 131 [l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
. . D stributed Unaut hori zed LRL Access on
46.166. 186. 198 |Netherlands  |147.237.77. 216 |dover. i df . i | v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
88.198. 16. 122 |Ger many 147.237.72.166|aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 88.198. 16. 122 Bl ock 1
. . D stributed Unaut hori zed LRL Access on
66.249.78. 109 [l srael 147.237.77. 216 |dover . i df . i | 147.237. 77. 216/ 1133- 19926- he/ dover . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
66.249.64.18 |[lIsrael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
115. 230. 126. 48 |Chi na 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to wan i df . il/ckfinder B ock
31.193.51.17 |France 147.237.77.216|dover . i df . il D stributed Suspici ous Response Gode B ock
. . D stributed Unaut hori zed URL Access on
77.40.129. 123 |Nor way 147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
66. 249. 64. 190 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in vww aka.idf.il/nain/rabanut/general . aspx None 1
. . D stributed Unaut hori zed URL Access on
46.166. 186. 223 [Netherlands  |147.237.77.216|dover. i df .i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
: . . D stributed Unaut hori zed LRL Access on
204.13.200. 200 |Lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
88.198. 16. 122 |Ger many 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df.il/giyus/ main/ B ock 1
68.180. 228. 112 [Lnited Sates |[147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 1
66.249.64.51  |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css Bl ock 1
157.55.39. 132 |Whited Sates [147.237.77.216|dover.idf.il Mil tipl e Unauthori zed URL Access from 157.55. 39. 132 B ock 1
. . D stributed Unaut hori zed URL Access on
79.178. 151. 231 |I srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /vw aka. i o i1/ B ock 1
66.249. 64. 190 |Israel 147.237.72. 166 |aka. i df . i | Lhknown Paraneter pop in ww aka.idf.il/mai n/ hone/ None
54.183.171. 121 |Uhited Sates [147.237.72.167|i shuri maka. i df. |0 stributed Unaut hori zed URL Access on 147.237.72. 167/ B ock 1
] . . S Uhtraceabl e Gonnection - Protocol violation
204.93.154. 211 |Uited Sates [147.237.77.216|dover.idf.il (SSL CONN QLI ENT FELLO) None 1
’ . . D stributed Unaut hori zed URL Access on
107.178.194. 83 |Lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
68.180.228. 112 |Uhited Sates [147.237.77.216|dover.idf.il Ml ti pl e Uhaut horized URL Access from 68. 180. 228. 112 B ock
66.249.64.56  |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9057- he/ r ef uah. aspx  |B ock
] . . Unhaut hori zed URL Access to waw i df.il/1133-13997- he/ dover . aspxx3 xY
157.55.39. 132 |Wited Sates [147.237.77.216|dover.idf.il Ag Ay x¥ Ay Ay x ¥ Ay Avacs A Bl ock 1
46.19.86.130 |lIsrael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock
80.178. 24. 108 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None
. . Unaut hori zed URL Access to
66. 249. 64. 230 [l srael 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 19708- he/ dover . aspx Bl ock 1
54.183.193.49 |Uited Sates [147.237.72.167|i shuri maka. i df. i|unaut horized URL Access to 147.237.72. 167/ Bl ock
204.93. 154. 211 |Whited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to / B ock
] . . Par aneter Type M ol ati on PageNumin
68.180.230.29 |lhited Sates |147.237.77.176|nmat pash.idf.il v cogat . i df . i 1/ 1043- he/ cogat . aspx B ock 1
66.249.64.98 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/mlui m/nai nd9ea. ht m B ock 1
82.81.20.232 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249.78.95 |Israel 147.237.77. 216 |dover . i df . i | thaut hori zed LR Access to Bl ock 1
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