11-22-2015-02:04:07 to 11-22-2015-03:04:07

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
1, 000"
800+
600"
400+"
Number 200+"
a
Attacks N S 3 .
§ § : $ . 5 :
N @ S
bo & \(Q o \,Q ‘S‘b
(@_b\ (\\?} ,QQ} & Q}'
&l
A\
Top Tar get

[Top Attackers |

M dover.idf.il
M nadi matal .idf.il
M aka.idf.il
Miawidf.il
M ishurimaka.idf.il
M anan.idf.il
I kosher-kravi .idf.il
Matal.idf.il
nat pash.idf.il
B mny-kosher-kravi .idf.il

M 46. 19. 85. 38
66. 249. 78. 159

I 109. 63. 158. 79
176. 77. 80. 99

Il 37.112.33.45

M 190. 24. 146. 71

360
2704
180-
Number 1
a
At t acks 904
0-
b‘b.

Top Attackers

[ 208. 115.111. 73

M 41.33.231.90
66. 249. 64. 233

W 54.224.21. 23




11-22-2015-02:04:07 to 11-22-2015-03:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

66. 249. 64. 190 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 351
66. 249. 66. 125 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 118
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3
80. 246. 136. 80 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
142. 4.193. 203 Lhited Sates 147.237.76. 38 eeneitav.idf.i|lB ock Wdp All Nets drop 1
104. 192. 0. 226 Lhited Sates 147.237. 76. 198 e.yohal an.idf.il |B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
42.159. 26. 35 147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
42.159. 26. 35 147.237.0.16 [China ny-kosher-kravi .idf.il  |ET SCAN Potential SSH Scan 1
222.127.194.190|147.237.8.24  |Philippines elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
178.62.126.13 [147.237.72.217|Whited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
42.159. 26. 35 147.237.0.200 [China rdu. i df il ET SCAN Potential SSH Scan 1
42.159. 26. 35 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
42.159. 26. 35 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
, o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
27.211.15.50 147.237.0. 15 Chi na kosher-kravi .idf.il . 1
Potential Scan or Brute Force
. - ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
123. 185. 238. 118|147.237.0.33  |China idf.il . 1
Potential Scan or Brute Force
42.159. 26. 35 147.237.0.34 |[China tikshuv. idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Target Address

Ste

Signature

Gount ry

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

66. 249. 78. 159 |Lhited Sates 147.237.77. 216 |dover.idf.il Ret r ansni ssi on Packet dr opped. drop 148
176.77.80.99  |USSIan 147. 237. 77. 216 |dover. i df . i | drop First packet isnt SWN drop 121
Federation
109. 63. 158, 79 |PUSSian 147. 237. 77. 216 |dover. i df . i | drop Frst packet isn't SN drop 121
Federation
37.112.33.45 |WSSIan 147. 237. 77. 216 |dover. i df . i | drop First packet isnt SWN drop 121
Federation
190. 24. 146. 71 |Col onbi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 101
208. 115. 111. 73 [Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 62
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
66.249. 64.233 |Wited Sates  |147.237. 77. 216 |dover.idf i Streaning Engine: TCP Invalid  imvalid segment retransnassi on drop 30
Ret ransm ssi on Packet dr opped.
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
95. 25. 11. 184 gj;;”l o 147. 237. 77. 216 |dover. i df . i | drop Frst packet isn't SN drop 21
136. 243.5. 203 |Ger nany 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
109. 67. 142. 222 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
50. 87. 144. 145 |[lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
24.179.71.91 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
24.184.79.229 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
66.249.78.173 |Uited Sates  [147.237. 77, 216 |dover.iar.i1 | SAM NG Engine: TP Invalid - linvalid segnent retransmission. |, o, 8
Ret r ansn ssi on Packet dr opped.
66.249.78.166 |lhited Sates  |147.237.77.216 |dover.idf.il Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansn ssi on Packet dr opped.
54.72.73.168 [lreland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
105. 227. 60. 140 |South Africa 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
41.33.231.90 |Egypt 147. 237. 77. 216 |dover. i dof .i | drop drop 6
109. 200. 30. 168 |Uni t ed Ki ngdom|147. 237.77.216 |dover.idf.il drop First packet isn't SN drop 6
207.46.13. 123 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
62.24.252. 133 |United Ki ngdom|147.237.77.216 |dover.idf.il drop First packet isn't SN drop 5
46.121.94. 141 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
84.228.118.5 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
41.13.14.100 [South Africa 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
79.179. 18. 56 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
82.166. 114. 143 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.55.79 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
83.253.193.29 |Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
131.253.25. 249 |Whited Sates  |147. 237. 77. 216 |dover. i of .1 Streamng Engine: TCP Invalid  invalid segnent retransmssion drop 4
Ret ransm ssi on Packet dr opped.
40.77.167.63 |wited Sates  |147.237.77. 216 |dover.idf .l Streaning Engine: TCP Invalid |invalid segrent retransnission drop 4
Ret r ansni ssi on Packet dr opped.
79.183.38.219 [Israel 147.237.72. 156 |anan. i of .1 Streamng Engine: TCP Invalid  invalid segnent retransmssion drop 4
Ret ransm ssi on Packet dr opped.
66.249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
40. 77. 167. 63 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
99. 225. 79. 83 Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
199. 16. 156. 126 |Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
79. 181. 202. 206 |l srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid —invalid segnent retransmssi on drop 3
Ret r ansn ssi on Packet dr opped.
60.3.212.18  |Wited Sates  |147.237.72. 166 |aka i df il Streamng Engi ne: TCP Invalid  finvalid segnent retramsmssion. | 3
Ret r ansn ssi on Packet dr opped.
46.19.85.249 | srael 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansn ssi on Packet dr opped.
79.179.2.125  [Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
173.252. 80. 119 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46. 19. 85. 249 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46.117.171. 106 |l srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence I'nval i d ACK nunber alert 3
199. 16. 156. 124 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46.19.85.136 |lsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 3
79.179.30. 215 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TP Invalid  finvalid segnent retramsmssion. |y 3
Ret r ansn ssi on Packet dr opped.
46.117.171. 106 |Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 3
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46. 19. 85. 38 I srael 147.237.0.19 |nadi matal .idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 239
46. 19. 85. 38
46.19. 85. 38 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 107
46.19. 85. 38 I srael 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (403) in Session from Bl ock 36
46. 19. 85. 38
46. 19. 86. 130 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 46. 118. 155. 216 Bl ock
37.142.243.53 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None
. . Distributed Lhaut hori zed URL Access on
91.143.80.201 |Ger many 147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
’ . . O stributed Unhaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
2.52.22. 255 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 2
] . . Distributed Uhaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
66. 249. 67. 60 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
. . Distributed Uhaut hori zed URL Access on
46.166. 188. 247 |Netherlands |147.237.77.216|dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . Unhaut hori zed URL Access to
199. 16. 156. 125 [lhited Sates [147.237.77.216|dover. i df.i | v i i 1/i p_storagel i1 es/ 3/ si ze220x0/ 17543 | pg B ock 1
88.75.61.15 Ger many 147.237.77.216|dover.idf .il Unaut hori zed URL Access to wwwi i df . il/894-en/i df gdover. aspx Bl ock 1
46. 19. 85. 38 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session Bl ock 1
. . Unaut hori zed URL Access to
66. 249.78. 204 | srael 147.237.77. 176 [mat pash. i df . i | ww cogat . i df . i1/ civil adninistrati on/ gover ment / pages/ heal t h. aspx Bl ock !
] . . Distributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover. i df .i | v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.56  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8935- he/ r ef uah. aspx B ock 1
. . Distributed Lhaut hori zed URL Access on
150. 70. 173. 42 [Japan 147.237.77. 216 (dover . i df . il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |lhited Sates |147.237.77.176 [mat pash. i df. il vaw cogat . i df . i 1/ 901- he/ cogat . aspx B ock 1
66. 249. 78. 58 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
m ny- kosher - kr avi . i
61.135.190. 200 [Chi na 147.237.0. 17 df niyl Uhaut hori zed URL Access to 147.237.0.17/ B ock 1
] . . D stributed Uhaut hori zed URL Access on
199. 59. 148. 209 |lhited Sates [147.237.77.216|dover.idf.il v i o i /i p storagelfiles/ 3/ si ze220x0/ 17543, | pg B ock 1
68.180.228. 112 |Wited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
] . - Distributed Lhaut hori zed URL Access on
208.184.112.75 |[Wnited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . O stributed Unhaut hori zed URL Access on
66.249. 64. 143 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
. . Distributed Lhaut hori zed URL Access on
150. 70. 173. 42 |Japan 147.237.77.216|dover. i df .l v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
40.77. 167. 63 Lhited Sates |147.237.77.216|dover.idf .il D stributed Suspici ous Response Qode Bl ock
79.180.172. 130 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed LRL Access to waw idf.il/aman B ock
. . Unaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | 147.237.77. 216/ 1133. 9301- he/ dover . aspx B ock 1
64.141.114.31 |Canada 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 1
] . - Distributed Lhaut hori zed URL Access on
199. 59. 148. 211 |lhited Sates [147.237.77.216|dover.idf.il v o i /i p storagelfiles/ 1/ si ze220x0/ 17281 | pg B ock 1
104. 131. 147. 112|thited Sates [147.237.77.216|dover.idf .il Unhaut hori zed LRL Access to waw i df.il/newsite/ hebrew nai n. asp Bl ock 1
68.180.228.112 [lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin ww i df.i|/1415- he/ dover. aspx |B ock 1
] . . Distributed Uhaut hori zed URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 64. 195 [ srael 147. 237.72. 166 |aka. i df . i | llegal Byte Code Qaracter in URL /nai n/kapat2//res B ock 1
our ces/ i nages/ i nner page/ goback. gi f
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 1
188. 106. 104. 39 |Ger many 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode Bl ock 1
82.166. 114. 143 |l srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS Attack None 1
66.249.78.159 |[Israel 147.237.77.216|dover.idf.il O stributed Suspicious Response Code Bl ock 1
. . O stributed Unhaut hori zed URL Access on
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
] . - D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
46.19. 85. 90 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
68.180. 228. 112 |[lhited Sates |147.237.77.216|dover.idf.i | Lhaut hori zed URL Access to ww i df.il/894-he B ock
Doubl e LRL Encoding - paraneter: in
66.249. 64.233 |lIsrael 147.237.77.216|dover. i df.il v i df . i |/ hebr ew or gani zat i on/ pat zar/ at ar 1/ mh s1/ pi rsumi i j our nal / |B ock 1
15%cavi r anl5. doc
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php Bl ock 1
] . . Unhaut hori zed URL Access to
199. 16. 156. 124 [nited Sates [147.237.77.216|dover.idf.i | v i i 1/5i p_storagel i1 es/ 1/ si ze220x0/ 17281 | pg B ock 1
46.19. 85. 38 I srael 147.237.0.19 |[nadimatal .idf.il Too Many 403: Response Code per Session Bl ock 1
84.94.171.197 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/https:/wan aka.idf.il/ Bl ock
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wwidf.il/tenpl ates/article/watch B ock
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