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M dover.idf.il
M nadi matal .idf.il
M aka.idf.il
M i shuri maka.idf.i
M tikshuv.idf.il
M mobi le.idf.il
¥ maar achot . i df.il
Meidf.il

nakchal .idf.il
M e orchot.idf.il

Nunber
(6]
At acks

W 176. 106. 226. 22
208. 115. 111. 73
¥ 205. 203. 135. 1
197. 135. 139. 42
Il 66. 249. 78. 159
M 84.108. 10. 18
I 41.33.231. 90
5. 29.141. 38
197. 135. 255. 171
W 207. 225. 131. 141

Top Attackers




11-22-2015-00:04:06 to 11-22-2015-01:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn drop 1019
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 35
79.183.9. 84 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cookie drop 6
62.219. 254. 22 I srael 147.237.77. 216 dover.idf.il [Block Wp Al Nets drop 6
192.168. 1. 103 147.237.77. 216 dover.idf.il |SYNHood unverified cookie drop 4
192. 168. 0. 100 147.237.77. 216 dover.idf.il |SYNHood unverified cookie drop 3

46. 116. 238. 253 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cookie drop 2

46. 166. 188. 68 Net her | ands 147.237.76. 177 ncore.idf.il |Block Np All_Net dr op 1
61.147.103. 92 Chi na 147.237.0. 33 idf.il Frk _Under Attack Con Tcp drop 1
115. 231. 222. 40 Chi na 147.237.0. 34 tikshuv.idf.il|Frk Under Attack Con Htp drop 1
31.210. 186. 172 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site ‘S gnature |Devi ce Action |Count |

183.171.21. 74 |Milaysia 147.237.77. 216 |dover. i df . i]|12634: HTTP. JS LA C DoS Tool (Q\LY enabl e when under DoS attack) |Bl ock 6
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64.200 |147.237.72. 166 |Whited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
203.197. 205. 118(147. 237. 77. 226 |Indi a waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 1024 1
175. 175.56. 195 [147.237.0.15 |China kosher-kravi .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
159. 122. 238. 133|147. 237. 76. 34 |Net her| ands yohal an. i df .| ET SCAN NVAP -sS w ndow 3072 1
141.105.71.68 |147.237.8.50 g{jz;;”im e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
74.117.209.135 |147.237.8.27 |lhited Sates [e.nadimatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
23.227.196.29 [147.237.77.179|Wited Sates  |e.nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
159. 122. 238. 133|147. 237. 76. 34 |Net her| ands yohal an. i df . il ET SCAN NMAP -sS wi ndow 4096 1
144. 76. 155. 8 147, 237. 77. 216 |Ger many dover . idf.il portscan: TCP O stributed Portscan 1
91.201. 236. 113 |[147.237.0.34 |lkraine tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

208.115.111. 73 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 58

205.203.135.1 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 51

197. 135. 139. 42 |Hgypt 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 48

84.108. 10. 18 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43
Sreaning Engine: TP Invalid i i Ssi

66.249.78.159 |United Sates |147.237.77. 216 |dover.idf il 9 =g nval i d segnent retransmssi on. drop 42
Ret ransni ssi on Packet dr opped.

5.29.141. 38 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34

197. 135. 255. 171 |Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33

207.225.131. 141 |thited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 30

45.216.87.156  |Uruguay 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21

100. 100. 106. 201 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21

183.171.21.74 |Milaysia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17

100. 100. 78. 218 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 12

72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12

109. 67. 144. 136 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

178.152. 65. 162 |QGtar 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

122.109.7.134 |Austraia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
Sreaning Engine: TP Invalid i i Ssi

157.55.39.75  |Wited Sates |147.237.77. 216 |dover.idf. il 9 =g Inval i d segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dr opped.

185. 20. 4. 143 LK!i“r::gom 147.237.77. 170 |maarachot.i df .i| [dr op First packet isn't SN drop 9
Sreaning Engine: TP Invalid i i Ssi

79.176.57.166 | srael 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.

46.19. 85. 224 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi

149.78.29.167 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.

89.135. 111. 195 |Hungary 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

52. 33. 66. 29 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 8

93. 202. 98. 97 Ger many 147.237.77. 216 |dover.idf il dr op Frst packet isn't SN drop 8

5.29.214. 119 I srael 147.237.0. 34 tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7

70.211.7.11 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TP Invalid i i Ssi

77.127.57.68  |israel 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

94.159.207.92 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i Ssi

46.116.142. 131 | srael 147. 237.77. 243 |mobi l e. i o i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop

46. 19. 85. 53 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TP Invalid i i Ssi

66.249.78.166 |lnited Sates |147.237.77. 216 |dover.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

46. 116. 238. 253 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TP Invalid i i Ssi

66.249. 64.233 |Uited Sates |147. 237.77. 216 |dover. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

5.29.29.214 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6

122.109.7. 134 Australia 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

46.19. 86. 178 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 5

37.247.36.108 [Netherlands |147.237.72.217|e.idf.il Geo-1 ocat i on enf or cement Geo-l ocati on i nbound enf or cenent |dr op 5

122.109.7.134 |Australia 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 5

37.247.36.116 |Netherlands 147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enfor cenent Geo- | ocation i nbound enf orcenent |drop 5

66. 249. 64. 233 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 5

122.109.7.134 |Austraia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

122.109.7.134 |Australia 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber alert 5

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

50.87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 4

2.54.14.184 I srael 147.237.0. 19 madimatal .idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

149.78. 246. 4 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176. 106. 226. 22 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 147
176. 106. 226. 22 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 116
46.121.242.74 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 25
85.250.128.32 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 25
68.180.228.112 |[hited Sates  [147.237.77.216|dover.idf.il DO stributed Suspicious Response Code B ock 5
109. 160. 176. 221 ]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
89. 138. 213. 158 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
79.180. 199. 127 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 4
77.127.127.54 |israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
5.29. 110. 130 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 186. 131. 152/l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.183.130.89 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.52.181.129 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 3
] - - D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
46. 19. 86. 46 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
46. 19. 86. 129 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None
. . - D stributed Lhaut hori zed URL Access on
5 29.110. 130 | srael 147.237.77. 243|nobi | €. i df . i ] nobi | e.idf.il/categorytenpl ates/|istchilddocunent s/ 1152 Bl ock 2
] . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
2.54.184. 110 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
89. 28. 122. 202 &LS&‘I’?: o 147.237.77. 216 |dover . i df . i | Ilegal Byte Qode Character in LR/ 200 B ock 1
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8943- he/ r ef uah. aspx [B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |Wnited Sates  |147.237.77.216 dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
84.228.123. 145 [lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/ B ock 1
185. 16. 40. 143 |Uni ted Ki ngdom|147.237.72. 166 |aka.idf.i | Unknown Paraneter anp; docld in vww aka.idf.il/sites/klali/default.asp |None 1
. . O stributed Unaut hori zed URL Access on
66.249.93.230 |Israel 147.287.77.176 |nat pash. i df . i1 | ° cogat. i df . i1/sip storagelfiles/ 4/ 4454 @GP Bl ock 1
46.121.101. 175 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Paranet er ct | 003ct | 00Scphii n$cphSachar $etl72.y in None 1
wwn aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
208.115.111.73 [lnited Sates  |147.237.72.166 |aka.idf.il Unknown Paraneter KEY in v aka. i df.il/ishurindcityofficers/ None
66.249.64.131 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 64. 131 B ock
] . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |[lhited Sates  [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
84.228.123. 145 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs DoS At ack None 1
185. 120. 126. 23 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/hi mush/site/ he/ hi nush. asp B ock 1
. . Unaut hori zed URL Access to
66.249.93.233 |Israel 147.237.77. 176 |nat pash. i df . i | vw cogat i df .i1/si p storage/ il es/ 4/ 4454 @ G2 Bl ock 1
] ] Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)

95. 86. 67. 136 I srael 147.237.72. 166 |aka. i df . i | from95. 86. 67. 136 B ock 1
208.115.111.73 |lhited Sates  |147.237.77.216|dover.idf.i | D stributed Suspicious Response Code B ock 1
. . . Unaut hori zed URL Access to
66.249. 64. 198 |Israel 147.237.77.243|nobi l e. i df . i | mobi l e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 1

. - . Unaut hori zed URL Access to
176. 126. 163. 232|Lkrai ne 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
] . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates  [147.237.77.216 [dover.idf.i| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
46.19. 86. 164 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
199. 16. 156. 126 [lhited Sates  |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wan i df.il/894-ar B ock 1
. . D stributed Lhaut horized URL Access on
46. 166. 186. 224 |Nether| ands 147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. - D stributed Lhaut hori zed URL Access on
109. 201. 154. 173|Net her| ands 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
37.142.223.93 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
95. 86. 67. 136 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
80. 246. 136. 101 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.232.15.43  |Turkey 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to v idf.il/sip_storagel/files/2/4912. png B ock 1
Unaut hori zed URL Access to
66.249.78.159 |[lsrael 147.237.77.216|dover.idf .i | v i df . i1/ 1283-18863- en/ dover . aspx. htt p: / waw i df . i | /1283- 18863-e |B ock 1
n/ dover. aspx./al/ p
] . - D stributed Lhaut hori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
46.121. 84. 94 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
2.54. 147. 117 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
87. 68. 48. 202 I srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 87. 68. 48. 202 B ock

11-22-2015-00:04:06 to

11-22-2015-01:04:06




