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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
183.171.21. 74 Ml aysi a 147.237.77. 216 dover.idf.il Frk Puple Gn Limt Htp drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
37.142.176. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
183.171.21. 74 Ml aysi a 147.237.77. 216 dover.idf.il Frk_Under Attack Con Htp drop 2
104. 192. 0. 226 Lhited Sates 147.237.76. 202 e halag.idf.il ock Wp Al _Nets drop 1
115. 231. 222. 40 Chi na 147.237.0. 34 tikshuv.idf.il Frk Purple Gon Limt Htp drop 1
115. 231. 222. 40 Chi na 147.237.0. 34 tikshuv.idf.il Frk Under Attack Con Htp drop 1
188. 209. 49. 206 Rormani a 147. 237. 76. 198 e.yohalan.idf.il [Bock Np Al Net drop 1
104. 192. 0. 226 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_ Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
95.86. 125 222|147 237 77 233 |1 1 ael atal idh il ET DCB Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 5
attack
141.105.71.68 |147.237.76. 38 gjj:tnim eeneitav.id.il [ET SCAN NVAP -sS wi ndow 1024 1
96.22.224.103 |147.237.77. 212 |Canada e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 134|147. 237.76. 42 |Lhited Sates refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
199. 101. 186. 134|147.237.76. 42 [lLhited Sates refuah.idf.il ET SCAN NVAP -f -sS 1
74.117.209. 135 |147.237.76. 201 |Lhited Sates eatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.93.107.171 |147. 237.77. 234 |Fong Kong bl ag, i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
189. 63.32. 161 |147.237.8.46 |Razil e.chinuch.idf.il |[ET SCAN Potential SSH Scan 1
31.6.71.154 147.237.76. 42 |Pol and refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
189.63.32.161 [147.237.8.24 |Brazil elifestyleidf.il|ET SCAN Potenti al SSH Scan 1
183.171.21. 74 |147.237.77.216 [\l aysi a dover.idf.il ET VB SERVER LA C Javascri pt DDoS | nbound 1
141 105. 71 68 |147. 237, 77. 205 |Russian orisha. i i1 ET SCAN Behavi gral Lhusual |y fast Terminal Server Traffic, Potenti 61
Federation Scan or Infection
96.22.224.103 |147.237.77. 212 |Canada e. dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
222.127.194.190(147. 237. 76. 199 |Fhi | i ppi nes e.nakchal .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
96.22.224.103 |147.237.77.212|Canada e.dover.idf.il ET SCAN NVAP -f -sS 1
199. 101. 186. 134|147.237.76. 42 [lLhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237.76.38 |Netherlands eenetav.idi.il [ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 98 147.237.77. 227 |Wnited Sates e. hanaz. i df . i ET DRCP Dshield B ock Listed Source 1
69. 64. 42. 17 147.237.0.33 |thited Sates idf.il ET SCAN Potential WNC Scan 5900- 5920 1
1023191 123|147 237 0.19 |t ted Sates vadimatal idf il ET SCAN Behavi pral Lhusual |y fast Ternminal Server Traffic, Potentie1
Scan or Infection
58.253.96.122 [147.237.8.46 |[China e.chinuch.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
189. 63.32. 161 |147.237.8.28 |Razil e.nobil e-ks.idf.il|[ET SCAN Potential SSH Scan 1
31.6.71.154 147.237.0.35 |Poland akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
189. 63.32. 161 |[147.237.8.14 |Bazil ecorchot.idf.il |ET SCAN Potential SSH Scan 1
180. 116. 199, 1841147 237 0.35 |chi na akave. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
183.171.21.74 |Md aysia 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 663
183.171.21.74 |Milaysia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 100
Sreaning Engine: TCP Invalid i i ssi
66.249.78.159 |tited Sates  |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. . 56
Ret r ansni ssi on Packet dropped.
84.108. 10. 18 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34
66. 102. 9. 81 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
100. 100. 78. 218 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 31
41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df .i | drop SAMrul e drop 31
46. 19. 85. 100 I srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 30
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
100. 100. 78. 218 147. 237. 72. 156 |anan. i df . i | drop First packet isn't SWN drop 17
Sreaming Engine: TCP Invalid i i ssi
131.253.25.129 |wited Sates  [147.237.77. 216 |dover.idf. il 9 =9 Invalid segnent retransmssion. g 16
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.155 [ srael 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dropped.
84.108. 10. 18 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15
46. 19. 86. 193 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
109. 200. 30. 168 |United Ki ngdom|147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
Sreaming Engine: TCP Invalid i i ssi
109.66. 151. 12 [israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
100. 100. 102. 140 147.237. 72. 166 |aka.i df . il drop First packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi
79.183.18.188 |l srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
185. 120. 126. 72 147.237.77.74 |[lawidf.il drop SAMrul e drop 11
66.249.93.183 |Whited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 11
40.77.167. 63 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
109. 67. 144. 136 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46. 19. 86. 85 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
Sreaming Engine: TCP Invalid i i ssi
149.78. 255. 179 | srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
84.109. 126. 106 |Israel 147. 237. 77. 243 |robi | e. i of . i | g =g Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
173.252.102. 116|Lhited Sates 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46.19. 85. 168 | srael 147.237.72. 156 [anan. i df . il Bad TCP sequence I'nval i d ACK nunber noni t or 7
188. 26. 60. 20 Ronani a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
173.252.79.116 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
80.178.136. 122 |[lIsrael 147.237. 77. 216 [dover.i df .i | drop First packet isn't SWN drop 7
185.120. 126. 72 147.237.0.19 |nadimatal.idf.il |drop SAMrul e drop 6
84.108. 10. 18 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber alert 6
84.108. 10. 18 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber rmoni t or 6
37.26.147.254 [Israel 147.237.0.34 |[tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 100 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
84.108. 10. 18 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunier noni t or 6
50. 50. 76. 52 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 116. 8. 79 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
66.249.93.196 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46. 19. 85. 24 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
85. 250. 18. 18 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
176. 13. 12. 248 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
66. 102. 9. 103 Lhited Sates 147.237.0.15  |kosher-kravi.idf.il|dr op First packet isn't SYN drop 5
77.126.255. 184 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
130. 193. 50. 26 R‘Sf;:t”i o 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SWN drop 4
213.57.132. 172 [Israel 147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
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|Top Attackers In V\AF|

Devi ce

At acker

ountry Target Address |Site Sgnature Acti on ‘Count
79.180. 129. 39 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 113
183.171.21. 74 |Mlaysia 147.237.77. 216 |dover . i df . i | Ml ti pl e Unknown HTTP Request Method from 183.171. 21. 74 B ock 99
183.171.21. 74 |Mil aysia 147.237.77. 216 |dover.i df .i | Mil tiple Abnormal Iy Long Request from183.171.21.74 B ock 99
183.171.21.74 |Milaysia 147.237.77.216|dover.i df .i | Mil tiple Malformed URL from183.171.21. 74 B ock 99
79.180.129.39 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 93
176. 106. 226. 22 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 49
79.180.129. 39 |[lIsrael 147.237.0.19 |madimatal .idf.il Distributed Too Mainy of the Same Response Code (403) B ock 8
. - - Unhaut hori zed URL Access to
84.109. 126. 106 |l srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 7
183.171.21. 74 |Mlaysia 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 6
Russi an . . .
5.158.236.68 | 0 ~ion 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 6
46.19.85.155 |lIsrael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 5
5. 158. 236. 68 F;;z::tnl o 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 5. 158, 236. 68 B ock 5
2.54.14.184 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
68.180. 228. 112 |Lhited Sates |147.237.77.216|dover.i df .i | Distributed Suspicious Response Code B ock 4
46.19. 85. 73 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
79.179.179.85 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 4
m ny- kosher-kravi .id _ ,
176. 12. 146. 160 |l srael 147.237.0. 17 £l Miltiple Il1egal Parangeter Encoding from 176. 12. 146. 160 None 3
2.54.23.198 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
65.55.210. 101 |[lnited Sates |147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df . il/404. htm B ock 3
85. 250. 36. 120 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
176.13.20. 130 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
5.29.75.74 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . . Unaut hori zed URL Access to
109.186.76. 198 || srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
2.54.165.184 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
79.176. 194. 155 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
46.116.210.7 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
87.68.48.202 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 87.68. 48. 202 |B ock 2
79.180. 199. 127 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
109. 66. 151. 12 |l srael 147.237.77. 243 |nobi | e. i df . i | D stributed Suspicious Response Qode B ock 2
. . . Paraneter Type Molation catld in
94.23.30.222 |France 147.237.0.34 |tikshuv.idf.il W ti kshuv. i df i1/ si tel general . aspx B ock 2
! . . Unaut hori zed URL Access to
72.9.148.10  |lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . |/ 994- 8613- he/ navy. aspx. aspx B ock 2
46.19. 86. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
Unaut hori zed URL Access to
66.249.78.190 |Israel 147.237.77. 176 |nat pash. i df . i | ww cogat . i df . i |/ usef ul i nfornati on/i dkoni i pages/ 13102010nasai |B ock 1
yot . aspx
213.151. 42. 121 |I srael 147.237.72. 166 |aka. i df . i | Paraneter Read Oy Molation in o None 1
wwn aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
) . . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Lhited Sates |147.237.77.216|dover.idf.i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
87.69.37.22 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . D stributed Lhaut hori zed URL Access on
46. 166. 190. 139 |Net her| ands 147.237.77. 216 |dover . i df . il v i df . i | / 1133- 22461- he/ dover . aspx. Bl ock 1
80. 230.43.239 |Israel 147.237.77. 216 |dover . i df . i | Paraneter Type Vol ation Searchext in Bl ock 1
waw i df . i |/ 1065- he/ dover . aspx
) - . Unhaut hori zed URL Access to
40.77.167.63 [lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
72.187.63. 247 |Wnited Sates 147.237.77. 216 |dover . i df .i | Parar_reter Type Mol ation ctl 00$CGont ent A acetbl der 1t xt Gontent i n B ock 1
wwy i df . i 1/1038-en/ dover. aspx
. - D stributed Lhaut hori zed URL Access on
95. 86. 109. 128 |l srael 147.237.72. 166 |aka. i df . i | v aka i df i1 /i turi mr esour ces/ i nages/ body/ i nages/ i n. j pg B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi i yoran/ yonan. asp B ock 1
. . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |Lhited Sates  |147.237.77.216|dover. i df .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
46.19.86.199 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
183.171.21. 74 |Mil aysia 147.237.77. 216 |dover.i df . i | Abnornal |y Long Request request version B ock
85.65.160. 32 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
5. 158. 236. 68 RFeJZ:::S on 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/main/giyus/index. php [B ock 1
169. 0. 117. 100 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock 1
) . . DO stributed Lhaut hori zed URL Access on
107.178.194. 87 [Wited Sates  |147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
87.69.58.66 [Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: si gal gs DoS Attack None 1
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