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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
5. 102. 214. 145 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 5
100. 100. 81. 52 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
109. 65. 1. 131 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
115. 239. 228. 8 Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under Attack _Con Htp drop 1
185. 3. 144. 26 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
2.52.48.151 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker

Signature

Potential Scan or Brute Force

Count ry
66.249. 78. 159 |147.237.77.216|lhited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 18255
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
79. 181. 135. 231 |147. 237. 72. 166 || srael akaidf.il ET SCAN NVAP -sA (2) 2
162. 216. 46. 87 [147.237.8.24 |lnited Sates elifestyleidf.il ET SCAN Potential WNC Scan 5900- 5920 2
119. 254. 3. 236 [147.237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
162. 216. 46. 87 |147.237.76. 147 |United Sates chi nuch. aka. i df . i ET SCAN Potential WNC Scan 5900- 5920 1
58. 250. 164. 246 |147. 237. 76. 197 [Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
119. 254. 3. 236 [147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
162. 216. 46. 87 |147.237.76.39 |lLhited Sates nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58. 250. 164. 246 |147. 237. 76. 177 [Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
119. 254. 3. 236 [147.237.77.19 |China lawforumidf.il ET SCAN Potential SSH Scan 1
162. 216. 46. 87 |147.237.8.46 |Uhited Qates e. chinuch.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58. 250. 164. 246 |147. 237. 76. 147 [Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
94.102. 48.195 |147.237.77.74 |Netherl ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
162. 216. 46. 87 |147.237.8.14 |Uhited Qates e.orchot.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.186.56. 42 |147.237.76.34 [China yohal an. i df . il ET SCAN Potential SSH Scan 1
91. 201. 236. 114 |147. 237. 76. 199 |Wkr ai ne e.nakchal .idf il ET SCAN NVAP -sS wi ndow 1024 1
162. 216. 46. 87 |147.237.0.19 |Uhited Sates madi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.186.56.42 |147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
119. 254. 3. 236 [147.237. 77. 235|Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
204. 151. 29. 209 [147.237.0.15 |lhited Sates kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
119. 254. 3. 236 [147. 237. 77. 226 |Chi na waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
58. 250. 164. 246 |147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
119. 254. 3. 236 [147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
176, 118, 213. 85 |147. 237 76, 147 |RUSS &N ohi nuch. aka i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
58. 250. 164. 246 |147. 237. 76. 198 [Chi na e.yohalan.idf.il ET SCAN Potential SSH Scan 1
119. 254. 3. 236 |147. 237. 77. 170|Chi na nmar achot . i df .i | ET SCAN Potential SSH Scan 1
162. 216. 46. 87 [147.237.76.44 |lLnited Sates e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58. 250. 164. 246 [147. 237. 76. 196 |Chi na e svivaidf.il ET SCAN Potential SSH Scan 1
119. 254. 3. 236 [147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
162.216. 46. 87 [147.237.8.50 |lnited Sates e tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58. 250. 164. 246 [147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.195 |[147.237.77. 170 |Net her| ands nmar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
58. 250. 164. 246 [147.237. 76. 86 |Chi na navy. i df .i| ET SCAN Potential SSH Scan 1
222.186.56.42 |147.237.76.198|Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.195 [147.237.8.46 |Netherlands e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 216. 46. 87 |147.237.0.34 |lhited Sates  |tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
91. 201. 236. 114 [147. 237. 76. 199 |kr ai ne e. nakchal .idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
222.186.56.42 |[147.237.76.31 [China nakchal . i df il ET SCAN Potential SSH Scan 1
119. 254. 3. 236 |147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
77.109. 38. 223 [147.237. 72. 217 |kr ai ne eidf.il ET SCAN NMAP -sS wi ndow 1024 1
204. 151. 29. 209 [147.237.0.15 |lhited Sates kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 4096 1
119. 254. 3. 236 |147. 237. 77. 233|Chi na atal .idf.il ET SCAN Potential SSH Scan 1
61.182.170. 38 |147.237.76. 148|Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
204.151. 29. 209 |147.237.0.15 |[lLhited Sates kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
119. 254. 3. 236 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
58. 250. 164. 246 [147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
180, 112, 95. 248 |147 237 0.35  |cni na akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret r ansnm ssi on

Packet dr opped.

37. 26. 146. 134 | srael 147.237.76. 200 |eitan. aka. i df.il Ret r ansni ssi on Packet dr opped. drop 309
66.249.78. 159 |Wited Sates  |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid finvalid segnent retransmssion drop 80
Ret r ansn ssi on Packet dr opped.
217.13.197.5 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 72
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
100. 100. 78. 218 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 31
199. 33.122.202 |lhited Sates 147.237.77. 170 |maarachot . i df .il |dr op SAMrul e drop 25
100. 100. 6. 180 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
100. 100. 81. 52 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
157.55.29.75  |Wited Sates  [147. 237, 77. 216 |dover 1ot 11 |27 €AM NG Engine: TP Invalid - Jinvalid segnent retransnmission. |, o 22
Ret r ansn ssi on Packet dr opped.
100. 100. 8. 157 147.237.72. 166 |aka.idf . il drop Frst packet isn't SN drop 19
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
131.253.25.177 |wited Sates  |147. 237.77. 216 |dover.idf .1 Streaning Engine: TCP Invalid invalid segnent retransmssion drop 18
Ret r ansni ssi on Packet dr opped.
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
207.180. 171. 166|lhited S ates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
131.253.25.189 |[Whited Sates  |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 14
Ret r ansm ssi on Packet dr opped.
80. 230. 43. 239 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
109.65. 1. 131 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
185. 101. 18. 26 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
109.66.98. 211  |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence md:;tvrsacnznlt Wth different moni tor |11
46. 19. 86. 163 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 85. 147 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 11
109. 65. 6. 106 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
109. 186. 167. 63 |Israel 147, 237.72. 167 [i shuri maka i o || 2 NG Engine: T Invalid  invalid segnent retransmssion. | o 10
Ret r ansn ssi on Packet dr opped.
46. 19. 86. 59 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 9
87.68.80. 194 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
100. 100. 124. 9 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 8
173.252.89.59 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
40.77.167. 63 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
5. 255. 253. 150 g;z:;nl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
85. 65. 81. 123 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
5. 28. 157. 153 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
79.181.203. 211 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
100. 100. 107. 242 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 7
5. 102. 214. 145 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
37.26.149.150 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
95. 108. 158. 171 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
79. 182. 16. 226 | srael 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
2.54. 150. 182 | srael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect
66.249.64.190 |Wnited Sates |147.237.72. 166 |aka i df.il Streaning Engi ne: TCP Invalid  invalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
5. 255. 253, 168 | oSS an 147.237.77. 216 |dover.i of . i dr op First packet isnt SN drop 6
Federati on
85. 65. 23. 108 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
2.54,32.188 | srael 147. 237. 72. 167 |i shuri maka. i df . i Stream ng El’.lgl ne: TCP Invalid Inval i d segrent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
84.228.72.130 |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid  invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
149. 88. 233.9 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
77.125.123. 228 |Israel 147.237. 77, 243 |moti 1 e o1 |7 €@MNG Engine: TQP Invalid finvalid segnent retransmssi on drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 90 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 132
79.177.196. 237 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 94
79.177.196. 237 |Israel 147.237.0.19 |nadimatal .idf.il Too Miny of the Sane Response Cbde (404) in Session from g o\ 84
79.177.196. 237
79.183.130.89 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 69
2.54. 20. 80 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 30
46. 19. 86. 90 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 22
84.108. 238. 198 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 13
Russi an . .
176. 213. 16. 59 erati on 147.237.72.166|aka. i df . i | PHP Att enpt B ock 6
176. 213. 16. 59 R‘SIS:;”i o 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 176.213. 16. 59 B ock 5
m ny- kosher - kravi . i d , ,
213.57.211.70 | srael 147.237.0. 17 £l DOstributed I11egal Paraneter Encodi ng None 4
46. 19. 86. 97 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
m ny- kosher -kravi . i d _ .
46. 19. 85. 122 | srael 147.237.0. 17 fil Miltiple Illegal Paraneter Encoding from46.19. 85. 122 None 3
. . Ml tiple Waut horized Method for Known URL from
109. 66. 141. 26 |Israel 147.237.72. 166 |aka. i df . i | 109, 66. 141. 26 B ock 3
176.12.139.99 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 90 I srael 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (403) in Session from g o\ 3
46. 19. 86. 90
46.19. 86. 2 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock
79.179.110.69 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
] . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates  [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
84.229.72.178 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
91.143.80.201 |Ger many 147. 237.77. 216 |dover. i df . i | Distributed Uhaut hori zed LR. Access on B ock 2

wawy, i df . i | /1133- 22461- he/ dover . aspx.

' : : Dstributed Uhauthorized URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 2

m ny- kosher - kravi . id

85. 64. 76. 118 | srael 147.237.0. 17 £l Ostributed I11egal Paraneter Encodi ng None 2
79.183.32.105 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
37.142.64.136 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
46.120. 147. 171 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
; . . D stributed Lhaut horized URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 2
46.19. 85. 83 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
5.102.198.179 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
89.138. 160. 175 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13.19. 186 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 2
] . . D stributed Unaut hori zed URL Access on
107.178.194.79 |[lhited Sates  |147.237.77.216|dover.idf .i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
109. 66. 81. 61 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
66.249.78.173 |[Israel 147.237.77.216|dover.i df . il Mil tipl e Unauthori zed URL Access from 66. 249. 78. 173 B ock
] . . . Unhaut hori zed URL Access to
68.180. 229. 121 |Lhited Sates 147.237.76.200 ei tan. aka. i df . i v ei tan. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
. . Unaut hori zed URL Access to
66.249.78.95  [Israel 147.237.77. 216 (dover . i df . il 147, 237.77. 216/ 1133- 19550- he/ dover . aspx B ock 1
185.32.179.28 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
. . Unaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p._st or age/ fi | es/ 5/ 3205, pdf B ock 1
173.252.114. 116|Uhited Sates 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wwy idf.il/ar/&=eagex3itwds=1 |B ock 1
79.182. 104. 251 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx |B ock 1
77.247.30.234  |Wkraine 147. 237. 72. 166 [aka. i df . i | thaut hori zed LRL Access to Bl ock 1

wwn aka. i df . il /iturindresources/inages/ body/ i nages/ nai n. j pg
. . Unaut hori zed URL Access to
109. 66. 98. 211 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ reset . css B ock 1

Unaut hori zed URL Access to

66.249.78.173 |Israel 147.237.77. 216 |dover . i df .i | voww i df i |/t al 1/ zkor/ pri nt_bot t omasp B ock 1
37.26.146.235 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
83. 166. 234. 95 RJSf;:I”i on 147.237.77.235|sviva. i df . i | Unaut hori zed URL Access to 147.237. 77. 235/ B ock 1
66. 249. 64.233 |lIsrael 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/view ing. asp |B ock 1
46. 19. 86. 199 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
149.78.84.118 |Israel 147.237.72. 166 |aka. i df . i | vaw aka. i df . |/ nai v sachar / nar ki veysachar . aspx None 1
. . Unaut hori zed URL Access to
79.179. 184. 105 |l srael 147.237.77. 216 |dover.idf .l w1/ hi mush/ si t ef he/ hi mush. asp Bl ock 1
46.19. 85. 155 I srael 147.237.77.243|nobi l e.idf . il D stributed Suspici ous Response Code B ock 1
109. 64. 98. 124 |l srael 147.237.72.166|aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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