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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 7262
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3089
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - reset 1347
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 184
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 48
31. 44. 133. 252 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
79.182.51. 161 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
149.88.7. 175 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
31.181.238.173 Russi an Federation 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 2
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2
185. 3. 144. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1

79. 180. 63. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
37.26.147. 230 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
5.29. 118. 221 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
115. 239. 228. 8 Chi na 147.237.76. 199 e. nakchal .idf.il|JLM Under Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
58. 250. 164. 246 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
180. 153. 104. 125|147.237.0. 15 [China kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
58. 250. 164. 246 [147.237.76.38 |China eenetav.idf.il ET SCAN Potential SSH Scan 1
121.78.125. 181 |147.237.76.31 ok‘f’rea Republ i oychal i df i1 ET SCAN Potential SSH Scan 1
58. 250. 164. 246 [147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
74.117.209. 135 |[147.237.76.202|nited Sates e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
210.50.197. 154 [147.237.0.17 |Australia mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 4096 1
59. 45. 79. 117 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
210.50. 197. 154 |147.237.0.17 |Australia mny-kosher-kravi.idf.il |[ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.24 |China elifestyleidf.il ET SCAN Potential SSH Scan 1
185.32.179.50 |147.237.0.19 |[lIsrael madi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
59. 45. 79. 117 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
180. 153. 104. 125|147. 237.0. 15 |Chi na kosher-kravi .i df .i | ET SCAN NMAP -sS wi ndow 1024 1
58. 250. 164. 246 |147.237.76.39 [Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
176.12.140. 79  |147.237. 77. 233 |l srael atal.idf.il BT D5 Large amount of TCP ZeroWndow - Possible N ller2 1
DDos attack
58. 250. 164. 246 |147.237.76.31 |China nakchal .i df.il ET SCAN Potential SSH Scan 1
74.117.209.136 |(147.237.0.15 |lWited Sates kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45, 79. 117 147. 237. 77. 243 |Chi na nobi | e.idf il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 121 |Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
210.50.197. 154 [147.237.0.17 |Australia mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 147. 237. 72. 167 [Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.77.61 |lhited Sates e.cogat.idf.il ET DRCP DBshiel d B ock Listed Source 1
59. 45. 79. 117 147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 53  |147.237.0. 33 idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
180. 153. 104. 125|147. 237.0. 15 |Chi na kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
Sreaning Engine: TCP Invalid i i SSi

79.180.171.98 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g nval i d segnent retransmssi on. drop 585
Ret r ansni ssi on Packet dropped.

190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 311
Sreaning Engine: TQP Invalid i i SSi

66.249.78.1590 |Wnited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssi on. drop 96
Ret r ansm ssi on Packet dropped.

54.224.21.23 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 42

80. 246. 130. 123 |Israel 147.237.77. 234 |nal ag.idf.il  |Bad TCP sequence izge”ansm't wth different wndow| oo lap

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 32
Sreamng Engine: TCP Invalid i i ssi

80. 246. 133. 221 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g nval i d segnent retransmssi on. drop 31
Ret r ansni ssi on Packet dr opped.

37.26.149.174 |israel 147.237.76.86 |navy.idf.il [Bad TCP sequence z'a\:;e”ansmt with different wndow) onivor  [20
Sreamng Engine: TCP Invalid i i ssi

66.249.81.212 |Wited Sates |147.237.77. 216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 28
Ret r ansni ssi on Packet dr opped.

213.57.142.6 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 24
Sreaning Engine: TGP Invalid i i ssi

95.86.126.142 | srael 147.237.77. 243 |mbile.i o i1 9 =9 nval i d segnent retransmssi on. drop 22
Ret r ansmi ssi on Packet dr opped.

108.59.253. 71 |hited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 18

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18

o SYNWACK retransmt wth different .

213.57.142.6 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal 6 noni t or 18

46. 19. 86. 200 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 18
Sreaning Engine: TGP Invalid i i ssi

109. 67. 148. 193 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.

100. 100. 75. 106 147.237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 12
Sreaning Engine: TGP Invalid ' i ssi

66.249. 64.233 |United Sates |147.237.77. 216 |dover. i df i1 9 =9 Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

2.54. 165. 64 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

66.249.78.166 |Uited Sates |147.237.77. 216 |dover.idf i 9 =9 Inval i d segrent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.

198. 58. 99. 82 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 12

100. 100. 106. 218 147.237.72. 156 [amn.idf.il  |drop First packet isn't SN drop 12

198.58.103.36 |[lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 12
Sreanming Engine: TCP Invalid i i sSi

109. 66. 154. 49 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.

72.9.148. 10 Lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12

46. 19. 85. 147 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 11

85. 65. 81. 123 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10

79.179.119. 180 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10

80. 246. 136. 235 |l srael 147.237. 72. 156 |anan. i df .i | SYN Attack rej ect 10

100. 100. 7. 189 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10

68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 10

s SYNWACK retransmt wth different .

80. 246. 136. 235 |Israel 147.237.72. 156 [amn.idf.il  [Bad TCP sequence wi ndow scal 6 noni t or 8

176. 4. 33. 173 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

2.52.18.41 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

109. 66. 190. 143 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8

79.179. 180. 2 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 7

80.174.154.28 |Spain 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 7

188. 120. 148. 241 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 7

31.154. 3. 222 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

79.182.51.161 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6

85. 64. 172. 69 | srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

87. 68. 33. 209 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

77.125.130.178 |Israel 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 6

149.88.7. 175 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i SSi

109. 67.211.29 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

109. 65. 120. 171 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6

37.26.149.174  |israel 147.237.76.86 |navy.idf.il |Bad TCP sequence i’;:;e”ansm't with different window), o, 6

100. 100. 107. 242 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i sSi

132.64.24.121 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

84.108. 1. 57 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
185.32.179.50 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 151
185.32.179.50 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 136
46.120.22.112 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 120
79.180.171.98 | srael 147.237.76. 200 |ei tan. aka. i df . i | ;g?l'\gg.‘ylﬂl ;ge Same Response (pde (404) in Session from B ock 88
109. 64. 140. 68 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 55
80. 246. 133. 221 |[Israel 147.237.76.200(ei tan. aka. i df . i | [Distributed Too Many of the Sane Response Code (404) B ock 54
176.13.21. 7 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 52
46.120.22.112 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 28
46. 19. 86. 97 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 25
5.29. 145. 216 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access fromb5. 29. 145. 216 Bl ock 17
37.26.149.157 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 14
84.228.222.100 |[lIsrael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 12
46. 19. 86. 47 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
185.32.179.50 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (403) B ock 7
84.111.244.23 |Israel 147.237.72. 156 |arman. i df . i | Unaut hori zed HTTP Met hod B ock 6
84.111. 161. 225 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
74.208.16.113 |lnited Sates |147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 74. 208. 16. 113 B ock 5
79.183.130.89 |[Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
185. 32.179. 166 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.178.183.27 [Israel 147.237.0.19  |neci matal i df . i [Toroeer pe Molation o mﬁggf acerbl der 1%txt Street in Bl ock 3
212.34.11.77 Jor dan 147.237.77.216|dover. i df .i | Mil tiple Ml formed URL from212. 34.11. 77 Bl ock 3
176.12.137.88 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
192. 116. 130. 1561 srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
84.111.244.23 |lsrael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww anan. i df.il/sip_storage/files/3/ B ock 3
212.34.11. 77 Jordan 147.237.77.216|dover. i df .i | Ml tipl e Unknown HTTP Request Method from 212.34.11. 77 B ock 3
2.54. 144. 105 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
2.54. 144. 197 I srael 147.237.0.19 |[madi matal .idf.i|Distributed Suspicious Response Qode B ock 2
164. 138. 118. 124/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
204.13.200.200 [Uited Sates [147.237.77. 216 |dover. idf i1 (DS outed E;?:;gg;eﬂe%vﬁcfsspfn Bl ock 2
109. 65. 209. 142 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.137. 26 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
84.111.244.23 |[Israel 147.237.72. 156 [anan. i df . i | Ml tipl e Unauthori zed URL Access from 84.111. 244. 23 B ock 2
176.13.12.182 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
212.34.11. 77 Jordan 147.237.77. 216 |dover.idf . il Mitiple Illegal HITP Version from?212. 34. 11. 77 B ock 2
2. 54.139. 60 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
2.54.16. 248 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
46.117.63.247 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
82. 81. 38. 194 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
46.117.182.181 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
194. 187. 168. 19 |Pol and 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 2
68.180.228.175 |lLhited Sates [147.237.76.42 |[refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8853- he/ r ef uah. aspx  |B ock 1
183.79. 219. 188 |[Japan 147.237.77. 216 |dover. i df . i | Unhaut hori zed URL Access to waw i df.il/894-he B ock 1
66.36.231.143 |lnited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
157.55.39. 142 |uhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method GET for aka.idf.il/kamar/contact/default.asp B ock 1
82.166.212.22 |israel 147. 237.72. 166 |aka. i df . i | \?\Jf ;ﬂ(:%?f’ﬁﬁ?;gg;ﬁagi gfc.cielsls on B ock 1
212.34.11.77 Jor dan 147.237.77.216|dover. i df . il Lhknown HTTP Request Method er.aspx in URL wan idf.ilhttp/1.1 B ock
79.182.60.223 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i |/ adguar d- aj ax- api / api B ock 1
204.13.200.200 |Uited Sates [147.237.77.216|dover. idf.il | o e ggg:&gfﬂeﬁvﬁff‘;&” Bl ock 1
109. 65. 120. 171 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
94. 136. 40. 100 E?ir:;gom 147.237.0.19 |nadi matal .idf.i|Wauthorized UR. Access to madi matal.idf.il/test/wo-adnin/ Bl ock 1

11-21-2015-21:04:07 to 11-21-2015-22:04:07



