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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 55
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 18
5. 102. 254. 53 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 7
2.52.189. 249 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 6
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets drop 6
80. 246. 139. 59 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
5.22.131.124 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
79.183.184. 8 | srael 147.237.77. 74 lawidf.il B ock_Udp Al _Nets dr op 3
2.54. 145. 206 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
5.22.134. 109 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
79.182.11. 68 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 1
84. 228. 165. 37 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
46. 73. 219. 155 Russi an Federation 147.237. 76. 147 chinuch. aka.idf.il |JLM Under Attack Con_Tcp drop 1
85. 250. 222. 12 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
2.54.138. 140 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
80. 82. 64. 198 Net her | ands 147.237. 76. 148 ggcenter.aka. idf.il|B ock Wdp Al Nets drop 1
5.28.141. 41 | srael 147. 237. 76. 86 navy.idf.il B ock_Udp Al Nets drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

109. 160. 176. 19 I srael 147. 237.76. 42 refuah.idf.il |ClL000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

Signature

77.125.118. 204 |147.237.72.166 | srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
27.97.129.199 |147.237.77.176|India nat pash. i df . i | GPL SCAN nmap TCP 4
66.249.78.130 |147.237.76.86 |lLhited Sates |navy.idf.il ET SCAN NVAP -sA (2) 2
5.108.128. 121 |147.237.77.216|Sudi Aabia |dover.idf.il ET SCAN NVAP -sA (2) 2
85.64.126. 135  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
74.117.209. 135 [147.237.77.19 |[Wited Sates |[lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
60. 30. 73. 78 147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
178.62.126.13 |147.237.77.19 |Uited Sates [lawforumidf.il ET SCAN Potential SSH Scan 1
60.30.73.78 147. 237. 76. 197 |Chi na e himush.idf.il ET SCAN Potential SSH Scan 1
195 211158, 135|147 237 0.35 |chi na akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
43.229.53. 89 147.237. 0. 200 [Japan i df i | ET SCAN Potential SSH Scan 1
109, 65. 8. 23 147 237 77 233|151 8el atal idh il ET DOB5 Large anount of TCP ZeroVWWndow - Possible Nkiller2 1
DDos attack
43.229.53. 89 147.237.0.34 |Japan tikshuv.idf.il ET SCAN Potential SSH Scan 1
103. 63. 212. 167 |147. 237. 76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |147.237.76.199 |Lhited Sates |e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
86. 108. 103. 180 |[147.237. 77. 216 |Jordan dover.idf.il portscan: TCP D stributed Portscan 1
210.50.197. 154 [147.237.77.212|Australia e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220(147. 237. 76. 177 |Sweden ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
60. 30. 73. 78 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.0.34 |italy tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
60. 30. 73. 78 147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
123.191.137.19 |[147.237.0.17 |China m ny- kosher-kravi . i df.il ET SJAN Behavi oral Lhusual ly fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
43.229.53. 89 147.237.0.35 [Japan akavs. i df i | ET SCAN Potential SSH Scan 1
103. 63. 212. 167 |147.237.76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
31.168.67.173 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
103. 63. 212. 167 |147. 237.76. 30 hi nush. i df . il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 [147.237.76. 199 |Wnited Sates |e nakchal .idf.il ET SCAN NMVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
5.22.134. 109 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber monitor  |282
S reaning Engi ne: TCP i i ssi
79.183.30.21  |Israel 147.237.76. 200 |6 tan. aka. i of . | mng tngine: ! Invalid segnent retransmssion. Packet drop 87
Inval i d Retransnission dr opped.
205.203. 135. 1 g‘;tt:: 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 61
5.108.128.121 |Saudi Arabia |147.237.77.216 [dover.idf.il |drop First packet isn't SN drop 51
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 34
100. 100. 29. 120 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 26
i S reaning Engi ne: TCP i i ssi
66.249. 78,159 | ted 147. 237. 77. 216 |dover . i of . mng tngine: ! Invalid segnent retransmssion. Packet drop 26
Sates Inval i d Retransmission dr opped.
Sreaning Engi ne: TCP i i ssi
77.126.92.117 |israel 147.237.72. 166 |aka. i df . i mng Engine. Invalid segment retransmssion. Packet drop 24
Inval i d Retransnission dr opped.
183.79. 219. 188 [Japan 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
100. 100. 75. 106 147. 237.72. 166 |aka. i df .i | drop First packet isn't SN drop 18
93.207.77.59 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
213.57.142. 233 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 16
37.26.147.159 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 16
37.26.147.159  [israel 147.237.72.166 |aka idf.il  |Bad TOP sequence Ssc'a:::m retransmt with different wndow — ooior |16
177.32.216. 146 |Brazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
89.139.38.199 [lIsrael 147.237.77.234|halag.idf.il |Bad TCP sequence SN retransmit wth different w ndow scal e monitor |15
100. 100. 87. 120 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 14
213.57.130. 121 |Israel 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 13
100. 100. 111. 88 147.237.72. 166 |aka. i df i drop First packet isn't SN drop 12
198. 58. 102. 95 g‘;:ﬁd 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
79.183.22.151 [lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence noni tor |12
213.57.142.233 | srael 147.237.72.166 |aka idf.il  |Bad TOP sequence Ssc'a:::m retransmt with different wndow oo |12
100. 100. 120. 23 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 12
reamng Engi ne: T i i ssi
109. 66.122. 94 | srael 147.237.72. 166 |aka icr.i1 [ €AM NG Engine: TGP Invalid segment retransmssion. Packet drop 12
Inval i d Retransnission dr opped.
95.86.117. 195 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
79.179.119. 180 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
213.57.183. 67 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
2.52.16.111 I srael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
S reaning Engi ne: TCP i i ssi
79.180. 191. 173 |Israel 147. 237. 77. 216 |dover. i of . i | mng tngine. Invalid segnent retransmssion. Packet drop 9
Inval i d Retransnission dr opped.
S reani ng Engi ne: TCP i i ssi
220. 255.97. 4 S ngapor e 147.237.77. 216 |dover.idf.il . 9 9 .. Invalid segnent retransmssion. Packet drop 9
Inval i d Retransnission dr opped.
o Streaning Engine: TCP TCP segnent wth _urgent poi nter. Ugent data
77.125.118.204 |Israel 147.237.72. 166 |aka.idf .il indication was stripped. Fease refer to aert 9
U gent Data Enforcerent
sk36869.
185.120. 126. 78 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
79.180. 180. 234 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
5.108.128.121 |Saudi Arabia [147.237.77.216|dover.idf.il [Bad TCP sequence I'nval i d ACK nunber nonitor |8
173. 252. 89. 53 g‘;tt:: 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
66. 249. 93. 192 gq;tt:: 147.237.77. 216 [dover.idf.il [dr op First packet isn't SN drop 8
213.57.142. 233 [lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti neout aert 8
100. 100. 107. 242 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 8
5.102. 254. 53 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
77.125.130.178 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 7
67.186. 32. 148 g‘;s: 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 7
5.22.131.124 I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
S reaning Engi ne: TCP i i ssi
109. 67. 188. 189 |Israel 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransmission dr opped.
89.138.76.247 [Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber monitor |6
S reani ng Engi ne: TCP i i ssi
2.54.11. 56 I'srael 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. Packet dr op 6
Inval i d Retransnission dr opped.
68. 180. 228. 112 g;:: 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
89.139.176.16 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |6
i Sreamng Engi ne: TCP i i ssi
66.249. 64, 233 |ted 147.237.77. 216 |dover. i df . mng Engine: 1 Invalid segnent retransmssion. Packet drop 6
Sates Inval i d Retransmissi on dr opped.
S reaning Engi ne: TCP i i ssi
87.68.61.223  |israel 147.237. 72. 166 |aka. i df . i mng thgi e Invalid segnent retransmssion. Packet drop 6
Inval i d Retransnission dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.120.44.157 [l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 173
79.176.202.15 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 124
2. 54. 40. 197 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 113
46.120.44.157 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 107
2.54. 40. 197 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 67
79.176.202.15 [Israel 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 62
46.120.44.157 [l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (403) B ock 45
46. 19. 86. 200 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 35
41.248.119.41 |Morocco 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from41l.248. 119. 41 B ock 30
2.54.40. 197 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (403) B ock 20
46. 19. 86. 47 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
2.54.28.27 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 5
176.12. 148. 149 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
79.181.180.5 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
185. 32. 179. 166 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
185. 32.179. 210 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
46.118. 155. 216 |Ukraine 147.237.77. 216 |dover . i df .i | Ml tiple Uhauthorized URL Access from 46. 118. 155. 216 B ock 3
109. 67. 206. 240 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
185.32.179.50 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
2.54.14. 223 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
107.178.194.79 |Uhited Sates |147.237. 77. 216 |dover . i df . i | D stri buted 1T§;f;§g;§?ﬂeﬁvfrc_f:p£” Bock |2
2.54.43.58 | sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
204.13.200.200 [United Sates [147.237.77. 216 |dover. i df i bt :idtf’f‘ti‘f‘j lT;;f;ggisg?ﬂe%V’;‘fisp;” Bl ock 2
46.19. 85. 144 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
185. 120. 126. 21 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13.23. 153  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
46.19. 85. 173 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
89.138.63.175 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
Unhknown Paraneter catld in
77.126.92.117 |lsrael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ nast er/ favi |[None 1
con. gi f
208.184.112. 74 |Wnited Sates |147. 237. 77. 216 |dover. i df . | 111 1155, 2461 nel dover. s Bock |1
24.150. 138. 227 |Canada 147. 237.77. 216 |dover . i df . i | mﬂt gf().riiﬁes?pij:orpggssfsntez/z/ 4912, prg Bl ock 1
89.138.76.247 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.78.109 | srael 147.237.77. 216 [dover . i df . i | D R e oot el dover aspx Bock |1
66.249.64.51 I srael 147.237.76.42 |refuah.idf.il ﬂ?_“tzg;’_r'?éf’gz/?p_ffgsjgél‘;i | es/ 6/ 3176, o Bl ock 1
46.118. 155. 216 |Wkraine 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw idf.il/xnirpc. php Bl ock 1
124.73.1.18  |china 147.237.77. 176 |nat pash. i df . i | m“::gg;'t_z?gf e o 1ol cogat . aspx t r ackback! Bl ock 1
79.178.105.76 | srael 147.237.72. 166 |aka. i df . i | m;&:?ﬁiwﬁﬁg}ﬁa&i glciels/s on B ock 1
68.180.228.112 [lhited Sates [147.237.77.216|dover.idf .il D stributed Suspici ous Response Code B ock 1
192.99.39.235 [Canada 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Gode B ock 1
66.249.67.31  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | mghf’ﬁhiﬁ ;ﬂg“f 2?”' szioﬁtﬁ]ccess on Bl ock 1
176.228.207. 66 I srael 147.237. 72. 166 |aka. i df . i | m;i;‘ftd‘:fjiwa”:g; Zed WL fcess on Bl ock 1
84.108.71.49 |l srael 147.237.77. 234 |hal ag. i df . i | ﬂ?f‘;g?f;;é;ﬁmtg:f:h;oe 4/ bul et L gi { Bl ock 1
79.179. 192. 39 | srael 147.237.0. 17 ][n inly- kosher - kravi . i d Il'1egal Paraneter Encoding XS }TLl g2BHvh]jM:7 None 1
46.121. 213. 187 I srael 147.237.72. 166 [aka. i df . i | \;P:rwar;elsae.ri (?.aidl /cnnla)ll r:;g;)lljltjgle ylur:v M yunpr ocessguest i onnai r e. aspx None !
168. 235. 206. 229|lhited Sates |147.237. 77. 216 |dover. i df . il Uhaut hori zed URL Access to waw i df.il/shared/ clien B ock 1
109. 160. 193. 53 |Israel 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to ww i df.il/giyus Bl ock 1
77.127.14.215 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
213.57.43.151 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
31.44.138.11 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
89.139.38.199 |l srael 147.237.77.234|hal ag. i df . i | i;t ;gg“;?dzﬁffﬁggsfziaﬁlﬁfjﬁsef 1‘_’% . Bl ock 1
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