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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 3077
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 73
176. 13. 13. 36 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 55
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 31
95. 86. 110. 59 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18
77.126. 62. 165 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 12
100. 100. 121. 77 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
77.125.126. 204 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 10
192. 168. 2. 102 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
100. 100. 16. 218 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 10
192. 168. 1. 103 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
79.178. 155. 191 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
192. 168. 0. 100 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 4
79.183. 225. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 3
134.147.203. 115 Ger nany 147.237.76. 199 e.nakchal .idf.il |Bock Np All Net drop 2
223.197. 163. 197 Hong Kong 147.237.77.178 e.natpash.idf.il |Frk_Under Attack Con_Tcp drop 2
176. 228. 165. 201 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
222.186. 21. 107 Chi na 147.237.76. 30 hi nush. i df .i | JLM Under _Attack_Con_Tcp dr op 2
80. 82. 64. 198 Net her | ands 147.237. 76. 38 eeneitav.idf.illBlock Udp All Nets drop 1
46.19. 86. 188 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
176.228.176. 104 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
109. 65. 22. 75 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
217.132. 89. 183 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
109. 65. 144. 111 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1




11-21-2015-19:04:03 to 11-21-2015-20:04:03

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

187. 185. 215. 45 Mexi co 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker CGountry |Ste |Signature

77.125.118.204  [147.237.72.166 |Israel aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 12
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
94. 102. 48. 195 147.237.72.166 |Netherl ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
60. 30. 73. 78 147.237.76.147 |China chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
60. 30. 73. 78 147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
222.186.21.107 |147.237.76.38 [China e eneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
60.30.73.78 147.237.76.34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
204.13.204.139  |147.237.77.226 |lUited Sates wan chamat z. aka.idf il [ET SCAN NVAP -sS wi ndow 2048 1
50.204.188. 142  |147.237.72.156 [Wited Sates anan. idf.il ET SCAN NMAP -sS wi ndow 4096 1
46.19. 86. 188 147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
190. 181. 35. 69 147.237.77.216 |Bdlivia dover.idf.il portscan: TCP Distributed Portscan 1
119.73.228.130  [147.237.0.16 S ngapor e ny- kosher - kravi . i df . i ET SCAN NVAP -sS w ndow 2048 1
94. 102. 48. 195 147.237.72.167 |Netherl ands i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
60. 30. 73. 78 147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
222.186.21.107 |147.237.76.176 [China test.ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
60. 30. 73. 78 147.237.76.39  |China nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
204.13.204.139  |147.237.77.226 |lUited Sates wan chamat z. aka. i df il [ET SCAN NVAP -sS wi ndow 4096 1
60. 30. 73. 78 147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
204.13.204.139  [147.237.77.226 |Uited Sates waw chanat z. aka. idf.il  |ET SCAN NMAP -f -sS 1
50.204.188.142  |147.237.72.156 [lhited Sates aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220 |147.237.76.197 |Sneden e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
178.62.126. 13 147.237.8.28 Wited Sates e.nobi | e-ks. i df .il ET SCAN Potential SSH Scan 1
119.73.228.130  [147.237.0.16 S ngapor e ny- kosher - kravi . i df . i ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
66.249.78.159 |Uhited Sates  |147.237.77. 216 |dover.idf.il Stream ng Engl ne: TGP Invalid finvalid segnent retransnission drop 162
Ret ransni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
185.3.144.97  [israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jimvalid segnent retransnissi on drop 36
Ret r ansni ssi on Packet dropped.
100. 100. 29. 120 147.237.72. 166 |aka.i df .il dr op First packet isn't SN drop 32
100. 100. 87. 120 147. 237. 72. 166 |aka.i df . i | drop First packet isnt SN drop 31
100. 100.7. 70 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 30
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 27
185. 120. 126. 72 147.237.0.19 |medimatal .idf.il|dr op SAMrul e drop 27
84.228.35. 1 I st ael 147.237.77. 243 |mti e i i1 || €M Ng Engine: TP Invalid - Jinvalid segnent retransnission drop 21
Ret ransni ssi on Packet dropped.
190.181.35.69 |Bolivia 147.237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 21
100. 100. 16. 218 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
46.19.85.160 | srael 147.237.76.30 |nimshid.il  |Bad TCP sequence mdrcsvrsac'z"lt with different monitor |20
100. 100. 109. 115 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
213.57.136. 149 |[Israel 147.237.72. 167 |ishurimaka. i df .i[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 17
213.57.142. 233 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
213.57.142.233 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg ;ansmt wthdifferent | onitor |15
100. 100. 109. 20 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 14
66.249. 64.233 |Wited Sates  |147.237.77.216 |dover.idf. il Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 14
Ret ransni ssi on Packet dr opped.
100. 100. 16. 218 147.237.76.42 |refuah.idf.il drop First packet isn't SWN drop 14
100. 100. 121. 77 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
213.57.142.6  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg ;ansmt wthdifferent | onitor |12
109. 67. 209, 192 |Israel 147. 237.72. 166 |aka. i f . i | Streamng Engi ne: TCP Inval id —imvalid segnent retransnission. |y 12
Ret ransni ssi on Packet dropped.
66.249. 78.159 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
190.181.35.69 |Bdlivia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
100. 100. 89. 14 147.237.77. 170 |nmarachot . i df .il [dr op First packet isn't SN drop 12
213.57.142.6 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 12
46. 19. 85. 141 I sr ael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
46. 19. 85. 162 I srael 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence Inval i d AGK nunber noni t or 11
213.57.136. 149 |l srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 11
100. 100. 122. 48 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 10
189. 218. 61. 208 |Mexi co 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
213.57.137.33 |[Israel 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
100. 100. 100. 167 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 10
79.183.225.139 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
46. 19. 85. 141 | srael 147.237. 72. 166 |aka. i df . i dr op First packet isn't SYN drop 9
100. 100. 75. 106 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 9
46.19.85. 1 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 9
46.19.85.141  |[israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg ;ansmt wthdifferent | onitor o
93.173.52.8 [ srael 147.237.77. 233 |atal .i of .i Bad TCP sequence mdrcsvrsac'z"lt with different monitor |9
109. 65.39. 199 | srael 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid  invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
199.16. 156. 125 |lLhited Sates  |147.237.77.216 |dover.idf.il drop SAMrul e drop 9
100. 100. 127. 87 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
213.57.142.6 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 8
93.172.130. 243 | srael 147.237.0.19 |nedimatal .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 197 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
5. 255. 253. 157 g;z:;nl on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
207.46.13.123 |ited Sates  |147. 237. 7. 216 |dover. it i1 | S NG Engine: TP Invalid - linvalid segnent retransmission. |y 6
Ret ransni ssi on Packet dropped.
84.111.61. 68 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
93.173. 152. 220 |i srael 147. 237. 77. 216 |dover. i of . i1 Streaning Engine: TCP Invalid  finvalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
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Count ry Action
185. 120. 126. 72 147.237.0.19 |nadimatal .idf.il Igg '\fgg' f;stgg sane Response Qode (404) in Session from Bl ock 725
185. 120. 126. 72 147.237.0.19 |nadimatal .idf.il Igg '\fzrg loéet?g Sane Response Qode (403) in Session from Bl ock 375
79.182.1.210 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 276
207.241.226.41 |Lited Sates [147.237.0.34 |tikshuv.idf.il Mil tipl e Unhauthori zed URL Access from 207. 241. 226. 41 B ock 129
185. 120. 126. 72 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 110
79.182.1.210 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) Bl ock 107
79.182. 1. 210 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
93.172.130. 243 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 81
85.250. 75. 197 |l srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 18
207.241.226.41 |Lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/error.htm B ock 13
109. 64. 160. 136 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 5
46.19. 85. 146 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
62.0.2.193 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
84.228.35.1 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 3
46. 19. 86. 154 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 67. 8. 67 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.228.71.205 |lsrael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 3
46.19. 86. 134 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
107.178.194.79 |Uhited Sates |147.237.77. 216 |dover. i df . i | Dstri buted 1?;;‘;%'3;926%&‘:?:‘);” Bl ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhauthorized URL Access from 66.249. 78. 159 B ock 2
157.55.39.142 |lhited Sates |147.237. 76. 147 [chi nuch. aka. i df . i m::'h:)zhiﬂ g;zuf 2?”' Izleioﬁtfnccess on Bl ock 2
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df .i | D stri bt ec 1?;;};;&;;?&%&??:&” Bl ock 2
176. 13. 23. 43 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 221 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
149. 88.213. 192 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/sahar Bl ock 2
46.19. 85. 98 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.116.104. 3 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
37.26.148.225 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
95. 86. 96. 94 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.149.159 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
89. 138. 254. 230 |l srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
185. 32. 179. 206 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
77.125.118.204 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
204.13.200.200 [United Sates |147.237.77.216|dover. i df . || D stri utec 1?:;}:;;5?&%\2??;2” B ock 1
5.22.131.91 [ israel 147.237.76.42 |refuah.idf.il ﬂ{;‘_‘tzg‘;r_'f;iﬁpgfil};_i con- preconposed. png B ock 1
93.173.190. 219 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 93.173.190. 219 B ock 1
85. 250. 242. 123 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
66.249. 64,203 I srael 147.237.77. 243 |nobi | e. i df . i | :;;”lt :?r(;fsz , g:t‘eggrcye;m;es“ <t ohi 1 ddocument </ 1677 B ock 1
176.13.20.215 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
62.128.45.194 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
109. 201. 154. 227 [Netherlands 147 237. 77. 216 |dover . i df . i | D stri bt ec 1?;;};;&;;?&%&??;&” Bl ock 1
37.142.68.73 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
212.76.107.28 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock 1
89.139.176.16 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
66.249. 64. 143 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yoman/ yoman. asp  |B ock 1
85.65.111.239 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
79.183.172. 107 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df .il/giyus/ hone/ def aul t . aspx B ock 1
77.247.30.234  |Wraine 147.237.72.166 |aka. i df . i | m ;Lg“lt sfd_ iﬁhﬂ”::ﬁr;mzf:séﬁc :;Cierf:geos’; body/ i mages/ mai | pg Bl ock 1
5.29. 219. 230 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . il/mai n/ gi yus/ general . aspx |B ock 1

11-21-2015-19:04:03 to 11-21-2015-20:04:03




