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|Top Attackers | n DDoS- Def ence |

11-21-2015-18:04:00 to 11-21-2015-19:04:00

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 20197
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5188
79.179. 109. 150 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 7
79.183. 101. 138 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
77.125.81. 195 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3

87. 68. 253. 97 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 2

185. 120. 126. 74 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2

82. 166. 22, 17 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
10.0.0.8 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

146. 185. 239. 100 Russi an Federation 147.237. 76. 200 eitan.aka. idf.il |bl ock-sp-trafl drop 1
93.174.93. 151 Net her | ands 147.237.76. 44 e.refuah.idf.il |Block Udp All _Nets drop 1

147. 236. 238. 33 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
134.147. 203. 115 Cer many 147.237.76. 86 navy.idf.il Block Np All Net drop 1

85. 25. 43. 94 Cer many 147.237.76. 30 hi nush. i df.il Bl ock Udp All _Nets drop 1

146. 185. 239. 100 Russi an Federation 147.237. 72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
L ET DC5 Large anount of TCP ZeroVWndow - Possible Niller2
176.12. 141. 165 |[147.237.77. 233 |Israel aal.idf.il 12
DDos attack
77.125.118.204 |147.237.72.166 | srael aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 12
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. - ET DCS Large anount of TCP ZeroWndow - Possible Niller2
77.125. 15. 99 147.237.0.34 |Israel tikshuv.idf.il 1
DDos attack
62. 38. 250. 31 147.237. 76. 196 |G eece e.svivaidf.il ET SCAN NVAP -f -sS 1
L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
200. 121. 165. 81 |147.237.77. 227 |Feru e. hanaz. i df .i | ) 1
Potential Scan or Brute Force
93.172.191. 171 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.183.28.189 |147.237.77.216|Israel dover.idf.il portscan: TQP D stributed Portscan 1
62. 38. 250. 31 147.237. 76. 196 |G eece e.svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
58.253.96.122 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 4096 1
199. 101. 186. 178(147.237.0.35 |Lhited Sates |akaws.idf.il ET SCAN NVAP -sS w ndow 1024 1
178.62.126.13 |147.237.72.14 |Lhited Sates |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.0.35 |Netherlands  |akaws.idf.il ET SCAN NVAP -sS w ndow 1024 1
80.246.133. 15  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.180. 198. 211 |[147.237. 77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
S reanming Engi ne: TCP i i ssi
66.249. 78. 159 |Wnited Sates 147.237.77. 216 |dover. i df .i | mng ngine. 1 Invalid segment retransmssion. Packet drop 56
Inval id Retransm ssion dr opped.
Sreamng Engi ne: TCP i i ssi
84.108. 147. 42 |Israel 147.237.72. 166 |aka. i df . mng tngine- 1 Invalid segnent retransmssion. Packet drop 36
Inval i d Retransnm ssion dr opped.
41.33.231.90 |Egypt 147.237. 77. 216 |dover.idf . i | [dr op SMAMrul e drop 27
213.57.142.6 |lsrael 147.237.72.166 [aka.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 23
167.114. 234. 35 |Canada 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 23
100. 100. 87. 120 147.237.72.166 |aka.idf.il |dr op Frst packet isn't SN drop 23
2.54.23.229 I srael 147.237.72.166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 21
79.177.227.85 |lsrael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 19
176. 12. 141. 165 |l srael 147.237.77.233[atal .idf.il [Bad TCP sequence Invalid ACK nunber monitor (19
213.57.142.6  |Israel 147.237.72. 166 |aka idf.il |Bad TCP sequence SMrAaCretransmt withdifferent window ooior |18
176. 12. 141. 165 |l srael 147.237.77.233[atal .idf.il [Bad TCP sequence Invalid ACK nunber alert 17
176.13.12. 218 |l srael 147.237.77. 234 |hal ag.idf.i1|Bad TCP sequence SWretransnit wth different w ndow scal e monitor |17
100. 100. 69. 205 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 16
100. 100. 7. 70 147.237.72.166 [aka.idf.il [drop First packet isn't SN drop 16
77.125.74.198 |lsrael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 15
100. 100. 0. 25 147.237.72. 166 |aka.idf.il [drop First packet isn't SYN drop 13
132. 66. 236. 210 |l srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 12
100. 100. 69. 205 147.237.77.233|atal .idf.il [drop First packet isn't SWN drop 11
2.54.23.229 | srael 147.237.72. 166 |aka.idf.il [Bad TCP sequence SYNretransmt wth different w ndow scal e monitor |11
100. 100. 102. 76 147.237.72.166 [aka.idf.il [drop First packet isn't SN drop 11
82.166. 22. 17 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 10
Sreamng Engi ne: TCP i i ssi
79.180. 4. 3 I srael 147.237.72. 166 |aka. i df .| mng tngine- 1 Invalid segnent retransmssion. Packet drop 9
Inval i d Retransnm ssion dropped.
199. 16. 156. 125 |Lhited Sates 147.237.77. 216 |dover.idf.i1|dr op SAMrul e drop 9
79.177.43. 244 |lsrael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 9
79.183. 101. 138 |l srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 9
46.19. 85. 181 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
209.6.145.20 |lited Sates 147.237.72.166 [aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8
84.108. 111. 66 |Israel 147.237.77.233|atal .idf.il |Bad TCP sequence SN retransmt wth different w ndow scal e nonitor (8
209.6.145.20 |Uited Sates 147.237.72.166 |aka i of il [Bad TCP sequence Ssca::m retransmt wth different window 1 ovor s
213.57. 142. 233 |I srael 147.237.72. 166 |aka.idf.il |[SYN At ack SYN -> SYN-ACK -> Ti meout rej ect
79.183. 225. 139 |l srael 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SN drop
5.28.150. 19 | srael 147.237.77. 216 |dover.idf .il [Bad TCP sequence Invalid ACK nunber noni t or
Pal esti ni an
176. 67. 102. 148 [Territory, 147.237.77. 216 |dover.idf.i1|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Qccupi ed
2.52.51.58 | srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 6
82.81.163.138 |Israel 147.237.72.166 |aka idf.il |Bad TCP sequence I'nval i d ACK nunber monitor |6
213.57. 130. 121 |I srael 147.237.72.166 [aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
79.182.223.58 |lsrael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 6
37.26.148. 203 |Israel 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reamng Engine: TCP i i ssi
2.54.176.137 |Israel 147.237.77. 243 |nubi l €. of .| mng tngine- 1 Invalid segnent retransmssion. Packet drop 6
Inval id Retransnm ssion dr opped.
213.57.132.25 |[lIsrael 147.237.72. 166 |aka.idf.il |[SYN At tack SYN -> SYN-ACK -> Ti neout alert
109. 66. 162. 203 |l srael 147.237.72.166 |aka idf.il |Bad TCP sequence I'nval i d ACK nunber alert
S reani ng Engi ne: TCP TCP segnent with urgent pointer. Ugent data
77.125.118. 204 |l srael 147.237.72. 166 |aka. i df .i ' indication was stripped. P ease refer to alert 6
U gent Data Enforcenent
sk36869.
213.57.132.25 |Israel 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
5.29. 131. 218 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
89.138.76.247 |[lIsrael 147.237.72. 166 |aka idf.il |Bad TCP sequence Inval i d ACK nunber noni tor (6
109. 66. 162. 203 |l srael 147.237.72. 166 |aka.idf.il [Bad TCP sequence Invalid ACK nunber monitor |6
S reaning Engi ne: TCP i i ssi
66.249. 78. 166 |Wnited Sates 147.237.77. 216 |dover. i df .i | mng tngine. 1 Invalid segment retransmssion. Packet drop 6
Inval id Retransnm ssion dr opped.
79.179. 119. 180 |l srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 6
S reaning Engi ne: TCP TCP segnent with urgent pointer. Wgent data
77.125.118. 204 |l srael 147.237.72.166 |aka.idf .il 9 9 indication was stripped. P ease refer to drop 6
U gent Data Enforcenent
sk36869.
213.57.132.25 |Israel 147.237.72.166 |aka i of il [Bad TCP sequence Ssca::m retransmt wth different window 1 ovor |6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
66.249.78. 159 |lsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 78. 159 B ock 80
94. 159. 181. 220 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
84.108.70.105 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
66.249.78. 159 |lsrael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 24
149. 78. 250. 223 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 20
2.54.24. 251 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 14
192. 116. 149. 145|I srael 147.237.76.86 |navy.idf.il Mil tiple UWauthorized URL Access from 192. 116. 149. 145 B ock 6
85. 64. 22. 233 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 6
85. 64. 22. 233 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i1/ aj ax/ pages/ fan_status. php [Bl ock 6
79.182. 165. 165 |l srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 4
79.182.56. 6 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.117.23.190 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
185. 120. 126. 72 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
46.121.108. 146 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.176. 137 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
77.247.30.234  |Wraine 147.237.72. 166 |aka. i df . i | m“;:;ri' gfe.(? Itﬁ;uﬁcn‘;fzsgzr ces! | mages! body! | mages/ mai .| pg B ock 3
204.13.200.200 [United Sates [147.237.77. 216 |dover. i df .i | Dstri uted 1?;‘;};%;;?&%\/’2?_?;‘);” Bl ock 2
89.138.77.31 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 2
46.19. 85. 111 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.139. 60 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.180. 115. 164 |l srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
62.90.219.220 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
46.19. 85. 193 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
62.219.137.97 |israel 147.237.72. 166 |aka. i df . i | mu;grii dzf?l'mi?‘;?rzgu: pAS— aspx B ock 2
80.246.139.29 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
77.127.174.7 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to ww aka.idf.il/main/ Bl ock
40.77.167. 43 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock

66.249. 64.233 [ srael 147. 237.77. 216 |dover . i df . i | mlr ;fb_“itle/datﬁ?j'ti Zigrfsﬁevkﬁ‘ngfgssjs;” Bl ock 2
204.13.200.200 [Uhited Sates [147.237. 77. 216 |dover. i df .i | D stri utec H;;_t;g;g?ﬁeﬁfeﬁcf;pzn Bl ock 2
79.181.180. 5 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.6.37 I srael 147.237.77.243|nobi | e. i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/nekudot /i ndex B ock 2
66.249.78.173 |lsrael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 1
46.19. 85. 220 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
89.138.76.247 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
46.19.85. 72 | srael 147.237.77.216|dover. i df .i | Abnormal |y Long Request net hod B ock 1
84.108.94.196 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df . i |/ hi nush/sit e/ he/ hi nush. asp B ock 1
66.249.75.38  |Israel 147.237.76.200 |ei tan. aka. i df . i | m”;iht";rihzai‘;?:f‘_ ffffj;p L el neve. i asox B ock 1
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
157.55.39.229 |Wited Sates |147.237.76. 147 |chi nuch. aka. i df . i[Unaut hori zed URL Access to www chi nuch. aka. i df .i1/404. htm B ock 1
2.54.176. 137 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
107.178.194.79 |lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . i|/1133-22638- he/ dover . aspx. B ock 1
68.180.228. 175 |Lhited Sates [147.237.76.42 |refuah.idf.il Wnaut hori zed URL Access to 147. 237. 76. 42/ 994- 9696- he/ r ef uah. aspx |B ock 1
213.57.241.199 |lsrael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
46.19. 85. 72 I srael 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Met hod ppppppp_f dad4ab59 in URL B ock 1
87.69. 92. 136 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
66.249.64.190 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter gt; in ww aka.idf.il/nain/rabanut/general . aspx None 1
5.144.59. 11 I srael 147.237.72. 166 |aka. i df . i | D stributed Wnhauthorized URL Access on ww aka. i df .il/ufi/reaction/ B ock 1
82.81.163.138 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
79.177.224.201 |israel 147.237.72. 166 |aka. i df . i | Em;;;i;lftd?iwzﬁgg}ﬁagi Sfcclelsls on B ock 1
109. 160. 135. 236|I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1

11-21-2015-18:04:00 to 11-21-2015-19:04:00




