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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 23
46.120. 132. 219 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 13
10.0.0. 10 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cookie drop 8
109. 160. 172. 77 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 8
37.26. 149. 203 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 6
80. 246. 136. 204 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
100. 100. 90. 211 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 3
172.19. 238. 88 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 3
217. 39. 47.53 Uni ted Ki ngdom 147.237. 76. 39 nobile.neitav.idf.il |Bock Udp All Nets drop 3
146. 185. 56. 190 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
66. 240. 192. 138 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
176.12.137.209 [147.237.0.19 I srael madi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 17
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
31.6.71. 154 147.237.0. 35 Pol and akavs. i df . il ET SCAN NMAP -sS wi ndow 1024 1
176. 106. 226. 253 |147.237.77.216 |lsrael dover. i df .il portscan: TCP O stributed Portscan 1
162. 222. 185. 165 |147.237.76.202 |Lhited Sates e haagidf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 |147.237.76.177 |Wited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
162.222.185. 165 |147.237.76.34 |lhited Sates yohal an. i df .il ET SCAN Potential SSH Scan 1
88.249. 106. 23 147.237.77. 226 |Turkey ww chamat z. aka. idf . il |ET SCAN NVAP -sS wi ndow 1024 1
58. 253. 96. 122 147.237.0. 16 Chi na ny-kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 2048 1
41.33.231.90 147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 1
31.6.71.154 147. 237.77. 234 |Pol and hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
8.37.230. 44 147.237.77.216 |Anonynous Proxy [dover.idf.il portscan: TCQP Distributed Portscan 1
162. 222. 185. 165 |147.237.76.201 |Lhited Sates e.atal.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 |147.237.76. 147 |Lhited Sates chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
162. 222. 185. 165 [147.237.0. 19 Lhited Sates nadi matal .idf.il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 147.237.0. 16 Chi na ny- kosher -kravi .i df . i ET SCAN NVAP -sS w ndow 4096 1
58. 253. 96. 122 147.237.0.16 Chi na ny- kosher-kravi . i df . il ET SCAN NVAP -f -sS 1
37.26.149. 131 147.237.0. 19 I srael nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TQP Invalid i i SSi
66.249.78.159 |United Sates  |147.237.77. 216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 42
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
84.108.147.42 |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 36
Ret r ansmi ssi on Packet dr opped.
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .i| drop SAMrul e drop 32
Sreamng Engine: TP Invalid i i ssi
37.142.181. 229 |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. -y 30
Ret r ansmi ssi on Packet dr opped.
192.116. 172. 65 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
. . SWNretransnit wth different .
84.228.83.155 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 25
Sreanming Engine: TCP Invalid i i ssi
46.117. 240. 176 |Israel 147.237.0.19 |nadimatal .idf.i 9 =g Invalid segrent retransmssion. drop 23
Ret ransni ssi on Packet dropped.
100. 100. 100. 211 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
185. 4. 252. 172  |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
66.249.83.109 |[Wnited Sates |147.237.77.233atal .idf.il drop First packet isn't SN drop 19
100. 100. 90. 211 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 19
109. 200. 30. 168 |United Kingdom|147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 18
Sreaning Engine: TCP Invalid i i SSi
2.54.21.223 I'srael 147. 237. 76. 200 |ei tan. aka. i f .1 9 =g Inval i d segnent retransmssi on. drop 18
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
131. 253.25. 224 |Wited Sates  |147.237.77. 234 |hal ag.idf .11 g =g Invalid segnent retransmssion. -y 18
Ret r ansmi ssi on Packet dr opped.
37.26. 146.208 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
81.34.222.158 |Sain 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 16
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
Sreaning Engine: TQP Invalid i i SSi
81.34.222.158 |Sain 147. 237. 77. 216 |dover. i of . i | 9 =g nval i d segnent retransmssi on. drop 14
Ret ransni ssi on Packet dr opped.
46. 19. 86. 85 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 13
73.132.74.43 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
109. 67.153.12 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
79.176.178.178 |lsrael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 12
100. 100. 38. 208 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 12
r eam n ine: TCP Invali i i ssi
46.19.86.9 I'srael 147.237.0.19 |nacimatal.ir. i[> SAM NG Engine: TP Invalid finvalid segnent retransnissi on drop 12
Ret r ansmi ssi on Packet dr opped.
100. 100. 9. 211 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 11
46.19.86.9 I srael 147.237.0.19 |nadi matal .idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
94.159.177.19 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
Sreaming Engine: TCP Invalid i i ssi
8.37.230. 44 ANONymous 147 537, 77. 216 |dover. i df .i g =g vl i d segnent retransmssi on. drop 10
Proxy Ret r ansmi ssi on Packet dr opped.
79.181.191. 158 |l srael 147. 237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 10
40.77.167.31 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
37.26.146.192 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
79.179.111. 214 |Israel 147.237.0.19 |madimatal.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Russi an C e .
37.140.141.2 er ati on 147. 237. 77. 216 |dover.i df .i| drop First packet isn't SN drop 9
reaming Engine: TCP Invali i i ssi
2.54.21. 117 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
79.177.101.51 |israel 147. 237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
77.125.114.0 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
87.68. 44. 83 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
217.194.72.98  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
37.26.149.203 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
79.179.119. 180 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 8
87.234. 40. 88 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
79.181.191. 158 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different Joooiior s
w ndow scal e
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
79.178.114. 155 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 86. 9 | srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 7
82.166. 165. 185 |l srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
192. 116. 142. 138l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Russi an . . .
5. 255. 253. 158 eration 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
82.166. 165. 185 |l srael 147. 237.77. 216 |dover.idf .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TCP Invalid i i SSi
66.249.83.158 |lhited Sates  |147.237.77. 216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
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A tacker
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Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
176.12.137. 209 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 693
46.117.240.176 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 271
176. 12. 137. 209 |Israel 147.237.0.19 [madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 245
79.181.180.5 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 186
46.19.86.9 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 144
46.117.240. 176 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 122
79.181.180.5 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 110
79.179.111. 214 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 104
46.19.86.9 I srael 147.237.0.19 [madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 102
79.179.111. 214 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 67
37.26.149.131 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 63
37.26.149.131 [Israel 147.237.0.19 [madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 39
2.54.28.27 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 25
176.12. 137. 209 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 13
2.54.155. 238 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock

46.117. 240. 176 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock

8. 37. 230. 44 g”;(ry‘ymus 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 8. 37. 230. 44 B ock 3
176.13. 4. 38 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
46. 19. 86. 230 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 173 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 3
79.178.147.48 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
79.182.219.1 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
173.252.90. 245 |Uhited Sates  [147.237.72.166|aka. i df .il Untraceabl e SSL Sessions: sigal gs DS Atack None 2
46.19. 86. 99 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
107.178.194.87 |Wited Sates  |147.237.77. 216 |dover . i df . i | D stri bt ec 1?:;}:;;;;?%%\/’??:&” Bl ock 2
84.109.127. 142 |[israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 2
37.26.149.131 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 65. 39. 227 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 2
109. 160. 192. 252]I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 2
84.228.193.123 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
93.173.62.123 [ srael 147.237.0.17 ;nlrrly kosher-kravi.id |, o pred I1legal Paraneter Encoding None 2
124.73.1.18 Chi na 147.237.77. 176 Inat pash. idf.il vqu\j\tu(t:gg;tl Z iet(jjf L|F|L/ fgzcgsr?e/ts%ar ed/ user cont r ol s/ header upper / Bl ock !
107.178.194.87 |Uited Sates  [147.237.77. 216 |dover . i df . | D stri bt ec 1?;;}:;;5?&%\/2??;{)2” Bl ock 1
68.180.228. 112 [United Sates  |147. 237. 7. 216 |dover . i df . i | Parameor pe Maaion fsgf»':“mi n Bl ock 1
208.184.112.75 [Uhited Sates  [147.237.77. 216 |dover . i df . i | D stri bt ec 1?;;}:;&;;?&%\/2??;{)2” Bl ock 1
192.99.39.235 [Canada 147.237.77.216|dover . i df . i | O stributed Suspicious Response Gode B ock 1
85.64.99. 17 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
37.142.162. 161 |[Israel 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 1
77.127.89.202 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
2.54.161. 167 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
109. 67. 110. 4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
94.159.226.81 I srael 147.237.72. 166 |aka. i df . i | %ﬁ“&aﬁgeﬁﬁm'gg - Protocol violation None 1
66. 249. 64. 200 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er pop in wwy aka. i df.il/main/ hone/ None
207.46.13.123 |lnited Sates  |147.237.77.216|dover.idf .i | Unaut hori zed URL Access to v idf.il/sip storagel/files/ 2/ B ock 1
84.109. 113. 104 |l srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: pen Mde None

8.37.230. 44 gnoc;r;/ynbus 147.237.77.216|dover. i df . il Lhaut hori zed LRL Access to waw i df.il/shael, idf spokeperson B ock 1
132. 66. 236. 210 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
68.180.228.175 |lhited Sates |147.237.76.42 |refuah.idf.il Mil tipl e Lhaut hori zed URL Access from 68. 180. 228. 175 B ock 1
192. 117. 10. 226 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
85.65.111.239 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
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