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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
83. 78. 252. 13 Sntzerl and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 442

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 67
31.210.187. 146 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5

46.19. 85. 113 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 3
79.179. 206. 154 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
37.142.119. 175 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2

218. 205. 20. 41 Chi na 147.237.76.176 test.ncore.idf.i|B ock Ulp Al _Nets drop 1

37.26. 147. 216 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1

80. 82. 64. 198 Net her | ands 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

109. 160. 176. 19 I srael 147. 237.76. 42 refuah.idf.il |ClL000004: HTTP. options nethod (M crosoft) B ock 1




11-21-2015-15:04:01 to 11-21-2015-16:04:01

|Top Attackers In |D|

‘ Target Address

At acker

Signature

Gountry
176. 12. 137. 209 [147.237.0.19 |[Israel nadi matal .idf.il |[ET SCAN Possible SS. Brute Force attack or Ste Gaw 6
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
37.26.149.131 [147.237.0.19 |[Israel nadi matal.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 4
66.249. 78. 147 |147.237.76.86 |lhited Sates navy.idf.il ET SCAN NVAP -sA (2) 2
66.249. 67.67  [147.237.77.74 [lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 224 |147.237.72.166 |Lhited Sates aka.idf.il SER"\/ER-APAO-E.Apache mod_ss| non- S connection to SSL port 1
deni al of service attenpt
62. 219. 144, 239 (147. 237. 77. 216 | srael dover.idf.il portscan: TCP Distributed Portscan 1
31.6.71.154 147. 237. 77. 216 |Pol and dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 65. 165. 215 [147. 237. 76. 34 |Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
119. 73. 228. 130 |147. 237. 76. 176 |S ngapor e test.ncore.idf.il |ET SCAN NVAP -sS w ndow 2048 1
112. 196. 49. 101 [147.237.76.39 |India nobi | e.neitav.idf.i|ET SCAN NVAP -sS wi ndow 2048 1
112. 196. 49. 101 |147. 237.76.39 |India nobi | e.rei tav.idf.i|ET SCAN NVAP -f -sS 1
46.166. 190. 177 |147. 237. 77. 233 |Net her | ands atal .idf.il ET SCAN Potential SSH Scan 1
176.77.80.120 |147.237.77.216 ?éjj:ﬂm dover.idf.il ET VBB SERVER PyQurl Suspi ci ous Wser Agent | nbound 1
31.184.242.17 (147.237.77.216 gj::;”ion dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
125. 65. 165. 215 [147. 237. 76. 148 |Chi na gacenter.aka.idf.il [ET SCAN Potential SSH Scan 1
5.39.222.253 [147.237.8.14 |[Netherlands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
119. 73. 228. 130 |147. 237. 76. 176 |S ngapor e test.ncore.idf.il |ET SCAN NVAP -sS w ndow 3072 1
119. 73. 228. 130 [147. 237. 76. 176 |9 ngapor e test.ncore.idf.il [ET SCAN NVAP -f -sS 1
112. 196. 49. 101 [147.237.76.39 |India nobi | e.nei tav.idf.i [ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |[147.237.76.42 |[Netherlands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address ‘S te ‘Signature
80.187.110.15 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 60
66.249.65.224 |United Sates |147. 237, 77. 216 |dover i of i1 | €M NG Bgine: TCP Inval i d Inval i d segnent retransnission. drop 56
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 33
100. 100. 96. 251 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 26
66.249.78.150 |Uited Sares |147.237.77. 216 |dover. iar. i1 | SAM NG Engine: TCP Inval id Invalid segnent retransnission. drop 24
Ret r ansmi ssi on Packet dr opped.
213.57.141. 219 |Israel 147.237.0.34 tikshuv.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 20
2.54.35.53 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
100. 100. 104. 20 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SYN drop 12
79.176.26.194 |lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 12
104. 131. 197. 228|thited Sates |147.237.77.216 [dover.idf.il |dr op Frst packet isn't SYN drop 12
79.176.208. 180 |israel 147, 237. 76. 200 e tan. aka i of || S NG Engine: TCP Inval i d nvalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
198.58.103.92 |thited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 12
72.9.148. 10 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 12
109. 67. 38. 148 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
37. 26. 149. 249 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
100. 100. 64. 160 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 11
156. 197. 101. 28 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
66.240. 65,122 |uited Sates |147. 237, 76. 200 e tan aka i of. o | S NG BNgine: TCP Inval id Invalid segnent retransmssion. drop 10
Ret ransnm ssi on Packet dr opped.
79.176. 26. 194 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber alert 10
37.26.147.192 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
109. 64. 179. 244 |Israel 147.237. 72, 166 jaka icr. i1 | €M NG Bngine: TCP Inval i d Inval i d segnent retransnission. drop 9
Ret ransni ssi on Packet dr opped.
100. 100. 59. 229 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
37.201.171. 84 Cer many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
50.87.144.145 |Lhited States |147.237.77. 216 [dover.idf.il |dr op First packet isn't SYN drop 7
37.142.119. 175 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
79.178.48.3 I srael 147.237. 77 243 |noti 1 e i oy [ €AM NG Engine: TCP Invalid Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
212.143. 139. 237|I srael 147.237.72. 166 |aka.i df .i Strean ng Eng! ne: T Invalid Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
68.180.228.112 |Lhited States |147.237.77. 216 [dover.idf.il |drop First packet isn't SYN drop 6
66.249.64.233 |United Sares |147. 237, 77. 216 |dover.if i1 | S NG Engine: TQP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 6
173.252.89.58 [lhited Sates |147.237.77.216 [dover.idf.il |dr op First packet isn't SYN drop 6
192. 116. 172. 65 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
84.109. 235. 140 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
79.182.98.137 |israel 147.237. 72, 166 joka icr 11 || €M ng Engine: TCP Invalid nvalid segnent retransnssion. drop 6
Ret r ansni ssi on Packet dr opped.
79.179.194. 48 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
208.115.113.89 |lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrule drop 6
85.65.93.9 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
109. 67.174. 117 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
31.210.187.146 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
89.139. 38.108 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 5
40.77.167. 31 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 5
80. 246.133.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
89.139.38.108 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
79.183.119. 141 |[Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.52.176. 48 | srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
192. 116. 172. 65 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.54.61.221 | srael 147.237. 72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
65.55.215.44  [Uhited Sates |147.237.77.233|atal.icf.il  |Bad TCP sequence SN retransmt with different vndoW gy ror  |a
213.57.138. 63 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
176.12.137. 209 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 290
79.176.128. 113 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 203
79.176.128.113 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 123
176.12.137. 209 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 110
37.26.149.131 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 106
37.26.149.131 [Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 95
176.12.137. 209 |l srael 147.237.0.19 |nadimatal .idf.il Too Muny of the Sane Response Cbde (403) in Session from Bock |80
176.12.137. 209
93.172.154.32 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 59
2.54. 144. 197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
31.154.152. 6 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
87.69. 64. 182 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/ufi/reaction/ B ock 3
2.54.28.27 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
176.13.4.115 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
85. 250. 178. 141 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
84. 94. 90. 180 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
m ny- kosher - kravi . i
85. 64. 76. 118 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 2
79.183. 32. 87 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
m ny- kosher - kravi . i
46. 120. 142. 235 |lsrael 147.237.0. 17 df nlyl Dstributed |11egal Paraneter Encodi ng None 2
46.19.86. 75 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
80. 246. 130. 140 |l srael 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to waw i df.il/hi nush/site/ he/ hi nush. asp Bl ock 2
46.19.85. 111 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
217.132.32.63 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
84.111.38.120 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
2.54.48.110 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 86. 44 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
66. 249. 65. 238 [l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewingtop.asp |B ock 1
46.117.242.90 [l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
185.24.76.132 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
Ui ted Unaut hori zed URL Access to
40. 77. 167. 43 147.237.72. 166 |aka. i df . i | aka.idf.il/main/snalinm &a=u&ei =zgsut j f xrm- f opdm pkb& ed=0cauq |B ock 1
Sates . e .
f j aa&usg=af qj cnf 2apehywz9apusaqdzaz5 j kf q7g
Lhi ted . . . Unaut hori zed URL Access to
173.252.90. 246 Sates 147.237.0.34  [tikshuv.idf.il 147.237. 0. 34/ si p_st orage/ fi | es/ 4/ si ze220x0/ 1744. j pg Bl ock !
2.54.7.17 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
94.230. 86. 145  [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
66.249.93.132 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock 1
Lhited . - D stributed Lhaut hori zed URL Access on
208.184.112.75 o o 147.237.77. 216 |dover. i df . i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
65. 55. 215. 44 g;g: 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt B ock 1
46.19. 86. 53 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
176.12. 137. 209 |l srael 147.237.0.19 |[madi matal .idf.il Too Many 403: Response Code per Session B ock 1
68. 180. 228. 112 LSthlatt:sd 147.237.77. 216 |dover.idf . il Paranet er Type Mol ati on PageNumin waw i df.il/1779-he/ dover.aspx |B ock 1
109. 64. 42. 69 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.67.13  |israel 147.237.72. 166 |aka. i df . i | Wnknown Paranet er 4d9c6f40 in None 1
waw aka. i df . i |/ mai n/ kapat z/ cont act us. aspx
84.108.32.126 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
192. 116. 172. 65 |l srael 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
Lhited . . . D stributed Lhaut horized URL Access on
173.252.120. 123 g 5 o 147.237.0.34  Jtikshwv.idf. i 147.237.0. 34/ si p_storage/ i | es/ 4/ si ze220x0/ 1744. | pg Bock |1
41.143.110. 168 |Morocco 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wwidf.il/arr/ B ock 1
2.54.26. 142 | srael 147.237.72.166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
Lhited - - D stributed Lhaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77. 216 |dover. i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
. . DO stributed Unaut hori zed URL Access on
66.249.93.136  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 1
213.57. 43. 67 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
85. 250. 98. 67 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None
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