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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
37.26. 147. 240 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 23
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
87. 68. 45. 205 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
100. 100. 85. 150 147, 237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
79.178. 37. 168 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
80. 246. 136. 12 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 3
80. 246. 136. 151 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
157. 55. 39. 229 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - r eset 1
80. 246. 139. 172 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
167. 114. 156. 16 Canada 147, 237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 1
85. 64. 181. 229 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
104. 192. 0. 226 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Uip Al _Nets drop 1
199. 188. 205. 42 Lhited Sates 147. 237. 76. 200 eitan aka. idf.il Block Np Al Net drop 1
85. 65. 93. 9 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
146. 185. 239. 100 Russi an Federati on 147.237. 76. 147 chinuch. aka.idf.il |bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address|Site |Sgnature

115.236.19. 75 [China 147.237.0.19 |nadi matal .idf.il|13076: HITP. Apache Struts 2 QA Command | njection Wul nerability |B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 11

195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4

221.9.77.215 [147.237.0.17 |China m ny- kosher-kravi . i df.il ET S}AN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force

190. 124. 35. 115 [147. 237. 76. 199 |N car agua e. nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1

178.62.126. 13 |147.237.0.15 |Uhited Sates |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

113.108. 21. 16 |147.237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1

50. 204. 188. 142 |147.237.72. 14 |Uhited Sates |dover.idf.il (ol d) ET SCAN NMAP -sS w ndow 4096 1

5.39.222.253 [147.237.77.216|Netherlands  |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1

922 90.155.19 |147 237 0.35 |ni na akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

190. 124. 35. 115 |147. 237. 76. 199 |N car agua e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 3072 1

114.33.6. 2 147 237.8.28  |Tai ven o robil eks. i df | ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

113.108.21. 16 |147.237.76.34 |China yohal an.i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
66. 87.18. 127 Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 61
66.249.65.224 |United Sates |147. 237, 77, 216 |dover. iof. 1 |2 €AM NG Engine: TCP Inval i d nval i d segnent retransmssi on. drop 46
Ret r ansni ssi on Packet dr opped.
100. 100. 51. 7 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 42
89. 230. 218.42  |Pol and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 34
100. 100. 117. 96 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
119. 173. 226. 201 |Japan 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
199. 16. 156. 126 |lhited Sates |[147.237.77.216|dover.idf.il |dr op SAMrul e drop 16
100. 100. 122. 50 147.237.72. 166 |aka. i df .| dr op Frst packet isn't SN drop 15
100. 100. 68. 243 147.237.72. 166 |aka.idf.il  |drop First packet isn't SN drop 14
37.26. 146. 253  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
84.108.111.66 | srael 147.237.77.233|atal .idf.il |Bad TCP sequence fzg;e”ansm withdifferent wndow | o ivor |12
198.58.103.28 |[lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 12
107.77.70. 52 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 12
151. 80. 41. 176 Italy 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
66.249. 65.224 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
46. 19. 86. 237 | srael 147.237.77. 216 |dover.idf.il |[SYN At ack SYN -> SYN-ACK -> RST rej ect 9
109.65.21.51  |Israel 147237, 72. 166 |aka i 11 | €AM NG Engi ne: TGP Inval id nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
100. 100. 85. 150 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
66.249.93.192 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop
207. 46. 13. 3 Uited Sates |147.237. 77, 234 |ralag.ior. i1 |2 SAM NG Engine: TP Invalid nvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
207.46.13.123 |United Sates |147. 237, 77, 216 |dover. iof. 1 |2 SAM NG Engine: TCP Inval i d nval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
85. 250. 246. 31 | srael 147.237.72. 156 |anan.idf.il |Bad TCP sequence noni t or 8
183.79. 221. 34 Japan 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
46. 19. 86. 98 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 7
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 7
37. 26. 147. 217 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
85.250. 246.31  |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
109. 67. 165. 127 | srael 147.237.72. 166 |akaicr.i1 |2 " €M NG Engine: TGP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
85. 250. 246. 31 I srael 147.237.72. 166 |aka idf.il  [Bad TCP sequence Swaaere reansm wehdifferent fonitor |6
213.57.137. 33 | srael 147.237.76.31 |nakchal .idf.i|[SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
37.26.148.148 | srael 147,237, 72. 166 |akaicr.i1 |2 " €M NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
183.79.221.34 |Japan 147.237.77. 216 |dover i df i1 | o ransn? ssigon ::;ak!td dsrefgsgé. retransmssi on. drop 6
80. 246. 136. 12 | srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
79.181.125.36 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
46.117. 205. 148 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
87.68.151.42  |israel 147.237.72. 166 |akaicr.i1 |2 €M NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
107.178.194.79 |[hited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop
46. 19. 86. 212 | srael 147.237.72. 166 |aka. i df .l Bad TCP sequence Invalid ACK nunber noni t or 6
134.191. 232. 71 |Israel 147, 237. 77, 216 |dover i i1 || €AM NG Engi ne: TGP Inval i d nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 237 | srael 147.237.77.233|atal .idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 6
87. 68. 45. 205 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
100. 100. 122. 22 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
31.154.91.248 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 86. 212 | srael 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
85.250. 246.31  |lsrael 147.237.72. 156 |anan.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
31.154.91.248 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 6
46.19. 85. 33 I srael 147.237.72. 166 |aka idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site dgnature Action ‘Count
82.166. 140. 117 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 106
84.228.71.205 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 90
82. 166. 140. 117 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 59
84.228.71.205 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 25
46.19. 85. 111 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
82.166. 140. 117 |Israel 147.237.0.19 |madi matal . idf .|/ MW of the Sae Response Code (403) in Session from Bl ock 6
82.166. 140. 117
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 224 B ock 5
149.78.135.25 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for wa aka. i df .il/ B ock 4
87.69.107. 145 |Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 4
109. 160. 147. 49 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.69.107. 145 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to vwwu aman. i df.il/sip_storage/files/ 4/ B ock 3
176. 13. 20. 56 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66. 249. 65. 224  |Israel 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Gode Bl ock 3
. . . Unhaut hori zed URL Access to
87.68.241.137 |[Israel 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 3
109. 65.19. 171 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
’ . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
85. 250. 243. 169 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
68.180.228. 112 |Lited Sates 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 2
185. 3. 146. 183 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.176. 165. 172 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 130 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
176.12.137.62  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
46. 19. 85. 132 I srael 147.237.0.34 [tikshuv.idf.il |Abnormally Long Request nethod B ock 1
. ; SS. Lhtraceabl e Gonnection - Protocol violation
80. 246. 137. 117 |Israel 147.237.77. 216 |dover . i df . i | (SSL_OONN OLI ENT HELLO) None 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 87 [Wited Sates 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
68.180.228. 112 [lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/anan/ B ock 1
221.231.6.246 |China 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
66.249. 65.231 |[Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp Bl ock
188. 225. 177. 134 g‘ijcis;i':('ja” Territoryly 47, 237. 77. 176 |mat pash. i df . i | |Unaut hori zed LRL Access to v cogat . idf.i1/8 Bt ock 1
85. 65. 17. 228 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
82.166. 140. 117 |l srael 147.237.0.19 |nadimatal .idf.i|Too Many 403: Response Code per Session Bl ock 1
46.101.51.119 |Russian Federation |[147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to nakhal .idf.il/page. asp B ock 1
157.55.39. 164 |Uhited Sates 147.237.76.31 [nakchal .idf.il [Uhauthorized URL Access to wwu nakhal .idf.il/page. asp B ock 1
79.178.58. 29 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . D stributed Lhaut hori zed URL Access on
37.46.44. 14 I srael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1134- hel at al . aspx Bl ock 1
66.249.67.122 |lIsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter pop in wwy aka. i df.il/nmai n/ hone/ None
212.150. 126. 136|l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
84.228.17.156 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
66. 249. 65. 223 |l srael 147.237.77. 216 |dover.i df . i | 147, 237. 77. 216/ 1489- 12652- he/ dover . aspx B ock 1
46.19. 85. 132 I srael 147.237.0.34 [tikshuv.idf.il [il1legal HITP Version B ock 1
149.78.135.25 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 4/ B ock
80. 246. 137. 117 |l srael 147.237.77.216|dover . i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None
Unknown Par anet er
109. 65. 1. 209 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphiai n$TochenPl aceHol der $bt nAt udaBack in None 1
waw aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
66.249. 65. 238 [l srael 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut horized URL Access from 66. 249. 65. 238 B ock 1
’ . . D stributed Unhauthori zed URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
50.116.28.209 [Lhited Sates 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwidf.il/1294-he/ vww i df . il B ock 1
] . - Unhaut hori zed URL Access to
157.55.39.207 |Uited Sates 147.237.76.31 |nakchal .idf.il v nakhal i df i | / consol e/ cor e/ doc_myr/ doc. ngr . asp B ock 1
. . D stributed Lhaut hori zed URL Access on
79.180. 0. 58 I srael 147.237.77.233|atal . i df . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
41.143.110. 168 |Morocco 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
109. 201. 154. 197 |Net her| ands 147.237.77. 216 |dover. i df . i | Distributed Uhauthori zed URL Access on Bl ock 1

waw i df . i | /1133- 22461- he/ dover . aspx.
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