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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
46. 19. 85. 64 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 17
62. 219. 254, 22 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
109. 64. 20. 128 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - reset 2
70. 94. 195. 150 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ock_Udp Al _Nets drop 2
109. 64. 28. 114 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
85. 130. 227. 13 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
59. 45. 74. 90 Chi na 147.237.76. 39 nobi |l e.neitav.idf.il |B ock Udp Al Nets dr op 1
94. 41. 248. 234 Russi an Federation 147.237. 76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
1.82.191.175 Chi na 147.237.76. 39 nobi | e.neitav.idf.il [B ock Udp Al Nets dr op 1
176.228. 168. 12 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
2.54.177. 126 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
185. 3. 146. 206 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Count
117. 169. 6. 60 Chi na 147.237.77. 170 naar achot . i df . i | 8479: HTTP. Suspi ci ous HTTP Request B ock 2
185. 106. 94. 2 147.237. 72. 156 anan.idf.il 0543: HITP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 12

195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4

66.249. 67. 73 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2

74.117.209. 136 [147.237.77.19 |[Lhited Sates lawforumidf.il |ET SCAN NVAP -sS w ndow 1024 1

199. 101. 186. 178(147. 237.8.28 |Lhited Sates e.mobi | e-ks.idf.i [|[ET SCAN NVAP -sS wi ndow 1024 1

8422 155242 |147 237 0,35 |Russian akave, i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’ te ‘Signatu re Acti on ‘Count
217.117.217. 163|Czech Republic 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 233
66.249. 65.224 |United Sates 147, 237.77. 216 |dover. 111 |/ 3MNG Engine: TGP Invalid invalid segnent retransmssion. | o 78
Ret r ansni ssi on Packet dr opped.
46. 32. 205. 191 g";'cisgiigcija” Territory: 147, 237. 7. 216 [dover.icf. i1 |drop First packet isn't SN drop 68
199. 16. 156. 125 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrule drop 60
66. 87.74. 37 Lhited Sates 147.237.77. 176 |mat pash.i of .i | |dr op First packet isn't SYN drop 54
199. 16. 156. 126 |lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 42
199. 16. 156. 124 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrule drop 38
85. 27. 200. 33 Dennmar k 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
46.19. 85.91 I'srael 147.237.77.233|atdl .idf.il  [Bad TCP sequence mdﬁrsa:;me” wth different moni tor |33
46.19. 85.91 I'srael 147.237.77.234|ndl ag.icf.il  [Bad TCP sequence mdroit’rsac”;'ﬂt wth different moni tor |30
100. 100. 81. 217 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 28
100. 100. 51. 7 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 27
66. 87.74. 37 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
62. 128. 48. 130 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
100. 100. 51. 7 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 22
178. 63. 165. 187 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 19
73.136.149.83 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 17
100. 100. 54. 11 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 17
199. 16. 156. 125 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
69.175.127.10 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
213.57. 140. 167 |lsrael 147.237.72. 166 |aka. i df.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 15
31.168.201.46 | srael 147.237.72. 166 |aka a1 |7 SAM NG Engine: TCP Invalid invalid segnent retransnissi on. drop 15
Ret ransni ssi on Packet dr opped.
50. 116.28.209 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
2.54.179. 152 | srael 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
199. 16. 156. 126 |ULhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
199. 16. 156. 124 |lhited Sates 147.237.77. 216 |dover.idf.il dr op drop 9
199. 16. 156. 124 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
77.127.152. 135 |Israel 147.237.72. 166 |aka i 11 | S NG Engine: TCP Invalid Jinvalid segnent retransnssion drop 9
Ret r ansni ssi on Packet dr opped.
37.26.149. 197 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 9
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
85.65.191. 247 |Israel 147. 237.76. 200 [ei tan aka. i of | | SAM NG Engine: TCP Inval id - invalid segnent retransnissi on. drop 8
Ret ransni ssi on Packet dr opped.
198.58.96.215 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
80. 246. 133. 66 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber aert 8
80.246.133.66 |l srael 147.237.77.233atal .idf.il  |Bad TCP sequence Inval i d ACK nunber nonitor |8
207.46.13.123 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
91.12.72.5 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
64.19.78.242  |wited Sates 147.237.76. 44 |e.refuah.idf.il|Geo-1 ocati on enf or cenent Sﬁ?;lrg;;i;?n I nbound drop 7
40.77.167. 31 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
66.249.65.231 |lnited Qates 147, 237.77. 216 |dover. 111 |/ 3M NG Engine: TGP Invalid invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dr opped.
46.19. 86. 91 I'sr ael 147.237.72. 166 |aka a1 |7 €AM NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
80. 246. 136. 243 || srael 147, 237. 77, 243 |mti e i1 | S2MNG Engine: TP Invalid invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dr opped.
79.181.36.140 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
79.177.43.217  |israel 147.237.72. 166 |aka icr. i1 | SAM NG Engine: TCP Invalid finvalid segnent retransmssion. |y 6
Ret r ansni ssi on Packet dr opped.
109. 186.49.73 | srael 147.237.77. 243 |rvi e a1 [T €AM NG Engine: TCP Inval id - imvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
79.179.119. 180 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
149. 78. 254. 229 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber moni t or 6
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|Top Attackers In V\AF|

At acker

Devi ce

["","", 1448100543, "htt ps: / / wan googl e. co.il /"]

ountry Target Address |Site Sgnature Acti on ‘Count
37.26.148.228 |lsrael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 143
2.54.173.53 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 104
2.52.5.101 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 80
46. 19. 85. 87 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 59
176.13.20.1 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 58
37.26.148.228 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 50
2.54.173.53 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 47
2.52.5.101 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock
176. 12. 150. 171 |l srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock
176.13.16. 252 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock
208. 115. 113. 89 gq;tt:‘: 147.237.77.216|dover.idf . il D stributed Suspici ous Response Code B ock 3
46.19.85.111 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.229.1.218 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
185. 106. 94. 2 147.237.72. 156 [aman. i df . i | Ml tiple URL wormattacks from 185. 106. 94. 2 B ock 3
149. 88. 125. 45 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
77.126.86.99 |lIsrael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
86.67.9. 88 France 147.237.77. 216 |dover.idf . il D stributed Suspicious Response Code B ock 2

Lhi ted . . O stributed Unaut hori zed URL Access on
204.13.200. 200 |g . 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
46.117.207.54 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
149. 88. 109. 179 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
117.169.6.60 |China 147.237.77. 170 |maarachot . i df . i | |PHP Attenpt B ock 2
176. 106. 226. 17 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
2.54.153. 59 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2

Lhited . . DO stributed Unaut hori zed URL Access on
204.13.200. 200 |g -\ o 147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2

Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.83 o 147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.64.51 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed UR. Access to 147. 237. 76. 42/ 994- 9364- he/ r ef uah. aspx Bl ock 1
213.57.56.30 |Israel 147.237.77. 170 |m@ar achot . i df . i | |Wauthorized LR Access to maarachot.idf.il/pdf/files/7/110517. pdf " B ock 1

. . Unaut hori zed URL Access to
178.255.215. 87 [France 147.237.77. 216 dover . i df . i | i i df . i | / 1153- 20127- he/ kkkkkkk=bc69e9b3kkkkkkk bc69e9b3 Bock 1
157. 55. 39. 75 ;h;:: 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to v i df . il/1283-14886- en/ dover . aspx B ock 1
77.126.86.99 |[Israel 147.237.77.233|atal . i df.il Unaut hori zed LRL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
66.249.67.31 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
109. 67. 155. 33 |l srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
93.160. 60.22 |Dennark 147.237.77.216|dover.idf .l Dstributed Suspicious Response Code B ock 1
. . DO stributed Unaut hori zed URL Access on

46.19.86.131 |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
80. 246. 136. 243 [ srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock
176.13.13.13 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
149.78.70. 113 |Israel 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None
68. 180. 228. 112 léh'alt:: 147.237.77.216|dover.idf . il O stributed Lhaut horized LRL Access on waw i df.il/894-ar Bl ock 1
216. 218. 206. 68 ;h;tt:‘g 147.237.72. 167 |i shuri maka. i df . i|Uaut hori zed URL Access to 147.237.72. 167/ B ock 1

Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.83 o 147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 64. 61 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed UR. Access to 147.237. 76. 42/ 994- 8821- he/ r ef uah. aspx Bl ock 1

. . D stributed Lhaut hori zed URL Access on
46.19.85.91  |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
. . Unaut hori zed URL Access to
183.79.222.36  |Japan 147.237.77.74 |lawidf il wa | aw i df . i1/ consol ef core/ doc_ngr/doc_ngr. asp Bl ock !
. . Unknown Paranet er ct| 00%ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaPr i nt

87.68. 246. 193 |Israel 147.237.72. 166 |aka. i df . i | i n v aka i df i |/ nai v gi yus/ at udal asnacht a. aspx None 1
79.181.22.123 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1

Lhi ted . . Unaut hori zed URL Access to waw aka. i df.il/edi mifund/ AEAE"ACA~FoeALAE”
157.55.39.229 [o 147.237.72. 166 |aka. i df . i | ACa -A?AEAE ACASAEAC AYAYAEAE ACA ~A? Bl ock 1
66.249.67.54 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1275- he/ at al . aspx B ock
109. 67. 155. 33 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df .il/aj ax/ pages/ fan_stat us. php Bl ock
107. 150. 43. 203 g";tts: 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to / Bl ock 1

Gooki e Tanpering on cooki e _pk_ref.322. 9cd2: Expected

46.117.207.54 |Israel 147.237.0.19 |[nmadimatal .idf.il|["","", 1447922376, "https:// vww googl e. co.il /"], Chserved None 1
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