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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 58
5.22.131. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 10
85. 250. 38. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 9
82. 80. 78. 249 I srael 147. 237.72. 156 anan. i df.il Bl ock Udp All Nets drop 3
112.1.11.114 Chi na 147.237.76. 176 test.ncore.idf.il B ock Wp Al _Nets drop 2
117.86.179. 119 Chi na 147.237.76.176 test.ncore.idf.il B ock_UWp Al _Nets drop 2
218.18.170. 191 Chi na 147.237.76.176 test.ncore.idf.il B ock_Wp Al _Nets drop 2
89. 139. 57. 63 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
198.12. 12. 163 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 1
71.6.167. 142 Lhited Sates 147. 237.76. 31 nakchal . i df .i | Bl ock Udp All Nets drop 1
198. 20. 70. 114 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature |Devi ce Action |Count
37.142.68.120 I srael 147.237.77. 74 lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
85. 64. 154. 154 I srael 147.237.77.170 |maarachot.idf.il |ClL000004: HITP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 67. 67 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 4
222.186.42. 147 |147.237.76.38 |China eenetav.id.il ET SCAN Potential SSH Scan 1
. - ET SCAN Behavi oral Wusual |y fast inbound Tel net CGonnecti ons,
120. 198. 118. 139|147. 237. 76. 31 |Chi na nakchal .idf.il ) 1
Potential Scan or Brute Force
119. 73.228. 130 |147.237.8.24 |9 ngapore elifestyleidf.il ET SCAN NMAP -sS wi ndow 2048 1
. . ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
85.104.57.121 |147.237.8.27 |Turkey e.nadi matal .idf.il . 1
Potential Scan or Brute Force
2.54.184.15 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
222.186.42. 147 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
219. 153. 65. 239 |147.237.0.200 |China . i df . i | ET SCAN Potential SSH Scan 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
176.36. 118. 135 [147.237.76.31 |Wkrai ne nakchal . i df i | , 1
Potential Scan or Brute Force
119. 73.228. 130 |147.237.8.24 |9 ngapore elifestyleidf.il ET SCAN NVAP -sS w ndow 4096 1
119.73.228.130 [147.237.8.24 |9 ngapore elifestyleidf.il ET SCAN NVAP -f -sS 1
74.117.209.136 [147.237.0.17 |Whited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
222.186.42. 147 |147.237. 76. 148 |Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

‘Target Addr ess ‘S‘te

‘Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

2.54.22. 245 I srael 147. 237. 76. 200 ei tan. aka. i df . i S dro 324

Ret r ansni ssi on Packet dr opped. P
S SN retransmit wth different .

176. 13. 12. 50 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence vi ndow scal roni t or 133

81.218.229.198 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 29

100. 100. 81. 184 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 24

100. 100. 76. 248 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22

100. 100. 87. 240 147.237.72.166 |aka.idf .il dr op Frst packet isn't SYN drop 20

213.57.132. 153 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 17

100. 100. 92. 151 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16

37.26.148. 136 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 15

S SN retransnmit wth different
109. 66. 29. 128 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence i ndow scal e alert 15
109.66.29.128  |Israel 147.237.76.42 |refuah.idf.il |Bad TOP sequence SN retransnit with different monitor |15
w ndow scal e

5.22.131.122 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i ssi

66.249. 65. 224 |tited Sates  |147.237.77.216 |dover.idf.il 9 =g Invalid segment retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.181.194. 213 | srael 147. 237. 76. 200 |6 tan. aka. i of . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

66. 102. 9. 107 Lhited Sates 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 10

2.54.184.15 I srael 147.237.77. 176 |matpash.idf . i1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

100. 100. 76. 248 147.237.76.31 |nakchal .idf.il |dr op Frst packet isn't SYN drop 10
Sreanming Engine: TCP Invalid i i ssi

109. 65. 124. 211 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 9
Ret r ansni ssi on Packet dropped.

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9

199. 16. 156. 125 |lLhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 9

199. 16. 156. 124 |lhited Sates  [147.237.77.74 |lawidf.il drop SAMrule drop 8

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8

183.79.221.34 |Japan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

176.13.12.50  [Israel 147.237.76.42 |refuah.idf.il |Bad TOP sequence SN retransnit with different dert 8

w ndow scal e

2.54.184.15 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7

79.177.55.108 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7

91.182. 231. 138 |Bel gi um 147.237.77. 74 |lawidf.il drop First packet isn't SWN drop 7

5.29.244.42 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber aert 6
Sreaming Engine: TCP Invalid i i ssi

109. 64.38.60  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

2.54.184.15 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
Sreaming Engine: TCP Invalid i i ssi

84.228.202. 217 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.

2.54.184.15 | srael 147.237.77. 176 |matpash.idf .il |Bad TCP sequence I'nval i d sequence nunier noni t or 6

100. 100. 118. 251 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 6

2.54.184.15 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 6

2.54.184.15 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 6

199. 16. 156. 126 |Lhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 6

100. 100. 85. 105 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 6

2.54.184.15 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d sequence nunier noni t or 6

2.54.184.15 I srael 147.237.77.176 |matpash.idf.i1 |Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi

82.166.22.17  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

54.244.22.103 |Whited Sates 147.237.77. 176 |natpash.idf .il |dr op First packet isn't SN drop 6

157.55. 39. 75 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

2.54.184.15 I srael 147.237.77. 176 |matpash.idf.i1 |Bad TCP sequence Invalid ACK nunber noni t or 6

133. 130. 58. 190 |Japan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6

87.68. 149. 243 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

52. 33. 66. 29 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5

91. 105. 238. 22 R‘Sf:;”ion 147.237.72.156 lanan.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5

185.3.146. 215 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or

109. 64. 24. 234 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5

2.54.184. 15 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
31.154. 10. 107 |[lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 151
31.154.10. 107 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 134
46.19.86.230 |lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 125
2.54.153.59 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 63
46.19.86.230 |Israel 147.237.0.19 |nadimatal .idf.i| |10 MY of the Same Response Cbde (404) in Session from g 40
46. 19. 86. 230
85. 250. 112. 181 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 32
31.154.10.107 [Israel 147.237.0.19 |nadi matal .idf.il [L00 My of the Same Response Cbde (403) Tn Session from g oq o3
31.154.10. 107
2.54.28.27 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 9
94. 159. 141. 207 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 6
2.54.37.42 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
77.126.62.170 |Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
5.22.131.122 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.54.173.53 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
84.109. 189. 15 |Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
79.178. 108. 170 [l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
66. 249. 66. 107 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 107 B ock 2
62.128.48.84 |Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 62.128. 48. 84 Bl ock 2
176.13. 14. 103 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
2.54.58. 126 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
176. 12. 148. 103 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 2
46.19.86.210 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
84.108. 224. 164 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
2.54.22.245  |israel 147.237.76. 200 |ei tan. aka. i dff . i |10 MY of the Same Response Cbde (404) in Session from g 2
2.54.22.245
) . . Unaut hori zed URL Access to
207.46.13.172 |lhited Sates 147.237.77. 170 |n@arachot . idf i1 |- o |/ pdf /11 es/ 5/ 109335, pf x! xx2- x5! xcex" Bl ock 1
31.154.91.209 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
2.54.179.245 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
. - Unaut hori zed URL Access to
176.13.12.50 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ sty ef shar edi r eset . css B ock 1
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover. i df . i | D stributed Suspici ous Response Code B ock 1
) . . D stributed Lhaut hori zed URL Access on
107.178. 194. 87 |Lhited Sates 147.237.77. 216 |dover. i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
85.65.17.228 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
) . - Unhaut hori zed URL Access to
68.180.230. 29 [wited Sates 147.237.77. 176 [nat pash. i df . i | ww cogat i of i1/ ar abi o/ pages/ def aul t . aspx B ock 1
194. 187. 168. 19 |Pol and 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waww nag.idf.il/163-6843- Bl ock 1
66.249.67.13 |[Israel 147.237.72. 166 |aka. i df . i | Lhknown Paranet er pop in ww aka. idf.il/main/ hone/ None 1
157.55.39. 203 |Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/ishurim Bl ock 1
. nmobi | e.neitav.idf.i _
107.150.55.54 |lhited Sates 147.237.76. 39 | Unhaut hori zed URL Access to / B ock 1
37.26. 146. 206 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
) . . D stributed Lhaut hori zed URL Access on
208.184.112. 74 Wi ted Sates 147.237.77. 216 [dover. i df . il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
81.218. 229. 198 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Lhaut hori zed URL Access from 81.218. 229. 198 B ock 1
5.11. 44. 41 gcis;i';'ja” Territory. 1147. 237. 77. 176 |mat pash. i df . i | Unaut hori zed URL Access to w cogat . i df . il/894-ar B ock 1
] . . Unaut hori zed URL Access to
68. 180. 228. 112 [Lhited Sates 147.237.77. 216 |dover.i df . il vaw i dff i 1/ hebr ew or gani zat oy nahal B ock 1
66. 249. 66. 109 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 109 Bl ock 1
. . Unaut hori zed URL Access to
109. 66. 29. 128 |l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah. aspx Bl ock 1
46.19.86.230 |[Israel 147.237.0.19 |nadimatal .idf.il [Too Many 404: Response Code per Session B ock 1
194. 187. 168. 24 |Pol and 147.237.77.216|dover.idf . il D stributed Suspici ous Response Code Bl ock 1
. . . Unaut hori zed URL Access to
176. 12. 143. 207 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o .| 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 B ock 1
Unaut hori zed URL Access to
66.249.67.59 |[Israel 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ mai n/ gi yus/ resour ces/ fl ash/recrui t| ane/recrui tl a |B ock 1
ne. sw
) . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 [Wited Sates 147.237.77. 216 [dover. i df . il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
. . Unhaut hori zed URL Access to
62.128. 48. 84 | srael 147.237.77.216|dover.i df .i | Wi df . i | / newsi t ef hebr ew nai n. asp Bl ock 1
40.77.167.31 |lnited Sates 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx [B ock 1
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