11-21-2015-10:04:04 to 11-21-2015-11:04:04

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

8004

700+"

600"

5004"

400+

Number 300:'

a 200+"

At acks

Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

M nadi matal .idf.i

Matal.idf.il

M mobi le.idf.il

M naarachot . i df . il

[ refuah.idf.il

B rat pash. i df . i |
lawidf.il

M nakchal .idf.il

2807

140-
Number
a
At tacks 70+

© \ S > 3
SR B I 4 N R A SN
S SN P\ PN oo @
NS N o ) o . S \
A v UL G N R T R
S &> v $ N

Top Attackers

M 167. 114. 156. 16
81.218. 229. 198
I 66. 249. 65. 224
54. 237. 147. 211
Il 41.33.231.90
M 176.13. 13. 129
[ 123.103. 8. 43
M 54.224.21. 23
100. 100. 85. 105
M 109. 67. 138. 10




11-21-2015-10:04:04 to 11-21-2015-11:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 17156
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 191
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 33
176.12. 138. 74 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 22
77.127.224.224 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 18
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 13
5.28.164. 20 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 12

31. 154, 161. 145 | srael 147.237.77.216 dover.idf.il |SYN Hood unverified cookie drop 5

193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 3

134. 147. 203. 115 Ger many 147. 237.76. 34 yohal an.idf.il|Bock Np Al Net drop 2

89. 139. 168. 90 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count

213.57. 243.192 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘S’te Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 72 147.237.77. 176 |Wnited Sates |[matpash.idf.il ET SCAN NVAP -sA (2) 2
66.249.78.130 |147.237.76.86 |Wited Sates |[navy.idf.il ET SCAN NVAP -sA (2) 2
121. 40. 195. 144 [147.237.0.16 |China ny- kosher-kravi . i df i ET SCAN NVAP -sS wi ndow 1024 1
82.117.208. 243 |147.237.77.19 lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 3072 1
220. 231. 195. 122[147. 237. 77. 227 |Chi na e. hanaz.idf.il ET SCAN NVAP -f -sS 1
31.6.71.154 147. 237. 77. 205 |Pol and prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219. 153. 65. 239 [147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
219. 153. 65. 239 |147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
219.153. 65. 239 |147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
186.83. 66. 138 |147. 237, 72. 166 ol orbi a akaidh il ET SSAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

88.249.106.23 |147.237.72.217 |Turkey eidf.il ET SCAN NVAP -sS w ndow 1024 1
220.231. 195. 122147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 2048 1
31.6.71. 154 147. 237. 77. 234 |Pol and hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219. 153. 65. 239 |[147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
219. 153. 65. 239 [147.237.0.19 |[China madi matal .idf.il ET SCAN Potential SSH Scan 1
219.153.65. 239 [147.237.0.16 |thina ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
199.5.201. 246 |147.237.77.170 naar achot . i df i | ET SCAN NMAP -sS wi ndow 1024 1
188.214. 128. 12 |147.237.8.14 |Ronani a e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Invali d segnent retransnission.

66. 249. 65. 224 Lhited Sates |147.237.77.216|dover.idf.il Ret r ansni ssi on Packet dr opped. drop 50
54.237.147.211 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 41
81.218.229.198 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df i | drop SAMrule drop 32
123.103. 8. 43 Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 31
54.224.21. 23 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 21
100. 100. 85. 105 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 17
179.43.144.48 |Satzerland 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 14
62.219. 163. 111 | srael 147.237.77. 243 |robi L e. i of . i1 Streaning Engi ne: TCP Invalid finvalid segnent retransissi on. drop 12
Ret r ansm ssi on Packet dr opped.
100. 100. 57. 47 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 11
84.94.109. 25 | srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
37.239.136. 124 |iraq 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
100. 100. 89. 7 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
5.29.244. 42 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 7
109. 67.138.10 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber aert 6
109. 67.138.10 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
31.154.161. 145 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
65.55.210. 123 |Lnited Sates |147.237.77. 216 |dover i df il Streamng Engine: TCP Invalid invalid segnent retramsmission. |, ) 6
Ret r ansm ssi on Packet dr opped.
62.0.70.173 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19. 85. 74 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
79.179.25.21 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
40.77.167. 31 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 5
79.179.25.21  [israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansm't wthdifferent | onitor |5
199. 16. 156. 126 |lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 4
62.128.45.194 | srael 147. 237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid invalid segnent retramsmission. |, o) 4
Ret r ansm ssi on Packet dr opped.
149.78.47. 148 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
173.252.115.86 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 4
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
84.109.13.116 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
173.252.115.87 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 4
54.244.22.103 |lhited Sates |147.237.77.176|natpash.idf.il drop First packet isn't SYN drop 4
100. 100. 89. 7 147.237.0.15  |kosher-kravi.idf.i|dr op First packet isn't SN drop 4
176. 12. 143. 132 |l srael 147.237.77.233|ata .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
93.173.185.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
136. 243. 253. 138|Ger many 147.237.77.233|ata .idf.il dr op First packet isn't SN drop 4
100. 100. 118. 251 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 4
5. 102. 254. 40 I srael 147.237.77. 170 |maarachot.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
2.54.165.136 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid finvalid segnent retransmissi on. drop 3
Ret r ansm ssi on Packet dr opped.
5.28.178.145  |Israel 147. 237. 77. 216 |dover i df . i Streamng Engine: TCP Invalid invalid segnent retramsmission. |, o) 3
Ret r ansn ssi on Packet dr opped.
199. 16. 156. 124 |lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 3
79.176. 183. 165 |l srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid  livalid segnent retransmission. |, ) 3
Ret r ansm ssi on Packet dr opped.
212.179. 226. 181|i srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 3
46. 116. 46. 63 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
46. 19. 86. 92 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
109. 66. 102. 88 | srael 147.237. 77. 216 |dover. i df.il dr op First packet isn't SN drop 3
188. 120. 148. 239|l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
79.177.159. 135 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.13.129 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 37
81.218.229.198 |[lIsrael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 81.218. 229. 198 B ock 17
2.54.181. 169 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 6
79.182. 165. 165 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
81.218.229. 198 |lsrael 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unauthorized LRL Access from 81.218.229. 198 B ock 4
89.139.168.90 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
2.54.14. 194 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
31.154.91.149 | srael 147.237.72. 166 |aka. i df . i | Too My of the Sane Response Cbde (403) in Session from Bl ock 3
31.154.91. 149
. . Unaut hori zed URL Access to
81.218.229.198 |Israel 147.237.77. 234 hal ag. i df . i | v | ogi stics. atal .idf.il/tenplates/shared/ usercontrol s/ header upper/ Bl ock 2
] . . Distributed Lhaut hori zed URL Access on
208.184.112.75 |Wited Sates |147.237.77.216|dover.idf.i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
2.54.48. 44 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
185. 120. 126. 1 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
213.57.243.192 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
46.121.198. 204 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
2.54.154. 23 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
27.34.110. 71 Nepal 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
www. chanmat z. aka. i d _ o .
66. 249. 78. 38 | srael 147.237.77. 226 £l Uhaut hori zed URL Access to waw chanat z. aka. i df.il/nobil e/ B ock 1
] . . Distributed Uhaut hori zed URL Access on
107.178.194. 87 |UWited Sates |147.237.77. 216 |dover.idf.i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.65.231 |Israel 147.237.77. 216 |dover.i df . i | Unhaut hori zed URL Access to waw i df. i | /1398294938000 B ock 1
37.26.148.149 |lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
] . . Unaut hori zed URL Access to ww maarachot . idf.il/pdf/fil es/ A—&E™
207.46.13.45  |lhited Sates [147.237.77. 170 |n@ar achot . i df . i | A2, 0 A_AA—2 CA_AECA—A A_Aa€¢A_Ad Bl ock 1
66.249. 67.122 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter gt; in ww aka.idf.il/main/rabanut/general .aspx |None 1
141.212.122. 160|UWited Sates |147.237.77.233|atal . i df .i | Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. . URL is Above Root Directory
62.102.148.67 | Sweden 147.237.77. 216 dover . i df . 7 wwy i o i1/ ../ shared/cl i entscri pts/j query/j query-1.4.2.nin.js Hock !
107.150.55. 54  |Wited Sates |147. 237. 77. 216 |dover. i df . i | Distributed Wauthorized UR. Access on / Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
84.110.210.29 |[Israel 147.237.72. 166 [aka. i df . i | vow aka. i df i |/ nai nv sachar / decl ar at | onof enpl oyrent . aspx None 1
31.154.91. 149 |Israel 147.237.72. 166 |aka. i df . i | Too Many 403: Response Code per Session B ock 1
] . . Distributed Lhaut hori zed URL Access on
208.184.112. 75 |Wnited Sates |147.237.77.216|dover.i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . . Unhaut hori zed URL Access to
180. 76. 15. 27 Chi na 147.237.76.42 |refuah.idf.il vy ref ua atal i df i1/ shar ed/ user cont rol s/ header upper / B ock 1
. . Distributed Lhaut hori zed URL Access on
77.40.129. 123  |Nor way 147.237.77. 216 |dover.i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
109. 65. 136. 220 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
. . Unaut hori zed URL Access to
66.249. 65. 237  |Israel 147.237.77. 216 |dover . i df . il 147.237.77. 216/ 1133- 19815- he/ i df gdover . aspx Bl ock 1
40.77.167.102 |hited Sates [147.237.72.166|aka. i df.il Uhaut hori zed URL Access to wan aka.idf.il/qiyus/general /default.a [B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 1
5.22.131.91 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ favi con. i co B ock 1
208.115.113.89 [lhited Sates |147.237.77.216|dover.idf.i | O stributed Suspicious Response Code B ock 1
81.218. 229. 198 [Israel 147.237.0.34  |ti kshuv.idf.il thaut hori zed LR Access to Bl ock 1
ww ti kshuv. i df.il/tenpl at es/ shared/ user cont r ol s/ navnenu/
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Lhknown Paraneter pop in wwy aka. i df.il/mai n/ hone/ None
149. 78. 94. 32 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None
107.178.194. 79 |lnited Sates |147. 237. 77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df . il/1133-22638- he/ dover . aspx. |B ock
- . Unaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p._st or age/ i | es/ 9/ 3199, pcf B ock 1
84.228. 24. 89 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
213.57.243.192 |[Israel 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 213.57. 243. 192 B ock 1
. . Distributed Lhaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 (dover. i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
109.67.138.10 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/https:/wawaka.idf.il/ |8 ock 1
66. 249. 66. 107 |l srael 147.237.72. 166 |aka. i df . i | g;axuwfi' Z;d URL Access to aka.idf.il/sip_storage/files/7/x0&x g 1
46.19. 85. 74 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 1
107. 150. 43. 202 |lhited Sates [147.237.77.235|sviva.idf.i | O stributed Whaut horized URL Access on / B ock 1
5.29.244. 42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
208.115.113. 89 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/english/news/ mai n/stm Bl ock 1
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