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Top Attackers

M dover.idf.il

M eitan aka.idf.il

M aka. idf.il

M nadi matal .idf.i

M rat pash. i df . i

W atal .idf.il

[ refuah.idf.il

HWiawidf.il
aman.idf.il

M navy.idf.il

M 46. 116. 9. 157
46.120. 216. 19
I 141.0.9.197
41.33.231.90
Il 66. 249. 65. 224
M 46.19. 85. 22
[ 157.55. 39. 132
M 77.66. 20. 217
68. 180. 228. 112
M 176.13.14.12
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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

Signature

Address Country Address

66. 249. 67. 67 Wited Sates 147.237.77. 74 lawidf.il Z;]; handshake violation, first packet mot g 3311
66. 249. 67. 122 Lhited Sates 147. 237.72. 166 aka.idf.il S; handshake viol ation, first packet mot |, 3241
82.166.22.1 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 92
176.13. 14. 12 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 73
2.54.129. 222 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 72
115. 239. 228. 8 Chi na 147.237.0. 17 Im”y' kosher-kravi - 1df. 1 1c\ \nder Attack_Con Htp drop 2
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 2

66. 240. 192. 138 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il Bl ock_Ulp Al _Nets drop 1
115. 239. 228. 8 Chi na 147.237.0. 17 Im"y' kosher-kravi. idf.i | o ie con Linit Hitp drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock Udp All _Nets drop 1
37.26.149.173 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
46.19.86. 4 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
201. 163. 164. 149|147. 237. 72. 14 |Mexi co dover.idf.il (o d|ET SCAN Potential SSH Scan 1
188. 214. 128. 12 |147. 237. 76. 176 |Ronani a test.ncore.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
98.119.105. 221 |147.237.72.217 |Whited Sates |e.idf.il ET SCAN NVAP -sS w ndow 4096 1

ET SCAN Behavi oral Unusual |y fast Terminal Server Traffic, Potential

58.213.166. 105 [147.237.0.34 |China tikshuv. i df.il . 1
Scan or Infection

201. 163. 164. 149(147. 237. 72. 217 [Mexi co eidf.il ET SCAN Potential SSH Scan 1

201. 163. 164. 149(147. 237. 72. 156 [Mexi co aman. i df.il ET SCAN Potential SSH Scan 1

151.11. 201. 3 147.237.77.170|Italy naarachot. i df.il [ET SCAN NVAP -sS wi ndow 1024 1

98.119. 105. 221 |[147.237.72.217|Wited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 1024 1

201. 163. 164. 149(147. 237. 72. 167 [Mexi co ishurimaka. idf.i|ET SCAN Potential SSH Scan 1




11-21-2015-09:04:00 to 11-21-2015-10:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
141.0.9. 197 Lhited Sates |[147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 43
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
Sreaning Engine: TAP Invalid i i ssi
66.249. 65. 224 |lited Sates |147.237.77.216|dover.idf.il 9 =9 Invalid segent retransmssion. drop 24
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.116.9.157  |israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =9 Inval i d segnent retransmssi on. drop 18
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i ssi
157.55.39.132 |Wited Sates |147.237.77.216 |dover.idf.il 9 =9 Invalid segent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
46.19. 85. 22 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 11
46. 19. 85. 22 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 11
68.180.228. 112 |lLhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 10
Lhited S -
31.186. 228. 60 Ki ngdom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9
66. 102. 9. 81 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 9
31.186. 228. 59 U_1| ted 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
Ki ngdom
79.177.159. 135 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
31. 186. 228. 96 z";ggom 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 8
Lhi ted s .
31.186. 228. 93 Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
31. 186. 228. 30 z";ggom 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 8
100. 100. 113. 241 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
79.180. 20. 37 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
66.249.93.200 |lnited Sates |147.237.77. 216 |dover.idf il 9 =9 Inval i d segnent retransmssion. drop 8
Ret ransmi ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
100. 100. 85. 105 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 7
54.237.147.211 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 7
82.166.22.1 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7
89.187.221.14 |Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
199.30.25.185 |Wnited Sates |147.237.77.216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
64.233.172.155 |lhited Sates |147.237.77.216 |dover.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
176.13. 22. 17 I srael 147.237.77.233atal .idf.il  |Bad TCP sequence Inval id ACK nunber noni t or 6
reaming BEngine: TCP Invali i i ssi
77.125.139. 161 |Israel 147 237.77. 216 |dover a1 | SAM NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Lhi ted o .
31.186.228.57 | ngdom 147.237.77. 216 [dover.idf.il |drop First packet isn't SWN drop 6
reaming BEngine: TCP Invali i i ssi
79.177.149. 127 |Israel 147.237.72. 166 |akaicr.i1 | AMNg Engine: TP Invalid Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
64.233.172. 171 |United Sates |147.237.77. 216 |dover.idf i1 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
131.253.25.192 [Whited Sates |147.237.77.216 |dover.idf. il g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
i Sreanming Engine: TCP Invalid i i ssi
31.186.228.57 |Wted 147.237.77. 216 |dover. i of . 9 =9 nval i d segnent retransmssi on. drop 6
Ki ngdom Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
66.249.93.192 |Wnited Sates |147.237.77.216 |dover.idf. il g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
176.13.14.12  [israel 147.237.76.42 |refuahidf.il |Bad TOP sequence S retransmt with different wndowl o vor |6
Lhited S -
31.186. 228. 31 Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
89.187.221.11 |Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 6
37.142.119. 175 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
176.13.22. 17 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 92 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber aert 5
87.69. 246. 18 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 92 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
. . SYNHAK retransmit with different .
89.138.212.122 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence vi ndow scal 6 noni t or 5
157.55.39.132 [thited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 5
81.218.229.198 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
2.54.16.195 | srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
109. 65.108.85 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
37.247. 36. 80 Net her | ands 147.237.0.200 |ndu.idf.il Geo- 1 ocati on enf or cenment Geo- | ocati on i nbound enforcenent |drop 4
31. 186. 228. 32 LKTI;;gom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SIN drop 4
31.186. 228. 29 Wi ted 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4

Ki ngdom
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46.116.9.157  |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Code (404) in Session from Bl ock 230
46.116. 9. 157
46.120.216.19 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 41
208, 115.113. 88 |United Sates [147. 237.76.86 [navy. i df .i | thaut hori zed LR. /ccess to Bock |7
navy. i df.il/giyus/foruniasp/ showf or um asp
176.13.13. 207 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
77.66. 20. 217 Denrmar k 147.237.77. 216 |dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . il/1397-en/ dover. aspx |B ock
77.66. 20. 217 Denmar k 147.237.77.216|dover. i df . il Paraneter Type Mol ati on PageNumin wa i df.il/1393-en/ dover.aspx |B ock
46.120.216.19 i srael 147.237.0.19 |nadimatal .idf.il Too Mny of the Sane Response Code (404) in Session from Bl ock 4
46.120. 216. 19
176.12.137.65 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
68.180.228.112 [Wnited Sates|147.237.77. 216|dover.idf .il D stributed Suspicious Response Code Bl ock
- . Unhaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | Wi cogat i o i /i p storagelfi| es/ O/ si 2e220x0/ 3410.  pg. St Bl ock 3
77.126.62.170 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 3
m ny- kosher - kravi . i
46. 19. 85. 56 | srael 147.237.0. 17 of rriyl Dstributed I11egal Paraneter Encodi ng None 2
66. 249. 65. 224 |l srael 147.237.77.216|dover . i df . il D stributed Suspicious Response Code B ock 2
77.66. 20. 217 Denmar k 147.237.77.216|dover. i df . il Paraneter Type Mol ation PageNumin v idf.il/1398-en/ dover.aspx |B ock 2
81.218.229.198 [Israel 147.237.77.216|dover.idf .l Ml ti pl e Uhaut horized LRL Access from 81.218. 229, 198 B ock 2
46. 19. 85. 160 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates|147. 237.77. 216 [dover.i df . il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 2
2.54.137.62 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 65. 224 B ock 2
77.66. 20. 217 Denmar k 147.237.77.216|dover.idf . il Paraneter Type Mol ati on PageNumin wwyidf.il/1399-en/ dover.aspx |B ock 2
2.54.183.5 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 247. 58 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df .il/giyus/|ogin/ Bl ock 2
109. 67. 213. 1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
. . Unhaut hori zed URL Access to
79.179.197. 125 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ i yus/ nai n/ hore/ def aul t . aspx B ock 1
208.115.113.89 |lhited Sates [147.237.77. 216 |dover. i df .i | D stributed Suspici ous Response Code B ock 1
71.17.140.224 |Canada 147.237.72. 156 |aman. i df . i | Enail collector robots 14 B ock
] . . D stributed Unhauthori zed URL Access on
107.178.194.83 |Lnited Sates |147.237.77. 216 [dover . i df . i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
213.139.53.6  |Jordan 147.237.77. 176 [nat pash. i df . i | Mil tiple Mil formed URL from213.139.53.6 B ock 1
84.108.173.106 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
5.28.191. 71 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
185.32.179.48 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66. 249. 66. 107 |l srael 147.237.72. 166 |aka. i df . i | SZTEJ‘SL' ded UL fccess to aka idr.il/sip storagel fil es/ 708 g ooy 1
141.212.122. 160|tnited Sates |147.237.0.34 [ti kshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ B ock 1
- . Unhaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p. st or age/ fi | es/ 8/ 3208, pf B ock 1
89.187.221.13 |Lebanon 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wan idf.il/894-ar Bl ock 1
176. 13. 2. 220 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
71.17.140.224 [Canada 147.237.72. 156 [aman. i df . i | eMi | Hoarding B ock 1
] . . D stributed Unhauthori zed URL Access on
107.178.194. 87 |[lhited Sates [147.237.77. 216 |dover. i df. il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. . - Unknown Par anmet er SearchText in
46.116. 9. 157 I srael 147.237.76.200|ei tan. aka. i df . i | Wi ei tan. aka. i o . i 1/ 938- hel i tan. aspx None 1
213.139.53. 6 Jor dan 147.237.77. 176 |nat pash. i df . i | Ml tiple Unknown HTTP Request Method from 213.139.53. 6 B ock 1
Unknown Par anet er
84.228.21.102 [israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
waw aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
5. 29.191. 191 | srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i1/ nai n/ sachar/ decl ar at i onof enpl oynent . aspx None !
] . . D stributed Unhauthori zed URL Access on
204.13.200. 200 |thited Sates|147.237.77.216|dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. B ock 1
141.212.122. 160|thited Sates [147. 237. 77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
93. 160. 60. 22 Dennar k 147.237.77.216|dover . i df . il D stributed Suspicious Response Code B ock 1
- . Uhaut hori zed URL Access to
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p._st or age/ fi | es/ 7/ 3197. pef B ock 1
. . Unhaut hori zed URL Access to
81.218.229.198 |l srael 147.237.77. 216 |dover . i df .i | v i dff i 1/t enpl at es/ shar ed/ user cont r ol s/ navienu/ B ock 1
46. 19. 85. 190 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
213.139.53.6 Jordan 147.237.77. 176 |nat pash. i df . i | Aonornal |y Long Request request version B ock 1
77.66. 20. 217 Dennar k 147.237.77.216|dover . i df . il Distributed Suspicious Response Code B ock 1
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