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Top Attackers

M dover.idf.il

M nadi matal .idf.i

W aka.idf.il

MW aman.idf.il

Wiawidf.il

M natpash. i df. i

[ refuah.idf.il

M nakchal .idf.il
sviva.idf.il

MW atal .idf.il

M 167. 114. 156. 16
2. 54. 155. 238
I 66. 249. 65. 224
41.33.231.90
l 104. 236.51. 111
W 87.117. 189. 195
¥ 100. 100. 14. 135
Il 100. 100. 92. 213
79. 183. 100. 126
Il 80. 179. 96. 90
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 16389
46.121.14. 14 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6

80. 179. 96. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
2.54.52, 204 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 2

166. 78. 205. 55 Lhited Sates 147. 237. 76. 197 e himishidf.il [Bock Np Al Net drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 86 navy.idf.il ock_ Udp Al _Nets drop 1

71. 6. 165. 200 Lhited Sates 147.237.76. 34 yohal an. i df .i | Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
98.119. 105. 221 |147. 237.77. 216 |Lhited Sates |dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
74.117. 209. 136 [147.237. 77. 235 |Wnited Sates |[sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.39.222.253 |147.237.76. 176 [Net her| ands test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
210. 50. 197. 154 (147. 237. 77. 178 |Austral i a emtpash.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
188. 214. 128. 12 [147. 237. 76. 38 |Ronani a eemeitav.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
98.119. 105. 221 |147. 237. 77. 216 |Lhited Sates [dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
7 213, 224. 213 |147 237 0.15  |cni na kosher_kravi.idf.“Er SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
210. 50. 197. 154 |147. 237. 77. 178 |Austral i a ematpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
188. 214. 128. 12 |147. 237. 76. 148 |Romani a gacenter. aka idf.i[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Devi ce

Target Address ‘ Ste

‘Signature

Action

‘Count

Sreaning Engine: TCP Invalid i i ssi

66.249. 65.224 |nited Sates 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. | 122
Ret ransm ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 32
Sreaning Engine: TCP Invalid i i ssi

104. 236. 51. 111 147.237.77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. |, 14
Ret ransni ssi on Packet dr opped.

100. 100. 14. 135 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

100. 100. 92. 213 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 12

79.183.100. 126 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
Sreamng Engine: TP Invalid i i ssi

220.255.98.33 |3 ngapore 147. 237. 77. 216 |dover i df . i 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dr opped.

46. 19. 85. 243 I srael 147.237.72. 156 |aman.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7

80. 179. 96. 90 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

95. 108. 158. 152 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6

100. 100. 122. 152 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6

5.255.253. 150 |Russi an Federation 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

95.108. 158. 171 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi

87.68.46.100 | srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

66.249.65.238 |United Sates 147. 237. 77. 216 |dover i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.

149. 88.127.27 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

100. 100. 119. 103 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi

66.249.67. 122 |Wnited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

157.55.39.132 |Uited Sates 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dr opped.

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

84.111.110. 211 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

199. 16. 156. 126 |Uited Sates 147.237.77. 216 |dover.idf.il |drop SAMrule drop 4

37.140.141.2 Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

5.255.253. 158 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

5.255.253. 168 |Russi an Federation 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4

208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

64.246. 165. 150 [United Sates 147.237.77.74 |lawidf.il  [Header Rejection ?:Zﬂitrej ection pattern found in 1 onivor |3

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3

199. 16. 156. 125 |lhited Sates 147.237.77. 216 [dover.idf.il |drop SAMrule drop
Sreaning Engine: TCP Invalid i i ssi

79.178.58.204 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

84.228.58.7 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.

5. 34. 1665. 218 glcisgi':('ja” Territory. 1947, 237. 77. 176 |nat pash.i o .i1|dr op First packet isn't SWN drop 3
Sreaming Engine: TCP Invalid i i ssi

108.61.68. 156 |Lnited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.

157.55.39.132 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2

s SWNretransnmit wth different :

109. 66. 48. 136 |l srael 147.237.76.31 |nakchal .idf.il|Bad TCP sequence wi ndow scal e noni t or 2

208.115.111. 73 |wnited Sates 147.237.72. 166 |aka. i df . i | drop SAMrule drop 2

84.109.114.90 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2

5.255.253.170 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

141.8.142.11 Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
Sreamng Engine: TCP Invalid ' i ssi

203. 127. 96. 244 |S ngapore 147.237. 77. 216 |dover.idf.il g .g Inval i d segnent retransmssi on. drop 2
Ret ransm ssi on Packet dr opped.

46. 19. 86. 172 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

37.142.201. 228 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 2

82.166.103.62 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2

5.255. 253. 157  |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

52.16.5.197  |lhited Qates 147.237.77. 216 |dover.idf.i1 |Bad TCP sequence SWretransmt wth different monitor 2

w ndow scal e

207.46.13.123 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

37.142.201. 228 [Israel 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 2

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2

77.126.151. 65 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

‘ Attacker Qountry

‘Target Address |Site

Sgnature

Devi ce

‘Count

Action

2.54.155.238 |Israel 147.237.0.19 |madimatal .idf.il Too Mny of the Sane Response Qode (404) in Session B ock 105
from 2. 54, 155. 238
2.54.155.238 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 59
87.117.189. 195 |Russi an Federation 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock
87.117.189. 195 |Russi an Federation 147.237.72. 166 [aka. i df . i | Ml ti pl e Lhaut hori zed URL Access from 87.117.189. 195 B ock
185. 120. 126. 4 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 185. 120. 126. 4 B ock
: . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |Uited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
. . Unaut hori zed URL Access to
79.177.50.183 |israel 147.237.77.74 [lawidf.il vow | aw i f i | /i mages/ 1. hel i nf ocent er t en B ock 2
185. 120. 126. 4 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df .il/mai n/ sahar B ock 2
2.52.133.141 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.178. 230. 224 |I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Qode Character in URL B ock 2
176. 12. 141. 236 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
: . . D stributed Uhaut hori zed URL Access on
204. 13. 200. 200 |Lhited Sates 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
79.182. 198. 220 |I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
) . . D stributed Unhaut hori zed URL Access on
107.178.194. 79 |Lhited Sates 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
66. 249. 67. 243 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 67. 243 B ock 2
37.8.25.89 Eglcis;i':cljan Territory. {147, 237. 77. 176 |t pash.idf.il Whaut hori zed URL Access to www cogat . idf.il/894-en B ock 1
104. 243. 24. 177 147.237.72. 166 |aka. i df . i | Enail collector robots 14 B ock
66.249. 67. 122 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wwwu aka.idf.il/portal m B ock
171.96.176. 48 |Thai | and 147.237.77.216|dover. i df .i | eMii | Hoardi ng B ock 1
) . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |Lhited S ates 147.237.77.216|dover. i df .i | Wi i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66.249.64.51 |[Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p._st or age/ i | es/ 5/ 3195, pdf B ock 1
2.54.155.238 |[lIsrael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
) . . Unaut hori zed URL Access to
68.180. 228. 112 [Lhited Sates 147.237.77. 216 |dover . i df . i | vww i cf i 1/ engl i s/ hi story/ born B ock 1
122. 56. 234. 196 |New Zeal and 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 65. 238 |l srael 147.237.77.216|dover.idf .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 238 B ock 1
37.142. 238. 101 I srael 147.237.72. 166 |aka. i df . i | tnknown Par anet er __VI EABTATEENCRYPTED i n None 1
wwy aka. i df . i |/ mai n/ sachar/request . aspx
104. 243. 24. 177 147.237.72. 166 |aka. i df . i | eMii | Hoar di ng B ock 1
66.249. 67. 196 |l srael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 1
109.65.7.139  |israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in LR /nainkapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
. . Unaut hori zed URL Access to
66.249.64.56 |[lIsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p, storagel 11 es/ 1/ 3181, pdf B ock 1
87.117. 189. 195 |Russian Federation  |147.237.72. 166 |aka. i df . i | Wnaut hori zed URL Access to B ock 1
w aka. i df . i |/ mai n/ gi yus/i ndex. php
. . D stributed Unaut hori zed LRL Access on
77.40.129. 123 |Nor way 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
157.55.39. 136 |Lhited Sates 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to 147.237.77.176/ robots. t xt B ock 1
. . Uhknown Paraneter hc_l ocation in
66.249.67.6 | srael 147.237.72. 166 |aka. i df . i | vaww aka. i df . i |/ rai v/ har edi i gener al . aspx None 1
: . . Uhaut hori zed URL Access to
38.111.147.88 |lhited Sates 147.237.77. 216 [dover. i df . il v i df . i 1/ 1133- 20187- he/ dover . aspx) Bl ock 1
107. 150. 55.53 |Lhited Sates 147.237.76.200(ei tan. aka. i df . i | Unaut hori zed URL Access to / B ock 1
m ny- kosher -kravi .id i i
2.54.26.173  |Israel 147.237.0.17 my llegal Paraneter Bncoding rnd in . None 1
foil m ny- kosher - kravi . i df . i1/aj ax/ creat ecapt chai nage. aspx
. . Uhaut hori zed URL Access to
66. 249. 67. 204 |Israel 147.237.77.74 [lawidf.il 147.237. 7. 74/ si p_storagel f11 es/ 4/ 394, pf B ock 1
176.13. 13. 108 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Mitiple Ill1egal Byte de Character in URL from
109. 65.7.139  |Israel 147.237.72. 166 [aka. i df . i | 109. 65. 7. 139 B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 118 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p._st or age/ i | es/ 0/ 3180, pef B ock 1
95. 108. 158. 171 |Russi an Federati on 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 1
5. 255, 253. 150 |Russi an Federation 147.237.77. 216 |dover.i df . i | D stributed Suspici ous Response Code B ock
207.46.13.122 |lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ B ock
77.66.20.217 |Denmark 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation PageNumin B ock 1
wan i df . i |/ 1399- en/ dover . aspx
. . Unaut hori zed URL Access to
66.249.67.59 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
) . . Uhknown Paraneter docid in
157.55.39. 240 |[Lhited Sates 147.237.72. 166 [aka. i df . i | aka. i i |/ chaat 2/ kur s/ def aul t. asp None 1
46.19.85.225 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Uhaut hori zed URL Access to
84.108.111. 66 |Israel 147.237.77.233(atal .idf .il 147, 237.77. 233/ 1501- he/ at al . aspx Bl ock 1
m ny- kosher-kravi .id , .
2.54.26.173 | srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from2.54.26.173 None 1
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