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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al _Nets drop 3
37.21.180. 127 Russi an Federation 147.237.76. 198 e.yohal an.idf.il Bl ock_Udp All _Nets dr op 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
71.6.135. 131 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np All _Net drop 1
166. 78. 205. 55 Lhited Sates 147.237.76. 176 test.ncore.idf.il |[Bock Np Al Net drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos

149. 78. 151. 221 |147. 237.76. 31 |l srael nakchal .idf.il 3
attack

169. 54. 233. 118 |147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1

169. 54. 233. 118 [147.237.0. 16  [Netherl ands ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1

, L ET SCAN Behavi oral Unusual |y fast Terminal Server Traffic,

80.82.78.8 147.237.0. 19 Net her | ands nadi matal .idf.il . . 1
Potential Scan or Infection

23.99.54.247 |147.237.77.216|Whited Sates [dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1

169. 54. 233. 118 [147. 237. 76. 200 |Net her | ands eitan aka idf.il ET SCAN Potential SSH Scan 1

169. 54. 233. 118 |147. 237. 76. 31 |Net herl ands nakchal . i df.il ET SCAN Potential SSH Scan 1

. - SERVER APACHE Apache nod_ssl non- SSL connection to SSL port

66.249. 67. 240 [147.237.72.166 |Lhited Sates |aka idf.il . . - 1
deni al of service attenpt

23.99.54.247 |147.237.77.61 |thited Sates |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1

922 45913 12 1147 237 76.30 |hi na hivmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

LT T o Potential Scan or Brute Force
169. 54. 233. 118 |147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

66.249. 65.224 |lLhited Sates  |147.237.77. 216 |dover.idf.il > dro 94
Ret r ansni ssi on Packet dropped. P
204.12.251.37 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
107. 167. 117. 59 |Uited Sates  |147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 33
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrule drop 28
Sreanming Engine: TCP Invalid i i ssi
66.249.78.37  |Wited Sates |147.237.77. 234 |hal ag.if il 9 =g Invalid segnent retransmission. drop 16
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i sSi
2.54.1.133 I srael 147.237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
198.58.103.91 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df i dr op drop 11
162.243.199. 26 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Russi an S -
5. 255. 253. 150 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
37.140.141.2  [WSSIan 147.237.77. 216 |dover.idf.il  |dro Frst packet isn't SN dro 10
) ) ) Federation ) o o P pac P
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Russi an S -
95. 108. 158. 152 ration 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
77.126.151. 65 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
reamn ine: TCP Invali i i ssi
82.80.175.35  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
reaming BEngine: TCP Invali i i ssi
46.19.86.4 I'srael 147.237.77. 203 |t e i o 11 | €AMNG Engine: TCP Invalid finvalid segnent retransnission, drop 6
Ret r ansm ssi on Packet dropped.
5. 255, 253, 157  |WSsian 147.237.77. 216 |dover.idf.il  [drop First packet ismt SN drop 6
. 255. 253, eration .237.77. Jidf.
95.108. 158, 171 |USSian 147.237.77. 216 |dover.idf.il  [dr op First packet isn't SWN drop 6
Federati on
46.19. 86. 119 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Russi an S -
5. 255. 253. 158 Federat i on 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 6
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Russi an S -
5. 255. 253. 168 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
5.102.254.152 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
R SWNretransnmit wth different .
178. 152. 247. 232 |Gt ar 147.237.77.19 [lawforumidf.il|{Bad TCP sequence wi ndow scal e noni t or 5
2.54.15.120 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
207.46.13.160 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreaming Engine: TCP Invalid i i ssi
64.233.172. 155 |Whited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
198. 58.102. 117 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
82. 145, 217. 167 |Europe 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
76.114.72. 77 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
reamn ine: TCP Invali i i ssi
64.233.172.163 |Uited Sares  |147.237.77. 216 |dover it i1 |2 S g Engi ne @ Invalid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
64.233.172. 171 |Wited Sates  |147.237.77. 216 |dover.idf il 9 =g Invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 65. 151. 226 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid  invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 67. 217. 179 |[israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
5.102.254.152 |Israel 147.237.77. 243|mbile.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Vb Server Enforcenent HTTP Deni
207.241.229. 193|United Qates  |147. 237, 72. 166 |aka i of .i _ Véb Servers Sow HITP Denial of | oo 3
Mol ation Service
Sreaning Engine: TQP Invalid i i ssi
66.249.67.79  |Wited Sates  |147.237.77.234|hal ag.idf.il g =g Invalid segnent retransmssion. drop 2
Ret r ansm ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
79.179.119. 180 |Israel 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 2
64.236.82. 71 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
87.69.106. 123 [lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence I'nvalid ACK nunber noni t or 2
207.46.13.123 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
64.12.253.130 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
66. 249. 65. 224 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 2
115.31.176. 2 Thai | and 147.237.77. 74 [lawidf.il drop First packet isn't SWN drop 2
172.56.41.191 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
66. 249. 65. 231 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
66.249. 65. 224 |l srael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 224 Bl ock 7
2.54.18.32 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 6
80. 246. 136. 170 |[Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
176.13.16. 158 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
66. 249. 65. 238  [Israel 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 238 Bl ock 2
66. 249. 67. 31 I sr ael 147. 237. 76. 147 [chi nuch. aka. i df . i | [tnhaut horized LR Access to ww chi nuch. aka. i df . i1/404. htm B ock 2
54.244.22.103 |[whited Sates |147.237.76. 147 |chi nuch. aka. i df .i| [Distributed Suspicious Response Code_Qust om Tenporary Bl ock 2
66. 249. 65. 224 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code Bl ock 2
; . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |lnited Sates |147.237.77.216|dover.i df.i | v i df i | / 1133 22461- hel dover . aspx. B ock 2
66. 249. 65. 238  [Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 2
. . . Unaut hori zed URL Access to
114. 98.228. 209 |China 147.237.77. 176 |mat pash. i df . i | v cogat i df . i 1/ 1058- he/ cogat . aspx t r ackback/ B ock 1
75.102. 8. 33 Lhited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/bl og/ wp-adm n/ Bl ock 1
66.249.66.75 I srael 147.237.77. 176 |nat pash. i df . i | thauthorized URL Access to . Bl ock 1
wn cogat . i df . i |/ usef ul i nf or mat i on/ news/ pages/ nit shel . aspx
209. 53. 188. 210 [Canada 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df . il/894-en/i df gdover . aspx Bl ock 1
37.211.235.135 |Qtar 147.237.77.19 |lawforumidf.il D stributed Waut hori zed LRL Access on 147.237.77.19/ B ock 1
107.150.55.50 |Uited Sates [147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to / Bl ock 1
66. 249. 67. 243 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mlui m/mai n35cc. ht Bl ock 1
i nobi | e. nei tav.idf.i )
141.212.122. 160|lhited Sates 147.237.76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
79.229.205.65 |Ger many 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy. i df. il /wordpress/wp-adm n/ B ock 1
210. 224. 185. 23 |Japan 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/ol d/ wp-adm n/ Bl ock 1
. . . Unaut hori zed URL Access to
193. 201. 224. 32 |lkraine 147.237.77. 216 |dover . i df . i | v i o . i |/ 894- en/ shar ed! user cont r ol s/ header upper/ B ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 78. 58 I srael 147.237.77. 170 |nmar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robots. t xt Bl ock 1
; . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216 |dover.idf.il v i df i | / 1133 22638- hel dover . aspx. B ock 1
66. 249. 66. 69 I srael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 69 Bl ock 1
166. 78. 9. 12 Lhited Sates 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock
. . Unknown Par aret er 4d9c6f40 in
66.249.67.122  |Israel 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ kapat 2/ cont act Us. asp None 1
216.104.160.96 |lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy. i df.il/wp/wp-adnmin/ Bl ock 1
198.143.138.42 |Wnited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/wp-admn/ B ock 1
68.180.228.112 [nited Sates [147.237.77.216|dover.idf .il D stributed Suspici ous Response Code Bl ock 1
207. 46. 13. 55 Lhited Sates |147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/general .aspx |B ock 1
Uhaut hori zed URL Access to
66. 249. 66. 69 I srael 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i |/ usef ul i nf ormat i on/ i dkoni ni pages/ t ut i npr ahi m6012 Bl ock 1
01100. aspx
176.12.139. 119 |[lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
95. 30. 53. 94 R‘SS::I”i o 147.237.77. 170 |m@arachot . i df . i | |Uhauthori zed URL Access to naarachot.idf.il/pdf/files/ 9/ B ock 1
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Lhknown Paraneter pop in wwy aka. idf.il/nai n/ hone/ None 1
202.124.242.10 |Australia 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/test/wp-adm n/ Bl ock 1
’ . . D stributed Unauthori zed URL Access on
107.178.194. 87 |[wnited Sates |147.237.77.216|dover.idf.i| v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
68.180.229.173 |[hited Sates [147.237.72.166|aka.idf .il SSL Wntraceabl e Connection - sigal gs DoS Attack None 1
. - Unhaut hori zed URL Access to
66.249.66. 72 | srael 147.237. 77. 176 @t pash. i df . i | Wy cogat . i df . i |/ useful i nfornati on/ news/ pages/ si yuani | hana. aspx Bl ock !
; . . D stributed Lhaut hori zed URL Access on
208.184.112.75 |lhited Sates [147.237.77.216 [dover.idf.il v i df i | / 1133 22638- hel dover . aspx. B ock 1
176.12.142.20 |israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ adguar d- aj ax- api / api Bl ock
107. 150. 43. 202 [thited Sates |147.237.77.234|hal ag.i df .i | Unaut hori zed URL Access to / B ock
. . SS. Lhtraceabl e Gonnection - Protocol violation
66.249.67.240 |[Israel 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
204.12.251.37 |United Sates  [147.237.77. 216 |dover. i df .i | WL i's fbove Root Directory Bl ock 1
ww i df.il/../shared/ usercontrol s/ header upper/
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