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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site
121, 54. 32. 170

|Signature |Device Action |Count|
Phi | i ppi nes 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
167. 114. 156. 16 Canada 147.237.77.216 dover. i df.il|DC5- Tool - Swi t chbl adG dest - r eset 1
67.128. 38. 64 Lhited Sates 147.237.76. 86 navy.idf.il |[Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
185. 106. 94. 66  [147.237.76. 197 e himush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.201. 236. 113 |147.237. 77. 226 |kr ai ne waw chanatz. aka. idf i1 [ET SCAN NVAP -sS wi ndow 1024 1
185. 106. 94. 66  |147. 237. 76. 147 chi nuch. aka. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
65. 255. 43. 24 147.237.0.35 [lhited Sates [akaws.idf.il ET SCAN NVAP -sS wi ndow 4096 1
129 157 228, 232|147 237 0.35  |ni na kv, i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
122.114.17.100 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
122.114.17.100 |147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
122.114.17.100 |147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
191 27 15252 |147. 237 0.17 |chi na mny-kosher -kravi i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
22 218, 64. 161 |147. 237 0.17  |ni na mny- kosher -kravi i df. i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
111.93.198.54 |147.237.77.243|Indi a nobi | e.idf.il ET SCAN NVAP -f -sS 1
91.201. 236. 114 [147.237.76. 147 |krai ne chi nuch. aka.i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
185. 106. 94. 66  |147. 237. 76. 196 e.svivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
91.201. 236. 113 [147.237. 77. 226 |krai ne won chanat z. aka. i df il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
185. 106. 94. 66  [147.237.0.15 kosher -kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
5. 39. 222. 253 147.237.76.42 |Netherlands  [refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
122.114.17.100 |147.237.0.200 |China rdu. i df i | ET SCAN Potential SSH Scan 1
122.114.17. 100 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
122.114.17.100 |147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
122.114.17.100 |147.237.0.15 [China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
111.93.198.54 |147.237.77.243|India nobi | e.idf.il ET SCAN NMAP -sS wi ndow 2048 1
203.67.9.74 147. 237. 72. 156 | Tai wan aman. i df.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 114 |147.237. 76. 147 |krai ne chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Devi ce

S reamng Engi ne: TCP

Inval i d segnent retransnission.

Action

66. 249. 65. 224 Lhited Sates 147.237. 77. 216 |dover.idf.il . .. dro 34
Inval id Retransm ssion Packet dropped. P
41.33.231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SMMrule drop 33
64. 229. 246. 225 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
178. 152. 247. 232|qat ar 147.237.77.19 |lawforumidf.il Bad TCP sequence SWretransmt weh different 0o 13
wi ndow scal e
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
68. 180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Vb Server Enforcenent HTTP Deni
207. 241. 229. 193|Uni ted Qates 147.237.72. 166 |aka i df .i _ Veb Servers §ow HITP enial | .o |4
Viol ati on of Service
69.175.127.10 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
40.143. 1. 4 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop
Sreamng Engi ne: TCP i i ssi
66.249. 65.238 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
207.46.13.160 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
S reaming Engi ne: TCP i i ssi
5.22.134. 76 I srael 147. 237. 77. 216 |dover . i of . i | mng tngi he- 1 Invalid segnent retransmssion. | 6
Inval id Retransm ssion Packet dropped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
209. 133.111. 211 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
67.186.14.201 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
66.249. 65. 224 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
109. 67. 130. 253 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
S reamng Engi ne: TCP i i ssi
66.249.67.13  |lWited Sates 147.237.72. 166 |aka i df . mng Engine. 1 Invalid segnent retransmssion. |, 4
Inval i d Retransm ssion Packet dr opped.
65.19. 138. 34 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
98. 113. 149. 163 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
188. 120. 148. 238|I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber nonitor |3
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Pal esti ni an s ) .
37.8.24.10 Territory, Qroupi ed 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout [reject 3
197. 35.82.249  |Egypt 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
S reaning Engi ne: TCP i i ssi
79.178.53.31 | srael 147.237.72. 166 |aka. i df . i mng thgine. Invalid segnent retransmssion. | ., 3
Inval id Retransm ssion Packet dropped.
121.54.32.170  |Phili ppines 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval id ACK nunber mnitor |3
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop drop 3
. ] S . Geo- | ocati on i nbound
203.67.9. 74 Tai wan 147. 237. 76. 197 |e. hi nush.i df . i Geo- | ocati on enf or cement enf or cenent drop 2
141.212.122.80 |lWhited Sates 147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop 2
203.67.9.74 Tai wan 147.237.76.34 |yoha an.idf.il drop drop 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
. R ] Geo- | ocati on i nbound
203.67.9. 74 Tai wan 147.237.76. 202 |e.hal ag.idf.il Geo-| ocati on enf or cenent enf or coment drop 2
203.67.9.74 Tai wan 147.237. 72. 167 |i shuri maka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout |reject 2
S reamng Engi ne: TCP i i ssi
157.55.39.168 |United Qates 147.237.76. 200 |6i tan. aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 2
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
66. 249. 67. 6 Lited Sates 147.237.72. 166 |aka i df . mng Engine. 1 Invalid segnent retransmssion. |, 2
Inval i d Retransm ssion Packet dr opped.
203.67.9.74  [Taivan 147. 237.76. 198 [e. yohal an. i df . i Geo-1 ocati on enforcenent  |20! ocation i nbound drop 2
enf or cenent
203.67.9. 74 Tai wan 147.237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
203.67.9.74 Tai wan 147.237.0.17 ][nlr:y kosher-kravi.id o\ At t ack SYN -> SYN-ACK -> Tineout [reject 2
188. 138. 17. 205 |Fance 147.237.76. 176 |test. ncore.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |reject 2
203.67.9.74 Tai wan 147.237. 76. 148 |gqcenter. aka. i df .i | drop drop 2
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
115. 31. 176. 2 Thai | and 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 2
203.67.9.74 Tai wan 147.237.0.200 |rdu.idf. il Geo-l ocation enforcement  [C20;! ocation inbound drop 2
enf or cenent
203.67.9. 74 Tai wan 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout [reject 2
199. 16. 156. 126 |Lhited Sates 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 2
46. 19. 85. 90 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
40.143.1.4 g;g: 147.237.77. 216 |dover.idf . il Mil tipl e Unauthorized URL Access from40.143. 1. 4 Bl ock 36
40.143.1.4 ;h;:ee: 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 17
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 224 B ock 10
m ny- kosher - kr avi , .
176.13.22.104 |lsrael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from176.13.22.104 None 3
66. 249. 65. 224 |Israel 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 3
198. 1. 101. 123 g“;:s 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 2
66. 249. 65. 238  [Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 238 Bl ock
46. 19. 86. 169 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
68. 180. 228. 112 ;ﬂ;ttee: 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Code B ock 2
Lhited . . D stributed Unaut hori zed URL Access on
107.178.194.83 g o 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bock |2
m ny- kosher - kr avi
176.13.13.226 |lsrael 147.237.0. 17 i (;rfy i Dstributed I11egal Paraneter Encodi ng None 2
. . D stributed Unaut hori zed URL Access on
77.40.129.123 [Norway  [147.237.77.216 |dover.idf.i| v i df i | / 1133- 22638- he/ dover . aspx. Bock |1
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter pop in waw aka. idf.il/nain/ hore/ None 1
i ted Unaut hori zed URL Access to
208. 115. 113. 89 Sates 147.237.77.74 |lawidf.il v nag. i df . i | /tenpl at es/ t enpl at econt rol s/ news/ si p_st orage/ fil es/ 6/ 1446. |B ock 1
pdf /
Illegal Byte Gode Character in Method AQ[#0]][[#0]][[#0]]t nASA
i Wow [ #0] ] PACA»An1A3RAEA?] [ #17]] Al [ #16] ] vVAPLG [ [ #29] | AEA
A, ; « #OAYA! Af+A,A-9hA... A2 AvAa qQ, AShA; QAY
178. 152. 247. 232|Gatar 147.237.77.19 [lawforumidf.il N [#31] ] ATAa[ [#22] ]} A-h[ [ #14] ] AS[ [#22] 1 @° A Bl ock 1
[[#18]] A[ Al I gA A2Y[ [ #15] ] AM// A A’ ] vBAvzA
[[#22]] A<A [ nUA; SA: [ #18] 1 #A; ) AY[ [ #7]1 _2sA2~Z[ [ #31] ] oAAA[ [#3]] A—
AYnAEAEG
Lhi ted . . D stributed Uhauthori zed URL Access on
107.178.194.87 g o 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bock |1
74.6.53. 161 g“;:s 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code Bl ock 1
66. 249. 65. 238 |l srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 1
m ny- kosher - kr avi i i
176.13.22.104 [israel 147.237.0.17 |0 Y" l1egal Paraneter Encoding rnd in . None |1
JidfLil mny- kosher-kravi . i df . i1/ aj ax/ creat ecapt chai nage. aspx
85.93.91. 84 Germany |147.237.77.216|dover.idf .il D stributed Suspicious Response Code Bl ock
66.249.67.234 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock
Lhi ted . . D stributed Uhauthori zed URL Access on
208.184.112.74 [o o o 147.237.77.216|dover. i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
178. 152. 247. 232 |Gt ar 147.237.77.19 |lawforumidf.il Mal f or med URL B ock 1
. . Unaut hori zed URL Access to
66.249. 65.230 |l srael 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ nd 1361- 10624- he/ dover . aspx Bock |1
141. 212. 122. 160 g‘;tt:: 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to 147. 237.76. 86/ Bock |1
74.6.53. 162 ;“;tteeg 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized URL Access from 74. 6. 53. 162 B ock 1
107. 150. 43. 204 g‘;tt:: 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / B ock 1
Lhi ted . . D stributed Uhauthori zed URL Access on
208.184.112.75 o o 147.237.77.216|dover.idf .i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
NLLL Character in Method A{[#0]][[#0]][[#0]]t nmAASA
i Wow [ #0] ] PACA»An1A3RAEA?] [ #17]] Al [ #16] ] vAPLG [ [ #29] | AEA
A, ; « #OAYA! Af+A,A-9hA... A2 AvAa qQ, AShA; QAY
178. 152. 247. 232|Gatar 147.237.77.19 [lawforumidf.il N [#31] ] ATAa[ [#22] ]} A-h[ [ #14] ] AS[ [#22] 1 @° A Bl ock 1
[[#18]] A[ Al | gA A2Y[ [ #15] ] AM// A A’ ] vBAvzA
[[#22]] A<A [ nUA; SA: [ #18] 1 #A; ) AY[ [ #7]1 _2sA27Z[ [ #31] ] oAAA[ [#3]] A—
AYnAEAEG
66.249.65.231 |[Israel 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code Bl ock 1
141. 212. 122. 160 g;g: 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ Bl ock 1
74.6.53. 162 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/bl og/ wp-adnin/ B ock 1
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
Lhi ted . . D stributed Uhauthori zed URL Access on
204.13.200.200 g o 147.237.77.216|dover.idf .i | v i df . i | / 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 65. 223 | srael 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ 1361- 10635- he/ dover . aspx |B ock 1
178. 152. 247. 232 |Gt ar 147.237.77.19 |lawforumidf.il Abnorrmal |y Long Request net hod B ock 1
74.6.53. 160 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized URL Access from 74. 6. 53. 160 B ock 1
216. 218. 206. 68 g;g: 147.237.76.39 |nobil e. neitav.idf.il|Uauthorized URL Access to 147.237.76. 39/ B ock 1
178. 152. 247. 232|Gtar 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
66.249. 65.231 [Israel 147.237.77. 216 |dover.idf.il Mil tipl e Unauthorized URL Access from 66. 249. 65. 231 Bl ock
24.67.204.247 |Canada 147.237.77.216|dover . i df . i | Paraneter Type Mol ation SearchText in wwidf.il/1065-en/ dover. aspx B ock
Lhi ted Wav. chamat z. aka. i .
141.212.122.160|g - o 147. 237. 77. 226 & il Unaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
74.82.47.2 g;g: 147.237.0.19 [madi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Lhited . . D stributed Unaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bock |1
178. 152. 247. 232|Qt ar 147.237.77.19 |lawforumidf.il Illegal Byte Gode Character in Header Nae B ock 1
Lhi ted . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |g o 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bock |1
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A tacker

Attacker Address Qount ry ‘Target Address |Site dgnature

74. 6. 53. 160 g;:: 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/test/wp-adnin/ Bl ock
Lhknown HTTP Request Method Aq [#0]][[#0]][[#0]]t mARSA
j Wow[ [ #0] ] PACA»Ac1 ASRAEAR[ [ #17] ] A[ [ #16] ] vAPLG [ [ #29] ] AEAR
A, ; « #OAYA! Af+A A.9hA... A2 AvAa qQ, AShA; QAY

178. 152. 247. 232 |Gt ar 147.237.77.19 |lawforumidf.il N [ #31] ] ATAe[ [ #22] ]} A-h[ [ #14] ] A[ [ #22] 1 @° A B ock

[[#18]1 A Al I gA A?Y[ [#15] ] AMY/ A A’ ] v$AvzA
[[#22] ] AcA [ nUA; SAG[ [#18] 1 #A) ) AY[ [ #7]] _2sA>~Z[ [ #31] ] oAAA[ [ #3] ] A—
AYnAEAEG in URL

11-21-2015-06:04:03 to 11-21-2015-07:04:03




