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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
168. 235. 201. 117 Lhited Sates 147.237.77. 216 dover.idf.il Frk Purple Gon Limt Htp dr op 3
168. 235. 201. 117 Lhited Sates 147.237.77. 216 dover.idf.il Frk Under Attack Con Htp drop 1
104. 192. 0. 226 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il |Block Udp All Nets drop 1
176. 123. 29. 54 Ml dova, Republic of 147.237.76. 86 navy.idf.il Bl ock_ Udp All _Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1
204. 42. 253. 132 Lhited Sates 147.237.76. 86 navy.idf.il ock Wp Al _Nets drop 1
91. 208. 115. 34 Lkr ai ne 147.237.76. 197 e hinush.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.78.130 |147.237.76.86 |Wited Sates  [navy.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW wth fake user agent 2
184.172. 196. 106|147.237.0.35 |[lLhited Sates [akavs.idf.il ET SCAN Potential SSH Scan 1
184.172.196. 106(147. 237.0.33 |thited Sates  [idf.il ET SCAN Potential SSH Scan 1
222.186.56.32 |[147.237.0.34 |China tikshuv. idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
113.22.182.65 |147.237.76.31 |M etnam nakchal . i df i ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
222.186. 34. 142 |147.237. 76. 147 |Chi na chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237. 76. 201 [Net her| ands e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.34.142 |[147.237.0.35 |[China akaws. i df il ET SCAN Potential SSH Scan 1
46. 151. 55. 35 147. 237. 72. 166 |krai ne aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
184. 172. 196. 106|147. 237. 77. 235 |Lhited Sates  |svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
31.184.242.17 |147.237.77.216 ?;Z:;;”im dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
184. 172. 196. 106|147. 237.76.30 |lhited Sates  |hinush.idf.il ET SCAN Potential SSH Scan 1
184.172.196. 106[147.237.8.24 |Uhited Sates elifestyle idf.il ET SCAN Potential SSH Scan 1
184.172.196. 106(147.237.0.34 |thited Sates  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
222.186.56.32 |147.237.76.34 |China yohal an. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
184.172.196. 106(147.237.0.17 |Uhited Sates mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
222.186. 34. 142 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237.77.74 |Netherlands lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.34.142 [147.237.76.30 |China hi nush. i df i | ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237. 76. 198 |Net her| ands e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.34. 142 |[147.237.0.15 |[China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
59. 97. 60. 174 147.237.76.34 |india yohal an. i df .i | ET SCAN Behavi oral Un usual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
190. 5. 101. 82 147.237.8.27 |Honduras e.madi matal .idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
184. 172. 196. 106|147. 237.76. 39 [Lnited Sates  |nobile neitav.idf.il ET SCAN Potential SSH Scan 1
184.172. 196. 106(147. 237. 72. 156 |Lhited Sates  |anan.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Feder at i on

Country Target Address |Ste Signature
212.227.118. 21 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 40
208. 115. 113. 89 [Lhited S ates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 34
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 34
66.249.65.224 |ited Sates  |147.237.77. 216 |dover.ich.i1 | 2 NG Engine: TP Invalid imvalid segnent retransnissi on. drop 34
Ret r ansm ssi on Packet dr opped.
212.34.11.18 [Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
66. 75.248. 71 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
5. 255. 253. 150 :Z:::FI on 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
208. 69. 40. 101 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 21
52.32. 6. 213 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
178. 63. 55. 202 |Ger nmany 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
40.143.1. 4 Uited Sates  [147. 237. 7. 216 |dover. 1ar 11 |/ €3M NG Engine: TP Invalid Jinvalid segnent retransnssi on drop 18
Ret r ansni ssi on Packet dr opped.
95. 108. 158. 152 |XSSIan 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SWN drop 16
Federation
129. 184. 84. 40 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
37.140.141. 2 :ZZ::FI on 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
95.108. 158, 171 XSS 147.237.77. 216 |dover.icf.il  |drop Frst packet isn't SIN drop 12
Federation
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
5. 255. 253. 158 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
68. 180. 228. 112 [Lhited Sates 147.237.77. 216 |dover.idf.il drop FHrst packet isn't SN drop 10
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
40.143.1. 4 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
109. 67. 130. 253 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
5. 255. 253. 157 gcsj:;:ﬂ on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
46.19. 86. 178 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
157.55.39.125 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
109. 200. 30. 168 |Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
157.55.39.132 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 249 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
2.52. 155. 156 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
54.72.73.168 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19.85.249 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or 6
50. 87. 144. 145 |[lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
5. 255. 253. 168 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
66.249.65.231 |Wited Sates  |147.237. 77, 216 |dover.icr. i1 |2 €@M NG Engine: TCP Invalid finvalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19. 86.9 | srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.19. 86.9 | srael 147.237.0.19 |[nadi matal .idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect
17.142.152.85 |ited Sates  [147. 237. 77, 216 |dover it i1 | @M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dr opped.
76.28.145.220 |Whited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
5. 255. 253. 170 gcsj:;:ﬂ on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
84.111. 190. 231 |I srael 147. 237 76. 200 [ei tan aka i o 1 | | €2M NG ENgine: TGP Invalid  invalid segnent retransnissi on drop 4
Ret r ansm ssi on Packet dr opped.
46.19. 86. 178 | srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
199. 16. 156. 125 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
157. 55. 39. 35 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
17.142.152.81 |Uited Sares  |147.237. 7. 216 |dover ior i1 |2 €M NG Engine: TCP Invalid  Jinvalid segnent retransnissi on. drop 4
Ret r ansni ssi on Packet dr opped.
149.78.154. 69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
141.8 142,11 |Rssian 147.237.77. 216 |dover.icf.il  |drop First packet isn't SIN drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count

40.143.1.4 Lhited Sates 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed LRL Access from40.143.1.4 Bl ock 80

66. 249. 65. 224  |Israel 147.237.77. 216 |dover.i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 224 Bl ock 31

40.143.1.4 Lhited Sates 147.237.77. 216 |dover.i df .i | Dstributed PHP At tenpt Bl ock 10

66. 249. 65. 238 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 65. 238 Bl ock 4

66.249. 65. 231 |l srael 147.237.77. 216 |dover.i df .i | DO stributed Suspici ous Response Qode Bl ock 4

66.249.65.231 [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 65. 231 Bl ock 4

66.249. 65. 224 |l srael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 3

176.13. 14. 54 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3

66. 249. 65. 238  [Israel 147.237.77. 216 |dover.idf .i | O stributed Suspicious Response Code Bl ock 3

46.19.86.9 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
] - - D stributed Lhaut hori zed URL Access on

204.13.200.200 |thited Sates  [147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
’ . . O stributed Unhaut hori zed URL Access on

107.178.194.87 |Wnited Sates  |147.237.77.216|dover. i df .| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1

84.111.190. 231 |Israel 147.237.76. 200 |ei t an. aka. i df . | |1°° V& of the Sane Response Qode (404) in Session from Bl ock 1

84.111.190. 231

66.249.67.129 |[Israel 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/ Bl ock 1
; . . Distributed Lhaut hori zed URL Access on

208.184.112.74 |lhited Sates  [147.237.77.216 (dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1

141.212.122. 160|nited Sates 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock

66.249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Suspi ci ous Response Code B ock

107. 150. 43. 206 |United Sates 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to / B ock 1

37.140. 141. 2 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wweidf.il/hebrew organization/givati/ |B ock 1
] . . Paraneter Type M ol ati on PageNumin

68.180.230.29 [Lhited States  |147.237.77.176|matpash.idf.il | = cogat . i df . i 1/ 1934- he/ cogat . aspx B ock 1

66. 249. 67. 59 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ f or ns. aspx [Bl ock 1

204.195.139.6 |Wiited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwu aka. i df .il/yohal an/f or uns/ asp/ B ock 1

66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt Bl ock 1

114. 108. 214. 74 |Phili ppi nes 147.237.77. 216 |dover.idf .i | PHP At t enpt Bl ock 1

89. 138. 169. 199 |I srael 147. 237.72. 166 |aka. i df . i | ZJ:;'CE)I e Untraceabl e S Sessions from89.138. 169. 199 (sigal gs DoS |\, 1

66.249. 67. 147 [Israel 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
’ . . O stributed Unhaut hori zed URL Access on

208.184.112.75 [Wited Sates  |147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
’ - - Unaut hori zed URL Access to

157.55.39. 125 |lhited Sates 147.237.77. 216 |dover . i df . i | v i i1/ p storagel i1 es/ 5/ si ze220x0/ 11275 | pg B ock 1
’ . . O stributed Unhaut hori zed URL Access on

107.178.194.79 |Wnited Sates  |147.237.77.216|dover. i df .| v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

74.82.47.3 Lhited Sates 147.237.77. 243 |nobi l e.i df . i | Unaut hori zed URL Access to 147.237.77. 243/ B ock 1

66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in ww aka.idf.il/main/rabanut/general . aspx |None 1

207.46.13.158 |lhited Sates 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1

114.108. 214. 74 |Phili ppi nes 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to ww i df.il/xmrpc. php Bl ock 1

89.138.169. 199 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1

2.54.34.124 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
] - - Distributed Lhaut hori zed URL Access on

208.184.112. 75 |[nited Sates 147.237.77. 216 |dover . i df .i | v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1

66.249. 67.234 |Israel 147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
; . . Distributed Lhaut hori zed URL Access on

107.178.194.83 |[lhited Sates  [147.237.77.216 |dover.idf . i v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1

79.179.37.110 |Israel 147.237.77. 216 |dover.i df .| Lhaut hori zed URL Access to wwidf.il/https: /v idf.il/ B ock 1

66.249.67.122 |lsrael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter gt; in ww aka.idf.il/main/rabanut/general .aspx [None 1

207.46.13.158 |[lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Mil tipl e Waut hori zed URL Access from 207. 46, 13. 158 Bl ock 1

129.184.84.40 |France 147.237.77. 216 |dover.idf .i | Paraneter Type Mol ati on PageNumin vww i df . i|/1283-en/ dover. aspx |B ock 1

66. 249. 65. 224 I srael 147. 237.77. 216 |dover . i df . i | Oistributed Whaut hori zed LR Access on B ock 1

vwwy i df . i |/ engli sh/ news/j enin. stn)
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf .i | O stributed Suspicious Response Code Bl ock 1
5. 255. 253. 157 RJSIS:;ni on 147.237.77. 216 |dover.i df .i | Lhaut hori zed LRL Access to v i df.il/hebrew organi zation/artillery |B ock 1
- . Unaut hori zed URL Access to
66.249.67.242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
Korea, Republic . . . |Uhknown Paraneter | in

203.133.170. 94 of 147.237.76.200 [ei tan. aka. i df . i WA ei tan. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !

40.143.1.4 Lhited Sates 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/piw k. php Bl ock 1
] . . D stributed Lhaut hori zed URL Access on

107.178.194.83 |Wnited Sates  |147.237.77.216|dover. i df .| v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1

84.111.190. 231 |l srael 147.237.76.200|ei tan. aka. i df . i| |Too Many 404: Response Code per Session B ock 1
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