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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

62. 219. 254. 22 | srael 147.237.72. 167 i shurimaka.idf.il ock Wdp Al _Nets drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 5
198. 20. 69. 98 Lhited Sates 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 1
71. 6. 165. 200 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock Wp Al Nets drop 1
176. 123. 29. 54 Ml dova, Republic of 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1




11-21-2015-04:04:01 to 11-21-2015-05:04:01

|Top Attackers In IPS|
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry ‘S’te Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
184.172. 196. 106(147. 237. 77. 179 |Lhited Sates |e nazi.idf.il ET SCAN Potential SSH Scan 1
184. 172. 196. 106|147. 237. 77. 170 |Uhited Sates |maarachot.idf.il ET SCAN Potential SSH Scan 1
158. 69. 212. 206 |147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN Potential SSH Scan 1
120.72.118.85 [147.237.0.17 |Metnam mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
184.172. 196. 106|147. 237.77. 176 |Lhited Sates |matpash.idf.il ET SCAN Potential SSH Scan 1
184.172. 196. 106|147. 237. 8. 27 |lhited Sates |e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
123 188. 125, 1261147 237 0.33  |chi na - ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
88.249.106. 23 |147.237.77. 227 [Turkey e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 51
66.249.65. 224 |United Sares  [147. 237. 77, 216 |dover.iar i1 || @M NG Bngine: TP Invalid  Jinvalid segnent retransnission drop 48
Ret ransm ssi on Packet dr opped.
108. 245. 60. 142 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 29
158. 69. 2. 151 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
212.227.118.21 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
95. 108. 158. 152 :Z:::Inl on 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
24.114.23.179 |Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
172.56.13.152 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
172.56. 13. 152 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
5. 255. 253. 168 gz:;;r: on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
95.108. 158, 171 |USSian 147.237.77. 216 |dover.idf.il  |drop First packet isn't SWN drop 12
Feder ati on
198.58.102.96 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
100. 100. 1. 241 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
139. 162. 216. 112|Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
5. 255. 253. 158 :32::1”' on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.96.215 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
46. 19. 85. 230 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 11
46. 19. 85. 230 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
5. 255. 253. 150 :Z:::Inl on 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
37.140.141. 2 :ZZ::FI on 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
98.210. 37.154 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
37.201.171.7 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
157.55.39. 117 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
40.77.167.102 |Uited Sates  |147.237. 72, 166 |aka it i1 | @M NG Engine: TP Invalid  finvalid segnent retransnission drop 8
Ret ransm ssi on Packet dr opped.
157.55.39.145 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 7
109. 200. 30. 168 |Uni ted Ki ngdom|147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 6
5. 255. 253. 157 gz::;”i on 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
70.215.132.198 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
199. 16. 156. 124 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 5
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
157.55.39.132 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
199. 16. 156. 125 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 4
65.55.210.92  |Uited Sares  [147. 237. 76, 200 |eitan aka i || 2 NG Engine: TP Invalid invalid segnent retransnissi on. drop 4
Ret r ansm ssi on Packet dr opped.
46.19.86.75 I srael 147. 23772, 166 |aka i1 | €AM NG Bngine: TCP Invalid - linvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
208. 99. 231.239 |Whited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
84.110.7.115  |israel 147,237, 72. 166 |aka icf. i1 | €M NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
168. 63. 137. 102 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
66.249.65.22  |Uited Sates  [147. 237,77, 243 |mmbiteich. i1 [ @M NG Engine: TP Invalid invalid segnent retransnission. drop 3
Ret ransn ssi on Packet dr opped.
46. 236. 24. 53 Uni ted Ki ngdom(147.237.77.216|dover.idf.il [drop First packet isn't SYN drop
195. 154. 226. 90 |Rrance 147.237.72. 166 |aka.idf .il drop SAMrul e drop
79.182.117.12  |israel 147 237. 77, 243 |mwbi e i o1 | €M NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
85.254.158.75 |Latvia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 65. 224 Bl ock 14
66.249. 65. 231 |Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249, 65. 231 B ock 7
66. 249. 65. 238  [Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 238 B ock 6
66.249. 65. 224 |l srael 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Code Bl ock 5
176.12.146.90 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
80.246.136.32 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
46. 19. 85. 216 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
5. 255. 253. 168 RJsls;;ni on 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 2
40.77.167.102 |lhited Sates |147.237.72.166|aka.idf. il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
; . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
157. 55. 39. 35 Uited Sates |147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 1
2.54.173. 115 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
Russi an - - Unaut hori zed URL Access to
95. 108. 158. 171 e ot i on 147.237.77. 216 |dover. i df . i | v i . |/ hebr ew or gani zat i on/ horef r ont B ock 1
] . . Parameter Type M ol ati on PageNumin
68.180.230. 167 [Wited Sates [147.237.76.31 |nakchal .idf.il nakhal .i df i1/ 1117- hef nakhal . aspx B ock 1
Unaut hori zed URL Access to
207.46.13.127 |thited Sates  [147.237.77.176 |mat pash. i df . i | W cogat . i df . i |/ civi | adnini strati on/ mi nhal news/ pages/ hakal ahom|B ock 1
. aspx
115. 230. 126. 48 |Chi na 147.237.77. 216 |dover.idf .il Lhaut hori zed URL Access to waw i df.il/ckfinder B ock 1
m ny- kosher -kravi . i ing - : i
84.94.161.105 |Israel 147.237.0.17 ny- kosher - kravi . i djooubl e LR Encoding - paraneter: Returntl in B ock 1
foil mny-kosher-kravi.idf.il/tenpl ates/|ogin. aspx
] - - D stributed Lhaut hori zed URL Access on
208.184.112. 75 |[Wited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
107. 150. 43. 206 [lhited Sates  [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to / Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.224 |lhited Sates  [147.237.76.31 |nakchal .idf.il vaw nakhal i df i 1/ 1111- he/ nakhal . aspx B ock 1
] . . Unaut hori zed URL Access to
207.46.13.158 |lhited Sates  [147.237.72.166|aka. i df .i | vaww aka. i df . i | / sachar/ f or s/ downl oadf or m asp B ock 1
141.212.122. 160|lhited Sates  [147.237.72. 156 |anan. i df.i | Unaut hori zed URL Access to 147.237.72. 156/ B ock 1
. - D stributed Lhaut hori zed URL Access on
85.10.210.199  |Ger many 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. m ny- kosher - kravi . i d _
216.218. 206. 66 |lLhited Sates 147.237.0. 17 £ Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
66.249.67.251 |[Israel 147.237.72. 166 [aka. i df . i | Lhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
i ww. chamat z. aka. i df
203.133.171. 95 Okfre& Republic 1,47 537, 77. 226 O Unaut hori zed URL Access to v chamatz. aka.idf.il/404.aspx  |Bl ock 1
31.193.51.17 France 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response Qode B ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194.79 [Wited Sates  [147.237.77.216|dover.idf il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . Parameter Type M ol ati on PageNumin
77.66.20.217  |Denmark 147.237.77. 216 |dover.idf . il v i df i 1/ 1393- en/ dover . aspx B ock 1
] . . Unaut hori zed URL Access to
208.115.113.89 |Lhited Sates [147.237.72.166|aka. i df .i | aka. i df i1 /nil i it enpl at es/ v behazdaa. org. | | B ock 1
. . Mul tipl e Whaut horized Method for Known URL from
148.251. 67.18  |Ger many 147.237.72. 166 [aka. i df . i | 148. 251 67. 18 B ock 1
. . Unaut hori zed URL Access to
85.93. 91. 84 Ger many 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 1
] . - D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 65.231 |lsrael 147.237.77.216|dover . i df .i | D stributed Suspici ous Response Code Bl ock 1
] - - D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
148.251. 67.18  |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df .il/gi yus/ mai n/ B ock 1
95. 108. 158. 171 R‘Sf;:t”i o 147. 237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 95.108. 158. 171 B ock 1
68.180.228.112 |lhited Sates  |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/english/news/jenin.stn) |B ock 1
40.77.167.102 |Lhited Sates  |147.237.76. 147 |chi nuch. aka. i df .i | Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
’ - - Unhaut hori zed URL Access to
207.46. 13. 28 Lhited Sates [147.237.77.216|dover.idf .il v i df i 1/at al 1/ zkor/ pri nt_bot t om asp B ock 1
’ . . O stributed Unaut hori zed URL Access on
107.178.194.83 [Wnited Sates  [147.237.77.216|dover.idf il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . D stributed Lhaut hori zed URL Access on
81. 89. 96. 89 Ger many 147.237.77. 216 |dover . i df . i | v i o 1/ 1133- 22461- he/ dover . aspx. B ock 1
’ . . O stributed Unaut hori zed URL Access on
208.184.112.75 [Wited Sates  [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1

11-21-2015-04:04:01 to

11-21-2015-05:04:01




