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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
54.224.21. 23 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1119

66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 40
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2

64. 246. 165. 160 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il|bl ock-sp-traf 1 drop 1

104. 192. 0. 226 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 67. 67 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
5 28. 156. 96 147 237 77. 170 |1 st el et achot i df il ET DO Large anount of TCP ZeroVindow - Possible Nkiller2 5
DDos attack
66.249. 65. 224  |147.237.77.216|Wited Sates |[dover.idf.il ET SCAN NVAP -sA (2) 2
42.112. 36. 35 147. 237. 76. 196 |M et nam e svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1
42.112. 36. 35 147. 237. 76. 196 |M et nam e.svivaidf.il ET SCAN NVAP -f -sS 1
184.172. 196. 106(147. 237. 76. 34 |Lhited Sates |yohalan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 222. 185. 165|147. 237. 76. 201 |Lhited Sates |e.atal .idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 176 [Lnited Sates |test.ncore.idf.il ET SCAN Potential SSH Scan 1
162.222. 185. 165|147.237.0. 16 |lhited Sates |ny-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
46. 151. 55. 35 147.237.0.17 |Wraine mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
42.112. 36. 35 147. 237. 76. 196 |M et nam e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
162. 222. 185. 165(147. 237. 76. 202 |Lhited Sates |e halag.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.76. 42 |lLhited Sates |refuah.idf.il ET SCAN Potential SSH Scan 1
120.59.178.93  |147. 237 77 216|indi & dover i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
198. 251. 61. 191 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 108
66.249.83. 155 |lnited Sates  |147.237.77. 216 |dover.idf.i1 Streamng Engine: TCP Invalid invalid segnent retramsmssion. |, o 36
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
66.87.115.200 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
5. 255. 253. 158 gcsj:;:ﬂ on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
5. 255, 253, 157 | UsSian 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SWN drop 22
Federation
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
5. 255. 253. 168 g;z:;nl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
66.249.65.224 |Wnited Sates  |147.237.77. 216 |dover.idf. il Streamng Engine: TCP Invalid - finvalid segnent retransssi on. drop 20
Ret r ansni ssi on Packet dr opped.
95.108. 158, 171 |USSian 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SWN drop 20
Federati on
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
37.188.230.47 |Czech Republic |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 15
107.161. 181. 105|Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
66.249.83.158 |Wnited Sates  |147.237.77. 216 |dover.idf. il Streamng Engine: TCP Invalid - finvalid segnent retransssi on. drop 12
Ret r ansni ssi on Packet dr opped.
37.140.141.2  |ssian 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SWN drop 12
Federati on
66.249.83.161 |Wnited Sates |147.237.77.216 |dover.idf. il Streamng Engine: TCP Invalid - finvalid segnent retransissi on. drop 12
Ret r ansni ssi on Packet dr opped.
108.59.253.71 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
162.243.199.26 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
5. 255. 253. 150 g;z:;nl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
5.255.253. 170 | WSSian 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SWN drop 10
Federati on
141.8. 142,11 |Rssian 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 10
Federation
95.108. 158. 152 |USS!an 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SWN drop 9
Federati on
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
173.252.89.55 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
199. 16. 156. 125 |lLhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 8
199. 16. 156. 126 |lLhited Sates 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 8
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
107.178.194.83 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
165. 228. 54. 133 |Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
96. 28. 106. 48 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
212.143.91. 134 |[Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
212.143.91. 134 |Israel 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
199. 16. 156. 124 |lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6
37.18.51.226 gs::;”i on 147.237.77.212|e.dover.idf.il  |Geo-1 ocation enf or cenent Sr“:? olrggi'nf n i nbound drop 4
65.19. 138. 34 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
46. 19. 85. 98 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
173.252.89.58 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
166. 137.118. 23 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
173.252.89.52 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
54. 209. 60. 63 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
66.249.67.122 |United Qates  |147. 237.72. 166 |aka i i1 Streamng Engine: TCP Invalid invalid segnent retramsmssion. |, o 4
Ret r ansni ssi on Packet dr opped.
85.254.158.75 |Latvia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
2.52.171.58 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
64.246.165.160 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.i|Header Rejection :‘:ﬂz;rej ection pattern found in- oo |3
107.178.194.79 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 66. 249. 65. 224 B ock 19
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 238 B ock 5
46.118. 155. 216 |Lkrai ne 147.237.77. 176 |mat pash. i df . i | Ml tiple Unauthorized URL Access from 46. 118. 155. 216 B ock 4
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 4
46.118. 155. 216 |Ukraine 147.237.77. 216 |dover.i df . il Ml tipl e ULhauthorized URL Access from 46. 118. 155. 216 B ock 3
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 2
66.249.65.231 [Israel 147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 231 B ock 2
5. 29. 254. 140 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13. 5. 216 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
99.25.154.228 [Lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wan idf.il/sip storagel/files/2/4912.png  |B ock 1
66.249.67.132 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/reserve B ock 1
212.143.91. 134 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
157.55.39.132 |lnited Sates [147.237.77.216|dover.idf.i | O stributed Suspici ous Response CGode B ock 1
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/gyuis Bl ock 1
194.90.116.95 |israel 147.237.72. 166 |aka. i df . i | Illegal Byte (de Character in LR /maiwkapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
} . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover. i df il wiw i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Unaut hori zed LRL Access on
66.249.67.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ i yus/ gener al . aspx Bl ock 1
216.55.143.94 |wited Sates |147.237.77.216|dover.idf.i| lllegal Byte Code Character in Header hNane Nozilla/S.0 (conpatible; B ock 1
spider/2.0; +http
157.55.39. 145 |lWited Sates |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to www i df.il/aman/ B ock 1
77.237.138.51 [Czech Republic |147.237.77.170|nmarachot . i df .i| |Uaut hori zed URL Access to / B ock 1
66. 249. 67. 31 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i|tnaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 176 [nat pash. i df . i | PHP Attenpt B ock 1
. . . D stributed Uhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
} . . D stributed Unaut hori zed LRL Access on
107.178.194. 87 |UWited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
! . . Lhaut hori zed URL Access to aka.idf.il/edi mfund/ AEaE"AtaEceALAE”
157.55.39. 169 |[Wnited Sates [147.237.72.166|aka. i df .i | A¢a AP AEAE" ACAS AL AE AY AVAEAE ACA, ~A? Bl ock 1
79.179. 142. 147 |Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. . D stributed Unaut hori zed LRL Access on
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
207.46.13.189 |Wited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/main/snalinisnalimaspx None 1
109. 65. 144. 46 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. idf.il/https: /v aka.idf.il/ B ock 1
68.180.228.112 [nited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin v i df . il/1115-ar/ dover . aspx B ock 1
95. 108. 158. 152 RJSIS;;ni o 147.237.77. 216 |dover . i df . i | Oistributed Suspicious Response Code B ock 1
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in ww aka. i df.il/mai n/ hone/ None 1
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df . il PHP At enpt B ock 1
} . . D stributed Unaut hori zed LRL Access on
208.184.112.75 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
141.212.122. 160|United Sates |147.237.77.19 [lawforumidf.il |Wauthorized URL Access to 147.237.77.19/ B ock 1
] . . Paraneter Type Mol ation SearchText in
68.180.231.40 |lhited Sates (147.237.77.74 |lawidf.il v | aw i df i |/ 163- 6639- he pat zar . aspx Bl ock 1
31.154.94.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df . j|-knovn Paraneter 1 in None 1

wwy chi nuch. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx
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