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11-21-2015-02:04:02 to 11-21-2015-03:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3587
204. 93. 154, 211 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover_Gon_Limt_Htps drop 17
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 6

115. 231. 222. 40 Chi na 147.237. 76. 200 eitan. aka.idf.i|JLM Under Attack Con Htp drop 2

176. 123. 29. 54 Ml dova, Republic of 147.237.76. 200 eitan. aka.idf.i|B ock Np Al Net drop 1

176. 123. 29. 54 Ml dova, Republic of 147.237.76. 201 eatal.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
204.93.193. 38 Lhited Sates 147.237.72.166  |aka.idf.i| [6134: HITP. SQ Injection Variabl e Decl arati on Evasi on Bl ock 24
204. 93.193. 38 Lhited Sates 147. 237.72. 166 aka.idf.il |3808 HITP. SQ Injection Variable Declaration BEvasion B ock 8




11-21-2015-02:04:02 to 11-21-2015-03:04:02

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

204.93.193. 38 147.237.72. 166 Lhited Sates aka idf.il SQ Injection - Select From 100
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 65. 238 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
184.172. 196. 106 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
109. 251. 56. 171 147.237.76. 34 krai ne yohal an.i df .i| ET SCAN NVAP -sS wi ndow 1024 1
58. 58. 47. 99 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
58. 58. 47. 99 147. 237. 76. 148 Chi na gqcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
58. 58. 47. 99 147.237.76. 44 Chi na e.refuah. idf.il ET SCAN Potential SSH Scan 1
58. 58. 47. 99 147. 237.76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
188. 214. 128. 12 147.237.8. 28 Ronani a e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 251. 56. 171 147.237.76. 42 krai ne refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 147.237.77. 179 e mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 58. 47. 99 147. 237. 76. 201 Chi na e.atal .idf.il ET SCAN Potential SSH Scan 1
58. 58. 47. 99 147. 237. 76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
58. 58. 47. 99 147. 237. 76. 147 Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
58. 58. 47. 99 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
58. 58. 47. 99 147.237.76. 34 Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
188. 214. 128. 12 147.237.77. 19 Romani a | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1




11-21-2015-02:04:02 to 11-21-2015-03:04:02

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
89. 92. 245. 15 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 56
Sreaning Engine: TCP Invalid i i ssi
66.249.65.224 |lnited Sates |147.237.77. 216 |dover. i df i 9 =g Invalid segnent retransmssion. g 34
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
54.224.21. 23 Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
82.165.137. 121 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
Sreaning Engine: TCP Invalid i i ssi
66.249. 65.238 |Uited Sates  |147.237. 77. 216 |dover. i of il 9 =9 Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
217.23.11. 95 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
68.180.228.112 |Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
46. 19. 85. 171 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
Sreanming Engine: TCP Invalid i i SSi
220.255.97.4 |9 ngapore 147. 237. 77. 216 |dover. i df . i 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
80. 82. 78. 104 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
199. 16. 156. 125 |[lnited Sates [147.237.77. 216 |dover.idf.il drop SAMrule drop 8
52.68.136.185 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46.120. 160. 157 [l srael 147.237.77. 234 |halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
72.9.148. 10 Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
199. 16. 156. 124 |lLhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 7
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
31.168.76.184 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177.34.111  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
5. 255, 253, 158  |0SSian 147.237.77. 216 |dover. i df . i drop Frst packet isn't SN drop 6
) ) ) Federati on ) ) ) ) )
41.33.231.90 Egypt 147. 237. 77. 216 |dover.i df .i | drop drop 4
66. 249. 65.224 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
116. 14.50. 100  |S ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Russi an . . -
95. 108. 158. 152 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
5.255. 253, 168 |0SSian 147. 237. 77. 216 |dover i of . i | drop First packet isnt SN drop 4
. 255. 253, er ot on . 237.77. Lidf.
45. 49. 224. 248 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
173.252.79.114 |[lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
79.176. 127. 225 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
62.219.137.5  |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Russi an e Sreaming Engine: TP Invalid |invalid segnent retransnssi on.
5.255.253.188 - .- - 147. 237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet  dr opped. drop 3
157.55.39.132 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
204.93.154. 211 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i Ssi
220. 255. 97. 158 | ngapore 147. 237.77. 216 |dover. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
173.252.79.112 |[lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 3
46.121.116. 206 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 3
199. 16. 156. 126 |Lhited Sates [147.237.77.216 |dover.idf.il dr op SAMrul e drop 3
66.249.65.231 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
82.166. 119. 245 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
8.37.227. 69 g”&;ymus 147. 237.77. 216 |dover. i df .1 Bl ock HTTP Non Conpl i ant Response out of state moni tor |2
Sreaming Engine: TCP Invalid i i ssi
66.249.67.122 |Wited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
190. 234. 105. 140|Peru 147. 237. 77. 216 |dover i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Russi an s -
5. 255. 253. 157 eration 147. 237. 77. 216 |dover i df .i | drop First packet isn't SN drop 2
37.140.141. 2  |Ssian 147.237.77. 216 |dover. i df . i drop Frst packet isn't SN drop 2
Federati on
199.16.156. 124 [Lhited Sates  [147.237.77.226("1" chanat z. aka. 1A 14r oy SAMrule drop 2
Sreaning Engine: TCP Invalid i i Ssi
66.249.65.231 |Wnited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
173.252.90.229 |[Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 65. 224 Bl ock 9
66. 249. 65. 231 [l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 231 B ock 4
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf . il D stributed Suspicious Response Code B ock 3
176.12.137.13 |[lIsrael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
37.140.141.2 RJSS;:Ini on 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 2
Russi an . . } . .
95. 108. 158. 152 Fati o 147.237.77.216|dover. i df .i | O stributed Suspicious Response Code B ock 2
2.54.165.202 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
} . . D stributed Unhaut hori zed LRL Access on
204.13.200. 200 |Lhited States  |147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
66.249.67.31 |Israel 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed LRL Access to wwwy chi nuch. aka. i df . il/404. htm B ock 2
] . . D stributed Unaut hori zed LRL Access on
208.184.112. 74 |Uited Sates  [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 67. 122 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 67. 122 Bl ock 1
] . . D stributed Unaut hori zed URL Access on
107.178. 194. 87 |Lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
79.178.21.180 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . il/main/ gi yus/ Bl ock 1
2.54.41.243 I srael 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Gonnection - sigal gs DoS Attack None 1
. . Unaut hori zed URL Access to
66.249. 67. 234 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
. . D stributed Uhaut hori zed URL Access on
150. 70. 173. 42 |Japan 147.237.77. 216 |dover. i df .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.67.54  |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx |B ock 1
107. 150. 43. 203 |Lhited Sates  |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to / B ock 1
5. 255. 253. 168 RJSS;:I"} o 147. 237.77. 216 |dover . i df . i | Oistributed Suspicious Response Code B ock 1
] . - Paranet er Type M ol ati on PageNumin
68.180.228. 112 |Lhited States  |147.237.77. 216 |dover. i df . il vow i df i1/ 1115- ar / dover . aspx B ock 1
66.249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwy aka. idf.il/main/ Bl ock 1
] . . D stributed Unaut hori zed LRL Access on
208.184.112.75 |Lhited Sates  |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 65. 231 |l srael 147.237.77. 216 |dover. i df .i | D stributed Suspici ous Response Code Bl ock 1
] . . D stributed Unaut hori zed URL Access on
107.178. 194. 87 |Lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . . URL is Above Root Orectory
91.229.77.64  |Wkraine 147.237.77. 216 [dover. i df . il vowvi o i1/ ../ shared/cl i entscri pts/j query/j query-1. 4.2, min. | s B ock 1
. . Unaut hori zed URL Access to
2.54. 42, 220 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ reset . css Bl ock 1
66.249. 67. 251 [l srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er 5cf 35968 in aka.idf.il/news/ None 1
. . D stributed Unaut hori zed URL Access on
66.249.67.59 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
_ m ny- kosher - kravi . i d _
107. 150. 55.53 |lhited Sates 147.237.0. 17 £l Uhaut hori zed URL Access to / Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.228. 112 |Lhited States  |147.237.77. 216 |dover.idf . il v i df i 1/1133- he/ dover . aspx Bl ock 1
. . Unknown Par anet er 4d9c6f40 in
66. 249. 67. 122 |Israel 147.237.72. 166 |aka. i df . i | v aka, i df . |/ mai n/ kapat 2/ cont act Us. aspx None 1
. . D stributed Unaut hori zed URL Access on
150.70.97.85  |Japan 147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249.75.94 | srael 147.237.76.86 navy. | df.il wane navy. i df . il /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
. . D stributed Unaut hori zed URL Access on
194. 150. 168. 79 |Ger many 147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.67.60 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. . D stributed Uhaut hori zed URL Access on
46. 166. 186. 208 [Net her | ands 147.237.77. 216 |dover. i df .il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . D stributed Unaut hori zed LRL Access on
107.178.194. 83 |Lhited Sates  [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
’ . . Uhaut hori zed URL Access to
68.180.228. 175 |Lhited States  |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9694- he/ r ef uah. aspx Bl ock 1
. . Unknown Paraneter gt; in
66.249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . |/ mai n/ r abanut / gener al . asp None 1
. . D stributed Uhaut hori zed URL Access on
150.70.97.85  |Japan 147.237.77. 216 |dover. i df .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 238 B ock 1
Russi an . . Uhaut hori zed URL Access to
95.108.158. 152 Federation 147.237.77. 216 [dover . i df . i | wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
. . Unaut hori zed URL Access to
5.175.0. 137 Ger many 147.237.77.216|dover.idf .i | vaw i df i |/ shar ed/ user cont r ol s/ header upper/ Bl ock 1
Uhaut hori zed URL Access to
66.249. 78. 137 |l srael 147.237.76.86 |navy.idf.il v navy. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navrenu/ undef i ne |Bl ock 1
d
66.249.67.71 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
] . . D stributed Unaut hori zed LRL Access on
107.178.194. 83 |Lhited Sates  [147.237.77.216 [dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Mul tiple Waut horized Method for Known URL from
79.178.21.180 |Israel 147.237.72. 166 |aka. i df . i | 29. 178. 21. 180 B ock 1
P . Uhknown Paraneter hc_l ocation in
66.249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . i |/ rai v har edi i gener al . aspx None 1
. . D stributed Uhaut hori zed URL Access on
150. 70. 173. 42 [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
95.108. 158. 171 RJSS;:Ini on 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 1
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