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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1335
204. 93. 154, 211 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover _Gon Linmt_Htps drop 23
185. 3. 144. 37 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
78.176. 131. 106 Tur key 147.237.77. 216 dover.idf.il HTTP- M SC- Acuneti x- Ur | dest - reset 4
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3
109. 198. 212. 215 Russi an Federation 147.237.76. 30 hi nush. i df.il Bl ock_Ulp Al _Nets drop 2
61.233.104. 12 Chi na 147.237. 76. 201 e atal.idf.il JLM Under At tack_Con_Tcp drop 2
115.230. 124. 164 Chi na 147.237.0. 16 ny- kasher-kravi .idf.il |Frk _Under Attack Con_Tcp drop 2
176. 123. 29. 54 Ml dova, Republic of |147.237.76.44 e.refuah.idf.il ock Np Al Net drop 1
176. 123. 29. 54 Ml dova, Republic of |147.237.76.148 gocenter. aka.idf.il Block Np All _Net drop 1
166. 62. 118. 47 Lhited Sates 147.237.76. 176 test.ncore.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

105. 107. 243. 191 Ageria 147. 237.77. 216 dover.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
58.253.96.122 |147.237.76.44 |China e.refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
219.127.4.191 |147.237.77. 212 |Japan e. dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
39.73.177.135 |147.237.0.17 |China mny-kosher-kravi .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
184.172. 196. 106|147. 237. 76. 34 |[Lhited Sates |yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
159. 8. 93. 183 147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
113.108.21.16 |147.237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
113.108.21.16 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
223.4.174. 30 147. 237. 76. 86 |Chi na navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
109. 251. 56. 171 [147.237.0.34 |lkraine tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
223.4.174.30 147. 237.76.38 |China e.eneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
69.197.167.82 [147.237.76. 147 |Lited Sates |chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
223.4.174. 30 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
46. 151. 55. 35 147. 237. 77. 121 |Wkr ai ne e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
210.117.121. 60 |147. 237.77.74 Okfrea’ REPUDI T C ) i i1 ET SCAN NVAP -sS wi ndow 4096 1
187.35.73.237 [147.237.77. 170 | azil maar achot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
159. 8. 93. 183 147.237. 77. 178 |Net her | ands e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
113.108.21.16 |147.237. 76. 201 [Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
113.108.21.16 |147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
113.108.21.16 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
223.4.174.30 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
101 18.202.20 1147 237 0.34  |chi na Cikshuv.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
223.4.174.30 147. 237. 76. 34 |Chi na yohal an.idf il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
107.77.87. 46 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 808
78.108.175.19 |Lebanon 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 771
66.249.65.224 |Wnited Sates 147. 237.77. 216 |dover .11 | €AM NG Engine: TCP Invalid |invalid segrent retransnission drop 144
Ret r ansni ssi on Packet dr opped.
208.115.113.89 |LWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 63
207.237.172.18 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 51
168.235.198. 16 |Wnited Sates 147237, 77. 216 |dover a1 |2 AM NG Engine: TP Invalid Jinvalid segnent retransnissi on. drop 36
Ret r ansni ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 28
100. 100. 120. 5 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
92. 30. 172. 254 United Ki ngdom 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 21
105. 107. 243. 191|A geria 147. 237, 77. 216 |dover. i1 |/ €3M NG Engine: TP Invalid Jinvalid segnent retransmssion. | 21
Ret r ansn ssi on Packet dr opped.
84.108.67.171 |Israel 147, 237, 76. 200 [ei tan. aka. i or o' SAM NG Engine: TP Invalid Jinvalid segnent retransnissi on. drop 20
Ret r ansni ssi on Packet dr opped.
199. 16. 156. 124 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 20
52. 33. 66. 29 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
198. 96. 223. 190 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 20
5.255.253. 157  |Russi an Federation 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 17
95.108. 158. 171 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
37.140.141.2 Russi an Federati on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
5.255. 253. 168  |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
198.58.102. 158 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
66.249. 65.238  |United Sates 147. 237, 77. 216 |dover. i i1 |/ €3M NG Engine: TGP Invalid Jinvalid segnent retransmssion. | 12
Ret r ansn ssi on Packet dr opped.
198.58.103. 102 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
95. 108. 158. 152 |Russi an Federation 147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 12
199. 16. 156. 125 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 12
162.243.73.200 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
199. 16. 156. 126 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 11
46. 19. 86. 218 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
2.54.41. 59 I'srael 147.237.72. 166 |aka i1 | €AM NG Engine: TCP Invalid finvalid segnent retransnission. | 9
Ret r ansni ssi on Packet dr opped.
189. 224. 130. 170|Mexi co 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 9
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
5.255.253. 150 |Russi an Federation 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
91. 2. 66. 59 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
5.255.253. 158  |Russi an Federation 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
185. 3. 146. 175 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
97.74.24.189 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
66.249. 65,231 |Lnited Qates 147. 237, 77. 216 |dover. i i1 |/ €3M NG Engine: TP Invalid Jinvalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
185. 3. 144. 37 | srael 147.237.77.233|ata .idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
137.52.253.56 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
141.8.142.11 Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
107.178.194.79 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
50. 87. 144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
5.255.253.170 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
85. 114. 122. 131 g";'cisgiig;a” Territory. {147, 237.77. 216 |dover. idf.il  |drop First packet ismt SWN drop 6
109. 200. 30. 168 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
185. 3. 144. 37 I srael 147.237.77.233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Acti on ‘Count
84.108.67.171 | srael 147.237.76. 200 |ei tan. aka. i df . | |10° V&Y of the Sane Response Qode (404) in Session from B ock 111
84.108. 67.171
. . Paraneter Read Qhly Molation in
37.142. 64. 47 I srael 147.237.72. 166 |aka. i df . i | vaww aka, i of . i |/ nai n/ sachar / popups/ nar ki vsachar . aspx None 15
77.66. 20. 217 Denmar k 147.237.77.216|dover. i df .i | Paraneter Type M ol ati on PageNumin ww i df .il/1395-en/ dover.aspx |B ock 6
66. 249. 65. 224  |Israel 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 224 B ock 4
2.54.137.8 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.142. 64. 47 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
2.54.152. 97 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
105. 107. 243. 191|A geria 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code B ock 2
176.12. 148. 103 |Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
5. 255. 253. 151 RJSf;;”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs oS At ack None 2
. . Unaut hori zed URL Access to
66.249. 67.242 |l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st or agel fi | es/ 7/ 63577. doc B ock 1
Syrian Arab - . Unaut hori zed URL Access to
185. 52. 234. 105 Republ i ¢ 147.237.77. 216 |dover.i df . i | v i df i 1/si p storagel files/ 9/ 16919, pf ) A B ock 1
’ . . O stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
77.66. 20. 217 Denmar k 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ati on PageNumin waw i df.il/1399-en/ dover.aspx |B ock 1
204.93.154.211 |lLhited Sates 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to / B ock 1
Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |mat pash. i df . i | wiwe cogat . i df . i 1/ usef ul i nf or mat i on/ i dkoni i pages/ 16092010masai yot |Bl ock 1
. aspx
Russi an . . L
141. 8.142. 29 eration 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Attack None 1
66. 249. 65. 39 I srael 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
96. 43. 209. 210 Lhited Sates 147.237.72. 156 |anan. i df . i | eMii | Hoarding Bl ock 1
- . D stributed Lhaut hori zed URL Access on
77.40.129. 123  |Nor way 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 65.231 [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 65. 231 B ock 1
194.72.238. 241 |United Kingdom |147.237.77.216|dover.idf.il Unaut hori zed URL Access to / B ock
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
84.108.67.171 |lsrael 147.237.76.200|ei tan. aka. i df . i| |Too Many 404: Response Code per Session B ock 1
66.249. 66. 111  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/appl e-app-site-associ ation B ock 1
141.212.122. 160|tnited Sates 147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to 147.237. 76. 30/ B ock 1
66. 249. 65. 51 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/general .aspx Bl ock 1
104. 222. 114. 161 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df . il/894-en/i df gdover . aspx B ock 1
- . D stributed Lhaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.65.231 |lsrael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wwidf.il/irag/ english/info07.asp Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
109. 65. 3. 173 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 1
40.77.167.15 Lhited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df . i1/ sachar/ def aul t. aspx B ock
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
157.55. 12. 81 Lhited Sates 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249.65.191 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to waw i df.il/appl e-app-site-association B ock 1
2.54.164. 168 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
77.66. 20. 217 Denmar k 147.237.77.216|dover. i df . i | Paraneter Type Mol ati on PageNumin vy i df.il/1393-en/ dover.aspx |B ock 1
66.249. 65. 238 [l srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 65. 238 B ock 1
’ . . O stributed Unaut hori zed URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 [dover. i df . i | v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
109. 186. 149. 159|1 sr ael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/1136- he/ at al . aspx B ock 1
50.133.62.153 [lhited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
85.93.91. 84 Ger many 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in ww aka.idf.il/main/rabanut/general . aspx |None 1
66.249. 65. 224 [Israel 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code B ock 1
107. 150. 55. 53 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed LRL Access to / Bl ock 1
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to wwnidf.il/atal 1/izkor/print_bottomasp |B ock 1
] - . SS. Lhtraceabl e Gonnection - Protocol violation
204.93.154. 211 |lhited Sates 147.237.77. 216 |dover . i df . i | (SSL CONN LI ENT FELLO) None 1
. . D stributed Lhaut hori zed URL Access on
109. 201. 154. 134(Net her | ands 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.65.33  |Israel 147. 237.77. 216 |dover . i df . i | thaut hori zed LRL Access to Bl ock 1

147. 237. 77. 216/ appl e- app- Si t e- associ ati on
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