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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

Signature

Address Country Address

167. 114. 156. 16 Canada 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot |4 132
79.180. 31. 37 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cookie drop 12
41.141. 2. 160 Mor occo 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- product 3 dest - r eset 11
109. 65. 139. 167 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
222.186. 56. 39 Chi na 147.237. 76. 86 navy.idf.il JLM Under _Attack_Con_Tcp drop 2
141.212.121.193 Lhited Sates 147.237.76. 30 hi nush. i df . il B ock_Udp Al _Nets dr op 1
108. 161. 253. 41 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il L4 Source or Dest Port Zero drop 1
176. 123. 29. 54 Ml dova, Republic of |147.237.76.38 eeneitav.idf.il B ock Np Al Net drop 1
108. 161. 253. 41 Lhited Sates 147.237.76. 198 e.yohal an.idf.il L4 Source or Dest Port Zero drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
108. 161. 253. 41 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il L4 Source or Dest Port Zero drop 1
108. 161. 253. 41 Lhited Sates 147.237.72. 167 ishurimaka.idf.il L4 Source or Dest Port Zero dr op 1
115. 239. 228. 8 Chi na 147.237.0.17 Im”y' kosher-kravi. i df.i |0y ol con Linit Htp drop 1
176. 123. 29. 54 Ml dova, Republic of |147.237.76.30 hi nush. i df .i | B ock Np Al Net drop 1
108. 161. 253. 41 Lhited Sates 147.237.76. 34 yohal an.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

At t acker Address‘Attacker O)untry|Target Addr ess |Site |S gnature

41.141.2.160 |Morocco 147.237.77. 216 |dover.idf . il 10767. HTTP. Acunetix Security Scanner Bl ock 3
41.141.2.160 |Morocco 147.237.77.216 |dover.idf . il 13465: HTTP. Apache Rol | er QAL Cormand | nj ection Wul nerability [B ock 1
69.30.215.106 |lhited Sates 147.237.72. 166 |aka. i df .i | C1000106: HTTP. naj estic bot Bl ock 1
151.80.31.141 |[italy 147.237.0.15 |kosher-kravi.idf.i|28: HITP. AnrefBot craw er Bl ock 1




11-20-2015-23:04:06 to 11-21-2015-00:04:06

|Top Attackers In |D|

Target Address ‘

A tacker
Count ry

Signature

66. 249. 66. 125 |147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
77.111. 130. 61 |147. 237. 72. 156 |Hungary J ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
68.168.137.2 |147. 237. 76. 200 |Canada eitan.aka.idf.il |ET SCAN Potential WNC Scan 5900- 5920 1
68.168.137.2 |147.237.76. 177 |Canada ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
68.168.137.2 |147.237.76.30 |Canada hi nush. i df i ET SCAN Potential WNC Scan 5900- 5920 1
68.168.137.2 [147.237.0.19 [Canada madimatal .idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
222.186.56.39 |147.237.76.198|Chi na e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
31.6.71. 154 147.237.76. 34 |Pol and yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.56.39 [147.237.76.177|Chi na ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
L ET SCAN Behavi oral Unusual |y fast Terminal Server Traffic, Potential
94.102. 49. 102 |147.237.0.35 [Netherl ands akavs. i df il ) 1
Scan or Infection
68.168.137.2 |147. 237.76. 202 |Canada e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
68.168.137.2 |147.237.76. 197 |Canada e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
68.168.137.2 [147.237.76.39 |Canada nobi | e. nei tav. i df.i |[ET SCAN Potential VNC Scan 5900- 5920 1
68.168.137.2 [147.237.0.34 [Canada tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
. L SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
66. 249. 67. 224 |147.237.72.166|hited Sates |akaidf.il _ . 1
deni al of service attenpt
31.6.71.154 147. 237.76. 177 |Pol and ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.56.39 [147.237.76.197|Chi na e. hinush.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
23.99.54.247 |[147.237.76.34 |Uited Sates [yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
168. 235. 196. 227|lhited Sates 147.237.77. 176 |nat pash. i of . i 1|dr op Frst packet isn't SN drop 351
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 153
Sreaning Engine: TQP Invalid i i ssi
66.249. 65. 224 |lhited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssi on. drop 134
Ret ransni ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 28
77.75.78. 167 Czech Republic [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 26
82.145.218. 118 |Europe 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 24
54.162. 150.242 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 22
178.63.55.202  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
37.201. 169. 254 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
Sreamng Engine: TCP Invalid Invalid segnent retransnission
41. 35. 18. 192 it 147.237.77. 216 |dover.idf.il X . ' dro 16
FvP Ret r ansmi ssi on Packet dr opped. P
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
107.170.63.50 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
77.125.120.224 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 11
41.141. 2. 160 Mor occo 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
Sreaning Engine: TCP Invalid i i ssi
157.56.0.166  |Wited Sates  |147.237.77.216|dover.idf.il 9 =g Invalid segnent retransmssi on. drop 10
Ret ransni ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 10
87.203. 103. 152 |G eece 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
Sreamng Engine: TCP Invalid Invali d segnent retransnission
41. 237. 140. 12 it 147.237.77. 216 |dover.idf.il X . ' dro| 10
FovP Ret r ansni ssi on Packet dr opped. P
Russi an e L
95. 108. 132. 166 eration 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
66.249. 65. 224 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
37.142.64. 97 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
70.210. 19. 14 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
79.176.187. 248 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 9
Russi an . . -
5. 255. 253. 168 ration 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
130.193.50.36 |Ssian 147.237.77. 216 |dover.idf.il |dr op First packet isn't SIN drop 8
’ U Federati on ) o o
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
Russi an S .
5. 255. 253. 157 eration 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
Russi an e L
95. 108. 158. 173 Feder at i on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
Sreamng Engine: TCP Invalid Invali d segnent retransnission
41.235. 80. 111 t 147.237.77. 216 |dover.idf.il X . ' dro| 8
FovP Ret ransni ssi on Packet dr opped. P
41.141.2.160 Mor occo 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
62.219. 210. 124 |l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 7
67.165. 21. 91 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
Russi an e L
130. 193. 50. 21 eration 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
82.166. 103. 178 | srael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
97.74.24. 189 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
Russi an R -
95. 108. 158. 191 Federat i on 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 6
95.108. 158. 152 |SSian 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
Federati on
Sreaning Engine: TCP Invalid i i ssi
66.249. 65. 238 |lhited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
82.80.135.16 | srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
95.108. 158. 214 |USSian 147.237.77. 216 |dover.idf.il |dr op First packet isn't SIN drop 6
) ) ' Feder ati on ) o o
78.133.226. 162 |Pol and 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Russi an R -
130. 193. 50. 18 Federati on 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
5,255,253, 179 [0S & 147.237.77. 216 |dover.idf.il |dro First packet isn't SN dro 6
) ] ) Feder ati on ’ U o P pac P
95.108. 158. 228 |USSian 147.237.77. 216 |dover.idf.il |dr op First packet isnt SN drop 6
. . . erati on . L 77. Lidf.
5,255,253, 158 |05 & 147.237.77. 216 |dover.idf.il |dro First packet isn't SN dro 6
) ] ) Feder ati on ’ U o P pac P
178. 154. 243. 114 RJSfia” 147.237.77. 216 |dover.idf.il |dr op First packet isn't SIN drop 6
. . . ration . L 77. Lidf.
Russi an . . -
95. 108. 158. 232 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6

Federation
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
. . . Unhaut hori zed URL Access to
109. 160. 151. 45 |l srael 147.237.77. 243 |nobi | e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 6
77.75.78. 167 Czech Republic |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 77.75.78. 167 B ock 5
m ny- kosher - kravi . i d
77.127.169. 8 | srael 147.237.0. 17 f Inly Dstributed I11egal Paraneter Encodi ng None 4
46. 19. 85. 47 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
2.54.41.20 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19. 86. 96 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
149. 78. 214. 133 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
. . Unaut hori zed URL Access to wwu aka.idf.il/main/giyus/ ,nknj ,m
46.120. 216. 240 |Israel 147.237.72.166 |aka. i df . i | ki nj noi ki kj ooj knj n, kj j 11114114 B ock 2
109. 160. 142. 74 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None
46.19. 86. 44 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
’ . . O stributed Unhaut hori zed URL Access on
107.178.194.79 |Wnited Sates  |147.237.77.216|dover. i df.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
79.178.148.134 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
] . . Distributed Lhaut hori zed URL Access on
107.178.194.79 |Wnited Sates  |147.237.77.216|dover. i df.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
37.26.147.206 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.181.202.52 [israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
111. 206. 116. 217|Chi na 147.237.0.19 |nadimatal .idf.il Uhaut hori zed URL Access to 147.237.0.19/1 ogi n. acti on B ock 1
46. 19. 85. 80 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
94. 32. 246. 43 Italy 147.237.77.74 [lawidf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
77.75.78. 167 Czech Republic [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp |B ock 1
66. 249. 66. 72 I srael 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unauthori zed URL Access from 66. 249. 66. 72 B ock 1
188.138.1.218 |Ger nany 147.237.72.167i shurimaka. i df . i | Unhaut hori zed URL Access to 147.237.72. 167/ B ock 1
46.120.21.75 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
84.109.71.206 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 1
40.77.167.2 Lhited Sates |147.237.72.166|aka.idf.il Unhknown Paraneter err in v aka. i df.il/giyus/kiosk/default.asp |[None 1
’ . . O stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.67.132 |[Israel 147.237.72. 166 |aka. i df . i | Unhknown Paraneter 5¢f 35968 in aka.idf.il/news/ None 1
. . Distributed Uhaut hori zed URL Access on
46.166. 190. 137 |Net her| ands 147.237.77. 216 (dover . i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
149. 78. 4. 254 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
Russi an . . Unaut hori zed URL Access to
95. 108. 132. 167 eration 147.237.77.216|dover . i df . i v i i 1/ hebr ew or gani zat | onV si gnal s/ at ar/ B ock 1
2.54.46.53 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 1
66. 249. 66. 72 | sr ael 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed LRL Access to waw cogat . i df.il/about/ nenori al B ock 1
] . . Distributed Uhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
46.120.79.170 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
41.141. 2. 160 Mbr occo 147.237.77.216|dover.idf .il Ml tiple Unauthorized URL Access from 41, 141. 2. 160 B ock
84.229.244.23 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
; . . Distributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
. . S Whtraceabl e Gonnection - Protocol violation
66.249.67.224 |l srael 147.237.72.166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
66. 249. 65.224 |lIsrael 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 1
149. 78. 103. 190 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
’ . . O stributed Unhaut hori zed URL Access on
35.0.127.52 Lhited Sates  [147.237.77.216|dover. i df .i| v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . Mil tiple Uhtraceabl e SSL Sessions from204. 93. 154. 198 (Prot ocol
204.93.154.198 [Wnited Sates |147.237.77.216|dover.idf .il viol ation (SSL GONN QLI ENT HELLO)) None 1
. . Unaut hori zed URL Access to
66. 249. 66. 75 I sr ael 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i 1/ ci vi | adnivni strat i ony nat ak/ pages/ ar bel . aspx Bl ock 1
. - Distributed Uhaut hori zed URL Access on
109. 201. 154. 225|Net her | ands 147.237.77.216|dover . i df . i v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
46.120. 216. 120 |Israel 147.237.72. 166 [aka. i df . i | Lhknown Paranet er anp; ut m canpai gn i n v aka. i df.il/ None 1
41.143.136. 199 |Morocco 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to wwidf.il/arr/ B ock 1
85. 65. 17. 228 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
’ . . O stributed Unhaut hori zed URL Access on
208.184.112.75 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.228.112 |Lnited Sates |147.237.77.216|dover.idf .il D stributed Suspici ous Response Qode B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 230  Israel 147.237.77. 216 (dover . i df . il 147. 237. 77. 216/ 1153- 9338- he/ dover . aspx B ock 1
m ny- kosher-kravi . id ing ¢ i
46.117.164.60 | srael 147.237.0.17 y Il egal Parameter Encoding %2nz7GuVL in None 1
f.il m ny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
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