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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
10.0.0.6 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 21
41.141. 2. 160 Mor occo 147.237.77. 216 dover.idf.il HTTP- M SG- Acunet i x- pr oduct 3 dest - r eset 16
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 11
100. 100. 24. 123 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7
41.141. 2. 160 Mor occo 147.237.77. 216 dover.idf.il HTTP- M SG- Acunet i x- Ur | dest - r eset 4
62. 219. 254. 22 | srael 147.237.77.216 dover.idf.il Bl ock_UWp Al _Nets drop 3
46.19. 86. 177 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 3
141. 0. 15. 239 Nor way 147.237.76. 86 navy.idf.il JLMPurple Gon Limt _Htp drop 3
141.0. 15. 239 Nor way 147.237. 76. 86 navy.idf.il JLM Under Attack Con Htp drop 2
134.147.203. 115 Ger many 147.237.76. 38 eeneitav.idf.il [Bock Np Al Net drop 2
134.147. 203. 115 CGer many 147.237.76. 38 eengitav.idf.il |Bock Udp All Nets drop 2
71.6.167. 142 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_UWp Al _Nets drop 1
62. 219. 144. 239 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
109. 67. 158. 22 | srael 147.237.72. 166 aka idf.il Invalid L4 Header Length drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action ‘Count
158. 69. 198. 82 Lhited Sates 147. 237.72. 166 aka.idf.il |Cl000106: HTTP. majestic bot B ock 1
201. 7. 49. 69 Brazil 147.237.72. 166 aka.idf.il [0361: HITP. Protected File Access (/etc/ passwd) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
202. 3.255. 8 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 336
202. 3. 255. 12 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nnmap TCP 324
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 67. 122 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
98. 119. 105. 221 147.237.0. 19 Lhited Sates madi matal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
98.119. 105. 221 147.237.0. 19 Lhited Sates madi matal .idf.il ET SCAN NVAP -f -sS 1
23.99. 54. 247 147.237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
220. 245. 240. 26 147. 237. 76. 198 Australia e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 3072 1
183. 138. 153. 82 147.237.77. 216 Qhi na dover.idf.il ET WEB SERVER Poi son NUll Byte 1
98. 119. 105. 221 147.237.0.19 Lhited Sates madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
77.109. 38. 223 147. 237.76. 148 kr ai ne gqcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
46. 151. 55. 35 147. 237.72. 156 Wkrai ne anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
31.6.71.154 147. 237. 76. 199 Pol and e. nakchal .idf .i ET SCAN NVAP -sS wi ndow 1024 1
220. 245. 240. 26 147. 237. 76. 198 Australia e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
38.111.147.88 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 86
109.67.158.22  |Israel 147.237.72. 166 |aka. i of . Streamng Engi ne: TCP Inval i d |invalid checksum Packet drop 69
Checksum dr opped.
141. 0. 15. 239 Nor way 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 60
141. 0. 15. 239 Nor way 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 57
66.249. 65.224 |Wited Sates |147.237.77.216 |dover.idf. il Streaning Engine: TCP Invalid finvalid segnent retransissi on drop 54
Ret r ansni ssi on Packet dr opped.
141. 0. 15. 239 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 52
141. 0. 15. 239 Nor way 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 41
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
100. 100. 24. 123 147.237.72. 166 |aka. i df. il dr op Frst packet isn't SN drop 32
2.54.52.160  |Israel 147.237.77. 216 |dover. i f . i1 Streamng Engi ne: TCP Inval id |imvalid segnent retransmission. | oo 30
Ret r ansni ssi on Packet dr opped.
85.130. 175. 203 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 25
85.130. 175. 203 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 25
202. 3. 255. 12 ;e;rfgsi . 147. 237. 77. 216 |dover . i df . i drop First packet isn't SIN drop 24
100. 100. 24. 123 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
202. 3. 255. 8 ;e;rfgsi . 147.237. 77. 216 |dover. i df . i1 drop First packet isn't SWN drop 24
85.130. 175. 203 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
199. 127. 226. 150|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22
188. 140. 164. 167 |Oman 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
186. 220. 52. 193 |Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
40.77.167.21  |Wwited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 16
Ret r ansni ssi on Packet dr opped.
100. 100. 24. 123 147.237.77. 234 |nal ag.i of .i 1 drop First packet isn't SN drop 12
52. 33. 66. 29 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
100. 100. 28. 185 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 12
173.252.122. 119|lhited Sates 147.237.77. 234 |hal ag.idf.il dr op Frst packet isn't SN drop 12
63. 138. 47. 66 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
87.69.216.183 |israel 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 10
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 246 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d AGK nunber aert 10
46. 19. 85. 246 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
95.108. 158. 173 g;z:;nl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
46. 19. 85. 246 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber noni tor |10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 10
46. 19. 85. 246 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid sequence nunber noni t or 10
174. 114. 23. 181 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
79.180. 207. 104 |Israel 147. 237.77. 226 ‘_"i‘"l”“ha”atz' aka 1df 1oyN At t ack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 85. 246 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
77.125.104.172 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
95. 108. 158. 232 g;z:;nl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop
82. 145. 211. 29 Eur ope 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
95. 108. 158. 214 :ZZ::FI on 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
84.201.138.8  |¥sSian 147. 237. 77. 216 |dover . i df . i | drop First packet isn't SIN drop 8
Federation
107.178.194.79 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
52.16.5. 197 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop
89.139.178.58 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
178. 154. 243. 114 :ZZ::FI on 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
5.255. 253,185 | USSian 147. 237. 77. 216 |dover. i of . i1 drop First packet isnt SN drop 6
Federation
77.170.198. 238 |Netherl ands 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
90. 184. 141. 245 |Denmar k 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
185.3.146.179 |Israel 147.237.77. 243 |nobil e. i of . Streamng Engine: TCP Invalid finvalid segnent retransnission drop 6

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
185.3.146.179 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
46. 19. 85. 170 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
87.69.216.183 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 5
176.12. 148. 123 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.21. 48 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.15. 73 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.228.128.6 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.121.198. 204 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5.175. 13. 138 Ger many 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from5. 175. 13. 138 B ock 2
41.141. 2. 160 Mor occo 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from4l. 141. 2. 160 B ock 2
68.197.228.235 |[Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 2
79.178.148.134 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176. 13. 15. 48 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
212.199.53.161 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
84.109. 214. 228 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. . Unaut hori zed URL Access to
5.28.191. 121 I srael 147.237.77. 176 |nat pash. i df . i | W cogat i df i 1/si p. st oragel i | es/ 9/ 4629, pg Bl ock 2
185. 3. 146. 193 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
5.175.13. 138 Ger many 147.237.76.42 |refuah.idf.il Mil tipl e Unauthorized URL Access from5. 175. 13. 138 B ock 2
89.139.178.58 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
204.93.154.198 |Lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to / B ock 1
84.94.37. 164 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waww aka.idf.il/nain/giyus/ Bl ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.il/newsite/ english/ main. asp/ Bl ock 1
- . Unhaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 dover . i df . | wn i df . i |/ hebr ew nakhal / kkkkkkk=42db36a0kkkkkkk 42db36a0 Bl ock !
66.249. 67.122 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 67. 122 B ock 1
. - - Unhaut hori zed URL Access to
111. 161. 127. 182|Chi na 147.237.77. 216 |dover . i df . i | Wi i df i |/ shar edl user cont ol s/ header upper / B ock 1
84.228.188.124 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
. . D stributed Lhaut hori zed URL Access on
79.178.105. 76 |Israel 147.237.72.166|aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ B ock 1
2.54.166. 199 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
199. 127. 226. 150|United States [147.237.77. 216 |dover. i df . i | WL is Above Foot Drectory = . o B ock 1
viwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js
66. 249. 78. 58 I srael 147.237.77. 170 |n@ar achot . i df . i | |naut hori zed URL Access to 147.237.77. 170/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p. st or age/ fi | es/ 7/ 3167. pdf B ock 1
94.32.246. 43 Italy 147.237.77.19 |l awforumi df. il [Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
. . Unaut hori zed URL Access to
5 175.13. 138 cer many 147.237.76. 86 [navy. i df. i wwy navy. i df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock !
; . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
84.109. 136. 206 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
. . . NULL Character in URL
183. 138. 153. 82 [Chi na 147.237.77. 216 |dover.i df . i | J engl i shi or gani zat i on/ horef r ont / honef ront 2. st nf [ #0] ] Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.67.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
149. 78. 225. 246 |l srael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/ww aman.idf.il/ B ock 1
87.68.41.94 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
41.141. 2. 160 Mbr occo 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/uj dw dxj B ock
. . Unaut hori zed URL Access to
5.22.131.91 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock 1
201. 220. 244. 136|Chil e 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to ww i df. i/ navy/ B ock 1
66.249.78.111 [Israel 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/5 Bl ock 1
66. 249. 65.224 |lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed UR. Access from 66.249. 65. 224 B ock 1
107.178.194.79 |Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1133-22461- he/ dover . aspx. B ock 1
5.175.13.138  |Germany 147.237.77. 216 |dover . i df . i | thaut hor | zed URL Access to B ock 1
wan i df . i | / shar ed/ user cont r ol s/ header upper /
77.125.93. 22 I srael 147.237.77. 216 |dover.i df .i | D stributed Whaut hori zed URL Access on vwwyidf.il/https:/wanidf.il/ B ock 1
. . DO stributed Lhaut hori zed URL Access on
149. 78. 225. 246 |l srael 147.237.72.166 |aka. i df . i | ww aka. i of i1/ htt ps: / v aka, i df i1/ B ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 67.242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
87.69.185.203 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
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