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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 124
0.0.0.0 147.237.77.216 dover.idf.il |SYNHood unverified cooki e drop 14
213. 8. 246. 166 | srael 147.237.77.216 dover.idf.il |SYNHood unverified cooki e dr op 11
100. 100. 1. 176 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 10
82. 80. 52. 207 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
46.19. 86. 136 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 6
87. 68. 60. 74 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 6
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 6
79.177.118. 199 | srael 147.237.77.216 dover.idf.il |SYNHood unverified cooki e dr op 6
85. 250. 245. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
46. 19. 85. 61 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2
168. 235. 201. 122 Lhited Sates 147.237.77. 216 dover.idf.il |Frk Under Attack Con Htp drop 1
93.173.229. 74 | srael 147.237.77.216 dover.idf.il |SYNHood unverified cooki e drop 1
91. 208. 115. 34 Lkr ai ne 147.237.76. 44 e.refuah.idf.illB ock Udp All Nets dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

79. 183. 109. 159 I srael 147.237.77. 216 dover.idf.il |CL000098: B ock - dns poi soning B ock 1
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|Top Attackers In |D|

A tacker

Target Address ountry Signature
202.3.255.12  |147.237.77. 216 gf;f:sia dover i df .il GPL SCAN nmap TCP 528
202.3.255.8  |147.237.77.216 ;F;ggsia dover. i df il GPL SCAN nmap TCP 518
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5
94.26.1.188 147. 237.77. 234 |Bul gari a hal ag.idf . i1 ET SCAN Potential SSH Scan 2
94.26.1.188 147.237.77.170 |Rul garia naar achot . i df . i | ET SCAN Potential SSH Scan 2
94.26.1.188 147.237.77. 205 |Bul gari a prisha.idf.il ET SCAN Potential SSH Scan 2
94.26.1.188 147.237.76. 177 |Bul gari a ncore.idf.il ET SCAN Potential SSH Scan 2
94.26.1.188 147.237.76. 148 |Ril garia ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
94.26.1.188 147.237.76.31 |Bulgaria nakchal .idf.il ET SCAN Potential SSH Scan 1
94.26.1.188 147.237.77. 212 |Bul gari a e.dover.idf.il ET SCAN Potential SSH Scan 1
94.26.1.188 147.237.72.14 |Rlgaria dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
94.26.1.188 147.237.77.179|Bul gari a e.nazi.idf.il ET SCAN Potential SSH Scan 1
79.181.108.91 [147.237.72. 166l srael aka.idf.il portscan: TCP Distributed Portscan 1
94.26.1.188 147.237.76. 201 |Bll garia e.atal.idf.il ET SCAN Potential SSH Scan 1
94.26.1.188 147. 237.76. 199 |Bul gari a e. nakchal .idf.il ET SCAN Potential SSH Scan 1
120.72.118.85 |[147.237.76. 147 |V et nam chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
94.26.1.188 147.237.76. 196 |Rll gari a e svivaidf.il ET SCAN Potential SSH Scan 1
104. 243. 16. 106 |147. 237. 76. 30 hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
94.26.1.188 147.237.76. 176 |Bul gari a test.ncore.idf.il ET SCAN Potential SSH Scan 1
94.26.1.188 147.237.77.235|Bll garia svivaidf.il ET SCAN Potential SSH Scan 1
94.26.1.188 147.237.76.38 |Bul garia eeneitav.idf.il ET SCAN Potential SSH Scan 1
94.26.1.188 147. 237.77. 226 |Bul gari a wan chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
94.26.1.188 147.237.72. 166 |Rll garia aka.idf.il ET SCAN Potential SSH Scan 1
88.249.106.23 (147.237.0.33 |Turkey idf.il ET SCAN NVAP -sS w ndow 1024 1
94.26.1.188 147.237.77. 178 |Bul gari a e. mat pash. i df . i ET SCAN Potential SSH Scan 1
208. 115. 113. 89 [147.237. 77. 216 |Whited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
94.26.1.188 147.237.77.61 |Bulgaria e.cogat.idf.il ET SCAN Potential SSH Scan 1
94.26.1.188 147. 237. 76. 200 |Bul gari a eitan aka. idf.il ET SCAN Potential SSH Scan 1
123. 203, 92,38 |147. 237.76.30 |Hong Kong Hrushi b il ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.26.1.188 147.237.76. 198 |BUl gari a e.yohal an.idf.il ET SCAN Potential SSH Scan 1
120. 72.118. 85 |147. 237. 76. 147 |M et nam chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
94.26.1.188 147.237.77. 243 |Ril gari a nobi | e.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Slte ‘Slgnature

168. 235. 201. 122|lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 415
Sreaming Engine: TCP Invalid i i ssi

66.249.65.224 |lnited Sates  |147.237.77. 216 |dover.idf i1 9 =g nval i d segnent retransmssi on. drop 182
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

84.109.16.143 | srael 147.237.77. 216 |dover. i df . 9 =g nvalid segnent retransnssion. drop 160
Ret ransni ssi on Packet dr opped.

84.109. 0. 86 I'srael 147.237.77.233|atal .idf.il [Bad TCP sequence i;;e”ansm't with different wndow| oo |105

205.203.135.1 |lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 102

70.199. 77. 55 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 67

107.161.8.130 |Canada 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 58

185. 3. 146. 210 |l srael 147.237.76.42 [refuah.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 41

202. 3.255.8 French Pol ynesi a [147. 237. 77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 37

202. 3.255.12 French Pol ynesi a |147. 237. 77. 216 |dover. i of . il |dr op First packet isn't SYN drop 37

46.117.126. 157 |israel 147.237.77.233|atal .idf.i1 [Bad TCP sequence i;;e”ansm't with different wndow| o ivor |34

41.33.231.90 Egypt 147.237.77. 216 |dover.i df . il [dr op SAMrul e drop 34

46.120.137. 220 |israel 147.237.76.42 |refuah.idf.i|Bad TOP sequence z;;e"ansn“ weh different wndow, ooivor |28

84.110. 108. 116 |Israel 147.237.77.233|atal .idf i1 |Bad TCP sequence S retrensmt with different wndow ooivor |26

5.255. 253, 157  |ssian 147. 237. 77. 216 |dover. i df .i1|dr op First packet isn't SIN drop 24

’ ) ) Federati on ) ) ) ’ i
37.140. 141, 2  |RSsian 147. 237. 77. 216 |dover. i df .i1|dr op Frst packet isn't SWN drop 22
Feder at i on

Sreaming Engine: TGP Invalid i i sSi

66.249.65. 238 |lited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 20
Ret ransni ssi on Packet dropped.

136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 20

213.57.132.69 |Israel 147.237.72. 166 |aka.idf.il |[SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 15
Sreanming Engine: TCP Invalid i i SSi

66.249.65.231 |Wnited Sates  |147.237.77. 216 |dover.idf.il 9 =g nvalid segnent retransmssi on. drop 14
Ret ransni ssi on Packet dr opped.

46.19. 85. 225 I srael 147.237.77. 216 |dover.i df .i | [SYN At t ack SYN -> SYN-ACK -> RST rej ect 14

198.58.103.92 |lLhited Sates 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 12

131. 137. 245. 208|Canada 147.237. 77. 216 |dover . i df .i | [dr op First packet isn't SW drop 12
Sreaming Engine: TCP Invalid i i ssi

46.19.85.165  |israel 147. 237.77. 243 |nobi l e.i df . i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.

109. 200. 30. 168 |United Ki ngdom|147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 12

162.243.199. 26 |Uhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 12

108.59.253.71 |lWhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 12

54.72.73.168 Irel and 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 12

46. 19. 85. 119 I sr ael 147.237.77. 216 |dover.idf.il[Bad TCP sequence I'nval i d ACK nunber noni t or 11

46.121.114.54 |l srael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 11

100. 100. 1. 176 147.237.77. 216 |dover.i of il [dr op First packet isn't SN drop 11

. . SYNHAK retransmit with different .

213.57.132.69 |lsrael 147.237.72. 166 |aka idf.il [Bad TCP sequence vi ndow scal e noni t or 11

46.19. 85. 119 | srael 147.237.77. 216 |[dover.i of .il [Bad TCP sequence Inval i d ACK nunber alert 11

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 10

100. 100. 46. 249 147.237.72. 166 |aka.idf.il [drop Frst packet isn't SYN drop 9
Sreaming Engine: TGP Invalid i i sSi

220.255.97.4 | ngapore 147. 237.77. 216 |dover. i df . i | 9 =g Invalid segent retransmssion. drop 9
Ret ransnmi ssi on Packet dropped.

46.19. 85. 225 I srael 147.237.77. 216 |dover.idf.il[Bad TCP sequence Inval i d AGK nunber noni t or 8

79.180.122.74 |lsrael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 8

37.26.146.250 |Israel 147.237.72. 156 |aman.idf .il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 8

87.68. 60. 74 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 8

79.179.119. 180 |lsrael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 8

46.19. 86. 136 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

82.81.128.125 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.

68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop

79.177.99.251  |Israel 147.237.77. 216 |dover.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaming Engine: TGP Invalid i i sSi

207.46.13.47  |wited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 6
Ret ransnmi ssi on Packet dropped.

5. 255,253,150 |SSian 147. 237. 77. 216 |dover. i df .i1|dr op First packet ism't SWN drop 6

Feder at i on

Sreaming Engine: TGP Invalid i i sSi

2.54.161. 2 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransnmi ssi on Packet dropped.

66. 249. 65.224 |lLhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
85. 250. 78. 130 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Mainy of the Same Response Code (404) B ock 698
176.13.0.234 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 682
176.13.0.234 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 232
85. 250. 78. 130 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 206
176.13.0.234 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 168
2.54.146. 95 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 165
85. 250. 78. 130 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (403) B ock 136
2.54.146. 95 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 107
85.65.13. 253 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 54
31.154.152.6 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 29
2.54.146. 95 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock
5.135.144. 131 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 5. 135. 144. 131 B ock
109. 186. 64. 143 [l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock
185.32.179.85 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt eh cl’rd'fz‘f? , lc‘:egpgrcy‘im e/ stchi | ddocunent s/ 1152 B ock 4
46.120.50.201 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
46.19. 85. 23 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.52.168. 14 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
87.69.109.30 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
2.54.142.176 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
41. 143. 136. 199 |Mor occo 147.237.77. 216 |dover.idf .il D stributed Whaut hori zed LRL Access on waw idf.il/arr/ B ock 3
79.177. 151. 127 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
41.143. 142. 135 |Mor occo 147.237.77. 216 |dover.i df . i | Unaut hori zed LRL Access to wwidf.il/arr/ B ock 2
79.181. 136. 208 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 2
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut hori zed URL Access from 66. 249. 65. 224 B ock 2
107.178.194. 87 |Wited Sates [147.237.77. 216 [dover . i df . i | D stri bt oc 1?;;2;2;;?&%\/2‘??22” Bl ock 2
204. 13, 200. 200 |Wited Sates [147. 237. 77. 216 |dover . i df . | D stri buted 1Lf§3“t;§g'3;ege%\gcispf” Bock 2
46.120.99.50 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 2
68.180.228. 112 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 2
84.108. 102. 179 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46.19.85.244 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.179.152.50 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.52.185. 65 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
93. 172. 187. 243 |I srael 147.237.0.17 ][nlnly kosher - kravi . id Mitiple Illegal Paraneter Encoding from 93.172.187. 243 None 2
176.13.2.209 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 2
79. 183. 149. 250 |l sr ael 147. 237.77. 243 |nobi | e. i df . i | m;ult:?r(;fzf? , ﬁegpﬁfyef;,ﬁ s/ 1 st chi | ddocument s/ 1362 B ock 2
149. 88. 206. 107 |I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
107. 178. 194. 87 |United Sates [147. 237.77. 216 |dover . i df . | e 1) 1155, 2461 el dover. aume Bock |2
46.117. 126. 157 |I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
208.184. 112. 74 |Wnited Sates [147. 237. 77. 216 |dover . i df . | D stri buted 1?;;“;;;%?3(3%\/?21;” Bl ock 1
84.110. 108. 116 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
185.3.146.210 |Israel 147.237.76.42 |refuah.idf.il 1D4§t ;isg_“t?g_dA;/h;“;Imﬁ:rdedb’?‘e:e"t‘f?; on Bl ock 1
66.249.78.51  |Israel 147.237.77. 234 |hal ag. i df . i | m"ltog(l’rs't lzsg R O > storage Bl ock 1
136. 243.92. 10 |Ger nany 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/giyus/ main/ B ock
85. 250. 131. 214 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None
80. 246.136.90 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
Mal forned URL
46.19.85.119 |Israel 147.237.77.216|dover. i df . i | _pk_i d. 20. 8af c=4c9363f 30438899f . 1448044116. 1. 1448044116. 1 |B ock 1
448044116. ;
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf .il Distributed Il1egal HITP \ersion B ock 1
79.178.192. 121 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.12.112 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249. 67. 122 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 67. 122 B ock 1
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