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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 93. 240 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |[drop 3377
66. 249. 93. 243 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 1371
80. 246. 136. 95 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 75
109. 65. 185. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 15
37.26.147.181 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 13
79.180. 110. 113 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 12
79.181.2.137 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
87.69. 246. 21 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 6
10.0.0.1 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 6
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 6
176. 13. 18. 228 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
176. 103. 109. 9 Russi an Federation 147.237. 76. 42 refuah.idf.il ock Wdp Al _Nets drop 3
2.54.30.199 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
31.194. 240. 10 Italy 147.237.77. 176 natpash.idf.il |Frk_Under Attack _Con_Tcp dr op 2
134.147. 203. 115 CGer many 147.237.76. 198 e.yohalan.idf.il [Bock Np Al Net drop 2

79. 180. 6. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
134.147. 203. 115 Cer many 147.237. 76. 200 eitan.aka.idf.il [Bock Np Al _Net drop 2
109. 67. 42. 98 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
82.221.105.7 | cel and 147.237.76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1

80. 246. 136. 248 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
43.229. 53. 89 Japan 147.237. 0. 200 du. i df.il JLMPurple Gon Linit Tcp drop 1
81.218.56. 125 | srael 147.237.77. 170 naarachot.idf.il |Bl ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

188. 19. 245. 228 Russi an Feder ation 147.237.77. 216 dover.idf.il [12580: HITP. SQ Injection (Cookie Header) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

of

202.3.255.12  |147.237.77.216 gle;fgsia dover i df il GPL SCAN nmap TCP 518
202. 3. 255. 8 147.237.77. 216 gf;fgsia dover.idf il GPL SCAN nmap TCP 508
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
176.12.145.66  [147.237.0.19 |Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Qaw 3
112. 105. 240. 15 [147.237.0.15 |[Tai wan kosher-kravi .idf.il ET K)AN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
203. 197. 205. 118(147.237.0.15 [India kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
94.26.1.188 147.237.0.33 |Bilgaria idf.il ET SCAN Potential SSH Scan 1
50. 199. 47. 92 147.237.8.28 |Lnited Sates |e.nobileks.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
190.28.129.91  |147.237. 77. 216 |Col onbi a dover.idf.il portscan: TCP Distributed Portscan 1
40, 74. 129, 98 147 237.76.31 |United Sates  |rekchal idf i1 ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TCP Distributed Portscan 1
23.99. 54. 247 147.237.0.16 [Wited Sates |ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
125. 65. 165. 215 |147. 237.76. 34 [Chi na yohal an. i df il ET SCAN Potential SSH Scan 1
923, 152 173, 103|147 237 0.33  |chi na il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
120.6.252. 114 |147. 237, 0.35  |ni na kv, i il ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
222.186.56.42 |147.237.76. 148 |Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
119. 73.228. 130 |147.237.76.86 |9 ngapore navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
210.117.121. 60 |147. 237. 76. 197 Okfrea’ REPUDI I C o hi mush. i . i 1 ET SCAN NVAP -sS wi ndow 3072 1
116. 76. 163. 238 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
203.197. 205. 118(147.237.0.15 |[India kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 2048 1
104. 243. 16. 122 |147.237.76. 42 refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.26.1.188 147.237.0.19 |Bilgaria madi matal .idf.il ET SCAN Potential SSH Scan 1
43.229. 53. 89 147.237.0.16 |Japan ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
23.99. 54. 247 147.237.8.27 |Wited Sates |e.nmadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 65. 165. 215 [147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
123122 244. 10 |147. 237 76. 86 | na ey, i df i1 ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
222.186.56.42 |147.237.76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
119. 73.228. 130 |147.237.76.86 |9 ngapore navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
222.186.56.42 [147.237.0.15 |[China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
116. 76. 163. 238 [147.237.0.35 |China akaws. i df . i ET SCAN Potential SSH Scan 1
210.117.121. 60 |147. 237. 76. 197 |08 RPUDIIC 1 i ieh ich i1 ET SCAN NVAP -sS wi ndow 1024 1




11-20-2015-19:04:08 to 11-20-2015-20:04:08

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i ssi

84.108.58.91 [l srael 147. 237. 72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. |, 234
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.18.228 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. |, ., 184
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

46.117. 105. 178 |Israel 147.237.77. 216 |dover.i of . i 9 =g Invalid segment retransmssion. |, 130
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66. 249. 65. 224 |Uhited Sates 147. 237. 77. 216 |dover i df . 9 =9 Invalid segnent retransmssion. |, ., 108
Ret r ansni ssi on Packet dr opped.

205.203.135.1 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 62
Sreaning Engine: TCP Invalid i i ssi

173.15.63.181 |Wnited Sates 147. 237.77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. |, ., 51
Ret r ansni ssi on Packet dr opped.

208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43

202. 3.255.8 French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 38

202. 3.255.12 French Pol ynesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33

190. 28.129.91 |Col onbi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 32
Sreamng Engine: TCP Invalid i i ssi

66. 249. 65. 238 |Lhited Sates 147. 237. 77. 216 |dover . i df . 9 =9 Invalid segnent retransmssion. |, ., 18
Ret r ansni ssi on Packet dr opped.

100. 100. 116. 72 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 18

190. 164. 137. 89 [Qnile 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18

109. 160. 189. 68 |l srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [reject 14

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
Sreaning Engine: TCP Invalid i i ssi

66.249.65.231 |United Sates 147. 237. 77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. |, ., 14
Ret r ansni ssi on Packet dr opped.

66.249.93.240 |Lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SWN drop 13

100. 100. 3. 176 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 13

37.26.148.156 |lsrael 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi

85.64.223.46  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 12
Ret ransni ssi on Packet dropped.

89.138. 25. 55 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

100. 100. 7. 189 147.237. 72. 166 |aka. i df .i | drop First packet isn't SWN drop 10

46. 19. 86. 158 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |9
Sreaning Engine: TCP Invalid i i ssi

50.194.92.73  |United Qates 147. 237. 77. 216 |dover . i of . | 9 =9 Invalid segnent retransmssion. |, ., 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

84.228.74.116 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 9
Ret ransni ssi on Packet dropped.

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
Sreaming Engine: TGP Invalid i i ssi

149. 78. 215. 246 I srael 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segrent retransmssion. |, 8
Ret ransni ssi on Packet dropped.

52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

87.69. 246. 21 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi

84.109.38.222 |Israel 147. 237. 77. 243 |nobi | e. i of . | 9 =g Invalid segnent retransmssion. |, 8
Ret ransni ssi on Packet dropped.

185. 3.146. 182 |Israel 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACGK nunber moni tor |7

207. 241. 229. 237|lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

100. 100. 111. 128 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7

79.176.102. 223 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7

66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

66. 249. 65.224 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7

100. 100. 48. 58 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

79.182.221.204 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

46. 19. 85. 62 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6

79.177.159. 135 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

149.78.36. 142 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 6

79.178.193.235 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi

71.168.187.90 |United Sates 147. 237.77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

37.8.89. 41 g";'cis;i'géa” Tertitoryly 47, 237. 77. 216 |dover. i o . i1 drop First packet ism't SWN drop 6

79.181. 2. 137 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

79.178.193. 235 [lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 6

109. 67.10. 179 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Inval i d ACK nunber alert 6

82. 166. 84. 92 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6

109. 67. 148. 15 |l srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
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|Top Attackers In V\AF|

Devi ce

A tacker

Country ‘Target Address |Site Sgnature Action ‘Count
176.12.145.66 |l srael 147.237.0.19 |nadimatal .idf.il 1(7)2 I\]/.';r.]ylg. ége Sane Response Code (404) in Session from Bl ock 217
176.12.145.66 |l srael 147.237.0.19 |nadimatal .idf.il EZ '\g?ylf; ége Sane Response (bde (403) in Session from Bl ock 121
176. 12. 147. 219 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 112
176. 12. 147. 219 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 107
176.13.18.228 |Israel 147. 237.76. 200 [ei t an. aka. i df . i | 100 ey S ae Same Response Code (404) Tn Session from g oo 82
149. 78. 215. 246 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 73
176. 12. 145. 66 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 58
176. 12. 147. 219 |l srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Mainy of the Sane Response Code (403) Bl ock 33
93.172.29. 147 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 20
66. 249. 65. 224 [Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 224 Bl ock 18
85. 65. 143. 113 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 9
176.13.7.211  |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
79.176.220.18 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
66.249.66.69 |Israel 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 69 Bl ock 5
66.249.66. 72 |Israel 147.237.77. 176 |nat pash. i df . i | Mil tiple Unauthorized URL Access from 66. 249. 66. 72 Bl ock 5
80. 246. 137. 87 |[lIsrael 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code Bl ock 4
183. 79. 220. 209 |Japan 147.237.77.74 [lawidf.il Mil ti pl e Unaut horized URL Access from 183. 79. 220. 209 Bl ock 4
87.60.77.143 |Israel 147.237.0.19 |nadimatal .idf.il ﬁ;”;haotr;f_??ﬂﬁ/ :ﬁ:re:;;jgxl pdat enakat qaunt i ty. aspx Bl ock 4
80. 246. 136. 246 [l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 4
46.19.85.200 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 4
37.26.146. 188 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code Bl ock 3
109. 67.42.98  |Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
84.229.161.4  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 219 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
37.26.146.236 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
93.172. 187. 243 |I srael 147.237.0.17 rrlllny kosher-kravi.idf |, . ple I1legal Parameter Encoding from93.172. 187. 243 None 3
41. 143. 142. 135 |Mor occo 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wanidf.il/arr/ Bl ock 3
85. 250. 78. 130 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
109.64.15.40 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66. 249. 65. 238 [l srael 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 238 Bl ock 3
109. 64.15.40  |Israel 147.237.77. 243 |nobi l e. i df . i | m;”f:(:r(;leef /gegpgf;tzm O oo/l st chi | cdocurent </ 1152 Bl ock 2
46.19. 86. 76 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
85. 250. 192. 246 [l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from85.250.192. 246 |B ock
79.178.183.4  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
107.178.194. 83 [Uited Sates [147.237.77. 216 |dover . i df . i | D stri butec lT;;f;gé;g?ﬁeﬁvﬁffsp;” Bl ock 2
68.180. 228. 112 [Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code Bl ock 2
84.108.51.172 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
87.69.81.207 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
85. 64. 21. 10 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
85.65.25.145  [Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 2
80.246.137.2 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
84.111.139.85 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
79.181.20.189 |Israel 147.237.76.42 |refuah.idf.il ﬂ?ﬁ;g;r;éefzﬁlg‘;ife;/"r st css Bl ock 1
208.115.113.89 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 1
46.120.99.50 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
31.210. 186. 138 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249. 67. 234 |israel 147.237. 72. 166 |aka. i df . i | e et hor gziefu;%eﬁgfgf_saggx B ock 1
179. 24. 126. 156 |Wr uguay 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Code Bl ock 1
66. 249. 65. 238 [l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewing. asp |B ock 1
66.249.65.51 I srael 147.237.0.34  |ti kshuv.idf.il phact hor] zed. LR nfglcjj; ;e%er o a5 Bl ock 1
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