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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 93. 216 Lhited Sates 147.237.77. 233 atal.idf.il |TQP handshake viol ation, first packet not syn drop 5732

66. 249. 93. 224 Lhited Sates 147.237.77. 233 atal.idf.il |TGP handshake viol ation, first packet not syn dr op 4510

66. 249. 93. 220 Lhited Sates 147.237.77. 233 atal.idf.il |TQP handshake viol ation, first packet not syn drop 1337
167.114. 156. 16 Canada 147.237.77. 216 dover. i df.il|DC5- Tool - Swi t chbl adG dest - r eset 3
10.0.0.1 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 2

37.26. 149. 228 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2
84.228. 209. 146 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 2

188. 120. 148. 138 | srael 147.237.77.216 dover.idf.il|SYN Hood unverified cookie dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action |Count |
66. 249. 65. 224 Lhited Sates 147.237.77.216 |dover.idf.il| [C1000108: HITP. Trying to | ocate existing FQkeditor B ock 1
192.116. 130. 156  [Israel 147.237.72.166 |aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count|
202. 3.255. 8 147. 237. 77. 216 |French Fol ynesi a dover.idf.il GPL SCAN nmap TCP 520
202. 3. 255. 12 147.237.77. 216 |French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 518
176.12. 145. 66 |147.237.0.19 |lIsrael madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw |5
195. 34. 150. 18  |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.102. 9. 28 147.237.72. 167 |lhited Sates i shuri maka.idf.il ET SCAN NVAP -sA (2) 2
222.186.190. 71 |(147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
91.201. 236. 113 |147.237. 76. 202 |Wrai ne e halag.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
81.31.244. 14 147.237.77.212 |Iran, Islanic Republic of|e. dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
74.117.209. 135 |147.237.77.227 |Wited Sates e. hamaz. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
222.186.190. 71 (147.237.0.16 |China ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
188.214.128. 12 |147.237.76.42 |Ronani a refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 113 |147. 237. 76. 202 |krai ne e.halag idf.il ET SCAN NVAP -sS wi ndow 1024 1
81.31. 244. 14 147.237.77.212 |iran, Islanic Republic of|e. dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
74.117.209. 136 |147.237.77.227 |Lnited Sates e hamaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
37.240.42.157 |Saudi Arabia |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 105
66.249.65. 224 |United Sares [147. 237,77, 216 |dover it i1 [ @M NG Bngine: TP Invalid invalid segrent retransnission drop 88
Ret ransm ssi on Packet dr opped.
199.30.25.244 |wnited Sates [147.237.77. 216 |dover. i of .il Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnissi on drop 60
Ret r ansn ssi on Packet dr opped.
66.249.93.216 |lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 52
80. 12. 35. 95 France 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 42
66. 87. 122. 82 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 38
202. 3. 255. 8 g)le;‘rfgsi . 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 37
202. 3. 255. 12 g)lemh . 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 37
ynesi a
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
100. 100. 127. 240 147.237.72. 166 |aka. i df .i | dr op FHrst packet isn't SN drop 33
2.54.154. 248 | srael 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 25
100. 100. 87. 240 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 23
199. 36.184. 225 |lhited Sates |[147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 22
200. 115. 154. 235|Panana 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
66. 87. 66. 51 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 18
66.249.78.37  |Wnited Sates |147.237.77.234 |halag.idf.il Streaning Engine: TCP Invalid  invalid segnent retransmssion drop 16
Ret r ansni ssi on Packet dr opped.
79.158.108.255 [Sain 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
178.135.117. 70 |Lebanon 147.237. 77. 216 |dover . i df . Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 14
Ret r ansni ssi on Packet dr opped.
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
109. 200. 30. 168 E?ir:;gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
199.30.24.241 |lhited Sates |147.237.77.216 |dover.idf.il Streamng Engi ne: TCP | nvalid  linvalid segnent retransnission drop 12
Ret r ansn ssi on Packet dr opped.
109. 67.188.40 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 12
89.138.205. 47 |Israel 147. 237, 72. 167 i shurimaka i of || €M NG Engi ne: TCP Invalid finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
109. 67. 188. 40 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 12
199. 16. 156. 124 |Lhited Sates [147.237.77.216 |dover.idf.il dr op SAMrul e drop 11
89.139. 185. 67 |[Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 10
178.135. 117. 68 |Lebanon 147. 237. 77. 216 |dover. i of . i1 Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 10
Ret r ansm ssi on Packet dr opped.
199. 16. 156. 126 |lhited Sates |[147.237.77.216 |dover.idf.il dr op SAMrule drop 10
89.139. 185.67 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 10
199. 16. 156. 124 |Uhited Sates [147.237.77.74 (lawidf.il drop SAMrul e drop 9
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 8
80.12. 35. 95 France 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
80.12.35.95 France 147.237.77. 216 |dover.idf .i Bad TCP sequence Invalid sequence nunber noni t or 8
100. 100. 102. 129 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 8
79.178.194.52 |lsrael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
2.54.189. 232 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
213.57. 202. 27 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
77.66. 20. 217 Denmar k 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
87.68. 62. 233 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
79.176.207.70 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
37.236.140.91 |lraq 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
79.177.159. 135 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
79.177.5.187  |israel 147. 237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
93.173.33.21 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
89. 138. 25. 55 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
198.17.111. 194 |lLhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 5
100. 100. 26. 228 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 5
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
176.12. 145.66 |l srael 147.237.0.19 |nadimatal .idf.i I‘;Z'\f;nylg ége Same Response (pde (404) in Session from B ock 346
176.12.145.66 | srael 147.237.0.19 |nadimatal .idf.i Bcél\lgnylfé ége Same Response (bde (403) in Session from Bl ock 180
176.12.145.66 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 111
80. 246. 136. 191 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 22
66. 249. 66. 69 I srael 147.237.77. 176 [mat pash. i df . il  |Miltiple Unauthorized UR. Access from 66.249. 66. 69 Bl ock 19
89. 138. 28. 50 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 12
66. 249. 66. 72 | sr ael 147.237.77.176 |mat pash. i df . il |Miltiple Wnhauthorized UR. Access from 66.249. 66. 72 B ock 11
66. 249. 66. 75 I srael 147.237.77.176 [mat pash. i df . il  |Miltiple Unauthorized UR. Access from 66.249. 66. 75 Bl ock 9
77.66. 20. 217 Denmar k 147.237.77. 216 |dover. i df . i | D stributed Suspici ous Response Code Bl ock 5
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response Qode B ock 4
85. 64. 19. 137 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
37.26.146.236 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
2.54. 43. 160 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
176.13.19. 75 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
79.177.50.183 | srael 147.237.77.74 |lawidf il mﬂt:\zri'dzf?l”Lﬂnasgglefsh;?moceme” e B ock 2
2.52.42.234 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
107.178.194.83 [Uited Sates  [147.237.77. 206 |dover i df i1 | 100 UL BN TR eeess on B ock 2
66. 249. 65. 51 I srael 147.237.0.34 |tikshuv.idf.il |Unauthorized LR Access to tikshuv.idf.il/main/giyus/ general . aspx B ock 2
46.120. 236. 193 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/val tam B ock 2
183. 79. 220. 209 |[Japan 147.237.77.74 |lawidf.il Mil ti pl e Wnaut hori zed URL Access from 183. 79. 220. 209 Bl ock 2
2.54.38.119 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
37.26.149.216 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
93.173. 253. 202 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df .il/natash Bl ock 2
79.181.152.78 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
109. 67.188. 40 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs DS Atack None 2
84.228.10. 72 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
208.184.112.75 |Uited Sates  [147.237.77.216|dover . idf il [P o0 oHed 1?;;}:;;5?&%\2???;{;” Bl ock 2
5.20.19.134  [israel 147.237.0.19 [madi matal . i df . i [ hort 2o UL gﬁ:re:dslzatj(;x/ it enalt Gaunt £y, asx Bl ock 2
66. 249. 65. 48 I srael 147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to tikshuv.idf.il/main/sachar/klali.aspx B ock 1
46.19. 85. 26 I srael 147.237.77. 216 |dover.idf . il Abnormal |y Long Request met hod B ock 1
204.13.200. 200 [Whited Sates  |147.237.77. 216 |[dover. i df il Distributed thauthorized UL Access on B ock 1

waw i df . i | /1133- 22638- he/ dover . aspx.
. . D stributed Unaut hori zed LRL Access on
66.249.67.234 [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1

Unaut hori zed URL Access to

66.249. 65. 237  |Israel 147.237.77. 216 |dover . i df .il 147. 237.77. 216/ 1133- 14276- he/ dover . aspx B ock 1

46.117.7. 94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . D stributed Whaut hori zed URL Access on

213.57.206.3  [Israel 147.237.77.233atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1

77.66. 20. 217 Denmar k 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 77.66. 20. 217 B ock 1

8. 37.230. 44 érnoc;r;ynnus 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww idf.il/shael, idfspokeperson B ock 1
. ] D stributed Unhaut hori zed URL Access on

178.135.117.68 [Lebanon 147.237.77. 216 |dover.idf .il vaw i i | /894- en/ i dff gdover . aspx Bl ock 1

149. 88. 206. 107 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
. . D stributed Uhaut hori zed URL Access on

66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1

46. 19. 85. 26 I srael 147.237.77. 216 |dover . i df . i | Mal for med URL B ock 1

207.253.84.7  |canada 147.237.77. 216 |dover . i df . i | Distributed thaut hori zed URL Access on B ock 1

waw i df . i |/ 894-en/i df gdover. aspx
79.177.118.88 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka.idf.il/main/giyus/ B ock 1
68.180.228.112 [lnited Sates 147.237.77. 216 |dover.idf . il D stributed Suspicious Response Code B ock 1
2.52.43.88 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None

] . . D stributed Uhaut hori zed URL Access on

107.178.194. 87 |Uited Sates 147.237.77. 216 |dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1

84.95.207.244 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1

213. 239. 211. 141|Ger many 147.237.77.176 [mat pash. i df . i|  |Uhauthorized URL Access to 147.237.77.176/robots. t xt Bl ock 1

77.127.158.102 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1

173.162.34.45 |Uhited Sates 147.237.0.19 |[madi matal .idf. i [Wauthorized LR. Access to nadi matal .idf.il/] B ock 1
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