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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
185. 120. 126. 39 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 128
84.108. 97. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 12
204. 93. 154. 198 Lhited Sates 147.237.77. 216 dover.idf.il JLMDover Con Limt Htps drop 11
93.172. 60. 174 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - reset 2
77.125.138. 22 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
79.183.111. 154 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
5.22.134. 155 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
46.19. 86. 233 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
89. 163. 148. 203 Ger nany 147. 237. 76. 199 e.nakchal .idf.il |Block Udp All Nets drop 1
89. 163. 148. 203 Ger many 147. 237. 76. 200 eitan.aka.idf.il [B ock Up Al Nets drop 1
198. 20. 69. 98 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Addres tacker Qountry Target Address |Site |Sgnal ure Devi ce Action |Count |
64.31.44.3 Lhited Sates 147.237.77.233 |atal .idf.i| |3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 16
41.107.15.142 |Ageria 147.237.77.216 |dover.idf.il]|Q91: HITP. Access to - adnmin. asp B ock 12
41.107.15.142 |Ageria 147.237.77.216 |dover.idf.il|@23: HITP. adnministrator in WR Per it 2

5. 10. 68. 254 Net her | ands 147.237.76.42 |refuah.idf.i[20085 HITP. Miebl ackcat Security Scanner Initial Request |Bl ock 1
84.184.221.178 |Ger many 147.237.72.166 |aka.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 1
5.10. 68. 254 Net her | ands 147.237.76.42 |refuah.idf.i[20086: HITP. Mi ebl ackcat Security Scanner B ock 1
178.214.84.54 |Palestinian Territory, Qrcupied|147.237.77.216 |dover. i df.i||5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

41.107. 15. 142 147.237.77. 216 Ageria dover.idf.il |Admin | ogin page scan - Havij 24
64.31.44.3 147.237.77. 233 Lhited Sates atal.idf.il |SQ Injection - Select From 18
41.107.15. 142 147.237.77. 216 Ageria dover.idf.il |SERVER- WEBAPP adni nl ogi n access 7
41.107.15. 142 147.237.77. 216 Ageria dover.idf.il |SERVER WEBAPP | ogi n. ht m access 4
41.107. 15. 142 147.237.77. 216 Ageria dover.idf.il |SERVER- WEBAPP admi n. php access 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
178.214. 84. 54 147. 237.77. 216 Pal estinian Territory, Grcupied dover.idf.il |SQ Injection - Select From 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
41.107.15.142 |Ageria 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 726
Sreamng Engine: TCP Invalid i i ssi
109.64.2.162  |Israel 147. 237. 76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. g 321
Ret ransn ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
66. 249. 65. 224 |United Sates 147. 237. 77. 216 |dover. i cf . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 76
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.39. 125 |israel 147.237.76. 200 |6 tan. aka i df .i 9 =g Invalid segnent retransmssion. g 57
Ret ransn ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
5.29.146.156 |l srael 147. 237. 77. 216 |dover . i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 56
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
199.30. 24. 241 |Wited Sates 147. 237. 77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. g 40
Ret ransn ssi on Packet dropped.
202.3.255.12 French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 38
202. 3.255.8 French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 31
109. 200. 30. 168 |Uni t ed Ki ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
46.19.85.219 |[Israel 147.237.72. 166 |aka. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 22
100. 100. 87. 240 147.237.72. 166 |aka. i df . i dr op First packet isn't SYN drop 21
208. 115.113. 89 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
Sreamng Engine: TCP Invalid i i ssi
131, 253. 25. 164 |United Sates 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. 18
Ret ransn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.125. 113. 139 |I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 18
Ret ransni ssi on Packet dropped.
46. 19. 85. 76 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
37.6.242.153 |Geece 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
173.68.98. 15 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
77.66.20.217 Denmar k 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
79.178.135. 33 |[lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
46.120.17. 132 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
Sreamng Engine: TCP Invalid i i ssi
46.19.85.76  |Israel 147.237.77. 216 |dover i df .| 9 =g Invalid segnent retransmssion. g 12
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
131. 253. 25. 224 |United Sates 147. 237. 77. 216 |dover. i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 12
Ret ransnm ssi on Packet dropped.
o SYN+tACXK retransmt wth .
82.166. 69. 218 |l srael 147. 237.72. 156 |aman. i df .i | Bad TCP sequence gifferent v ndow scal e moni tor |11
100. 100. 26. 20 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
s SWNretransnmit wth different .
212.179.225.1 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e monitor |10
reanming BEngine: TCP Invali i i ssi
2.54.25. 28 I srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
46.19.85.120 |Israel 147. 237.77. 216 |dover. i of . 9 =g Invalid segnent retransmssion. g 9
Ret ransn ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
92.247.181.29 |Bugaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
76.10.175.66 |Canada 147.237.77.74 |lawidf.il dr op SAMrul e drop 8
100. 100. 49. 23 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SN drop 8
100. 100. 10. 227 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 8
46. 121. 254. 160 |1 srael 147.237.77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
37.201. 169. 254 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
83.168.248. 11 |Sweden 147.237.77. 233 |atal .idf.il drop SAMrule drop 8
188. 227. 239. 94 2’5&';’15‘” Territory,ly 47, 237. 77. 216 |dover. i df .i drop First packet isn't SIN drop 8
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
109. 67. 125. 20 |l srael 147.237.0.34 |[tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
41.185. 31. 40 South Arica 147.237.77.74 |lawidf.il drop SAMrul e drop 8
46.19. 86. 42 I srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
79.182.61.99  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
107.212. 12. 210 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
123. 136. 106. 58 |Mil aysi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
80. 246. 136. 220 |I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
46.19.85.12  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126. 15 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dropped.
46.19. 85. 74 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber moni tor (6
100. 100. 26. 20 147.237.76. 42 |refuah.idf.il dr op First packet isn't SYN drop 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site dgnature Action ‘Count
41.107.15.142 |Ageria 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 41.107. 15. 142 B ock 213
2.52.165.141  |Israel 147.237.0.19 |nadimatal .idf.il Too Mny of the Sane Response Code (404) in Session from g o\ 119
2.52.165. 141
2.52.165. 141 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 85
41.107.15.142 |Ageria 147.237.77.216|dover.i df .i | Mil tipl e Admin Bl ocking from 41.107. 15. 142 Bl ock 77
41.107.15.142 |Ageria 147.237.77. 216 |dover.i df .i | PHP Att enpt B ock 54
176.13.12. 251 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 27
77.66. 20. 217 Denmar k 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 19
5.29.177.176  |israel 147.237.72. 166 |aka. i df . i | Mi tiple thauthorized Method for Known UR. from B ock 19
5.29.177.176
79.182.39.182 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 15
66. 249. 66. 69 | sr ael 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 66. 69 B ock 11
66. 249. 66. 72 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut horized LRL Access from 66. 249. 66. 72 B ock 6
66. 249. 66. 75 I srael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 75 B ock 5
77.66. 20. 217 Denmar k 147.237.77. 216 |dover.i df . i | Mul ti pl e Unaut hori zed URL Access from 77.66. 20. 217 B ock 4
2.52.53.138 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.176. 163. 180 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 102 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
68.180.228.112 [lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code B ock 3
176.12. 148. 103 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 56 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 65.211. 92  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
] . . D stributed Unhauthori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
] . . D stributed Lhaut hori zed URL Access on
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df i |/ 994- 8613- hel navy. aspx. aspx Bl ock 2
] . . D stributed Unauthorized URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 2
46.19. 86. 94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
109. 160. 196. 53 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock
; . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . il v i df i | / 1133 22638- hel dover . aspx. Bl ock 2
. . D stributed Lhaut hori zed URL Access on
87.69. 41. 177 I srael 147.237.72. 166 |aka. i df . i | weaka, i i1/ufi/reaction B ock 2
79. 180. 20. 95 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
176. 12. 146. 197 |Israel 147.237.0.19 |madimatal .idf.il D stribut ed Suspi ci ous Response Code B ock
’ . . D stributed Unauthori zed URL Access on
107.178.194.83 [Whited Sates 147.237.77. 216 [dover. i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
79.176.195. 154 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
Pal esti ni an . . ) . o
178.214.84.54 |~ tory, Guoupi ed 147.237.77.216|dover.i df . i | D stributed Suspicious Response Code B ock 2
84.229.133.169 |[lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
2.54.25.28 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
176.13.9.0 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock
Dstributed Paraneter Read Qnly Mol ation
85. 64. 40. 146 I srael 147.237.72. 166 [aka. i df . i | wa aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai re. as |None 1
pX par anet er
79.178.182. 1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.120.73.154 [israel 147.237.72. 166 |aka. i df . il v aka. i o . i |/ i v Sachar/ r equest . aspx None 1
Dstributed Parameter Type Mol ation on
173. 68. 98. 15 Lhited Sates 147.237.77. 216 |dover.i df .i | waw i df . i1/ 1038- en/ dover . aspx par anet er B ock 1
ct| 00$ont ent Pl aceHbl der 1$t xt Eaii |
109. 65.178.68 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
2.54.47.112 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Attack None 1
66.249.67.122 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df .il/programer. asp Bl ock 1
. . Unhaut hori zed URL Access to
206. 248. 183. 163|Canada 147.237.77. 216 |dover . i df . i | Wi i df i 1/ newsi t e/ engl i Sh/ nai n. asp B ock 1
84.108.63.42  |Israel 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized LR Access on B ock 1
v i df il /https: /v df.il/
62. 25. 16. 234 Net her | ands 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock
37.59.62.43 France 147.237.77. 216 |dover.i df . i Unaut hori zed HTTP Met hod B ock
109. 64. 153.59  |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
. - Unhaut hori zed URL Access to
66.249.67.250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |nat pash. i df . i | wwy cogat . i df . i |/ useful i nformation/idkoni i pages/ 19-25.09. 1 |B ock 1
0. aspx
m ny- kosher - kravi . i ing - : i
46.120. 142. 235 |Israel 147. 237.0.17 my Doubl e LRL Encoding - paranmeter: Feturnurl in B ock 1
df.il m ny-kosher-kravi .idf.il/tenpl ates/ | ogi n. aspx
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