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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
69.171. 228. 120 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 450
2.54.134.94 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 90
176. 13. 15. 98 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 10
100. 100. 107. 74 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 9
185. 3. 144. 137 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cookie drop 5
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4
87.69. 197. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
84.109. 100. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3

5. 29. 86. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
85. 250. 220. 53 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
217.132. 89. 206 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
85. 64. 21. 229 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
198. 20. 69. 98 Lhited Sates 147.237.76. 199 e. nakchal .idf.il|B ock_Udp All Nets drop 1
93.172.62. 73 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

202. 3.255. 8 147.237.77.216  |Rench Fol ynesia dover.idf.il GPL SCAN nmap TCP 304
202. 3. 255. 12 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 298
66. 249. 78. 31 147.237.77. 226 Lited Sates wi chanat z. aka. i df .i | ET SCAN NVAP -sA (2) 2
74.117.209. 135 147.237.76. 34 Lhited Sates yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.182. 170. 38 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
182. 109. 161. 131 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
182. 109. 161. 131 147.237.0. 19 Chi na madi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61.182. 170. 38 147. 237.76. 197 Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
182. 109. 161. 131 147.237.0. 35 Chi na akavs. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
37.26. 146. 186 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 408
Sreaming Engine: TCP Invalid ' i Ssi
66.249.65. 224 |Lnited Sates |147.237.77. 216 |dover.idf i1 9 =g nval i d segnent retransmssi on. drop 164
Ret ransm ssi on Packet dr opped.
66.87.117. 80 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 69
88.227.97.176  |Turkey 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 53
37.26.146. 187 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
202. 3. 2565. 8 French 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SN drop 38
Pol ynesi a
202.3.255,12 |7 .eneh 147.237.77. 216 |dover.idf.il  |dro First packet isn't SN dro 37
e ) Pol ynesi a ) T o p pac P
213.57.139.98 |lsrael 147.237.0.19 |nadimatal.idf.i|SYN Al t ack SYN -> SYN-ACK -> Ti neout rej ect 37
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 36
50. 153. 146. 200 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 27
84.242.121. 62 gg}%ﬂc 147.237.77.216 |dover.icf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 27
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 24
100. 100. 87. 240 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 23
100. 100. 122. 42 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22
100. 100. 101. 107 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
31.186. 228. 31 LK*i"rf:gom 147.237.77. 216 |dover.idf.il  |drop First packet isnt SWN drop 22
Lhited S -
31.186. 228. 57 Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
ream n ine: TCP Invali i i ssi
79. 181. 100. 157 |Israel 147. 237.72. 166 |aka i df . i | Streaming Engi ne: TCP alid  finvalid seqnent retransnissi on drop 18
Ret ransm ssi on Packet dr opped.
213.57.129.8 | srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 17
213.57.129.8  |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SIWAK retransmt with different | oonvor 17
wi ndow scal e
100. 100. 127. 240 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 17
31.186. 228. 32 LK*i"rf:gom 147.237.77. 216 |dover.idf.il  |drop First packet isnt SWN drop 15
100. 100. 120. 7 147.237.72. 156 |aman. i df . il dr op Frst packet isn't SWN drop 14
213.57.143.80 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 14
208.115.111. 73 |lhited Sates [147.237.72.166 |aka.idf.il dr op SAMrul e drop 12
Lhited S -
31.186. 228. 95 Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
100. 100. 33. 240 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 12
31. 186. 228. 60 U_1| ted 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
Ki ngdom
Sreamng Engine: TCP Invalid i i ssi
199. 30. 24. 2 Lhited Sates |147.237.77.216 |dover.idf. il 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
100. 100. 107. 74 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
198.58.103.91 ([Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
100. 100. 61. 147 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 12
100. 100. 101. 107 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 11
Lhi ted S .
31. 186. 228. 58 Ki ngdom 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
216.223.27.54 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 9
Sreaning Engine: TP Invalid i i Ssi
50.153. 146. 200 |Uited Sates |147.237. 77. 216 |dover. i df i 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
173.252.89.58 [lnited Sates [147.237.0.34 |[tikshw.idf.il |drop First packet isn't SYN drop 8
31.186. 228. 94 U_1| ted 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
Ki ngdom
149.78.131.40 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
173.252.89.55 |[Uhited Sates [147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SWN drop 8
84.111.110. 211 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
Sreamng Engine: TQP Invalid i i ssi
66.249.78.37  |Wited Sates |147.237.77.234|halag.idf.il 9 =g nvalid segnent retransmssion. drop 8
Ret r ansm ssi on Packet dr opped.
66.249. 64.221 |l srael 147.237.76.42 |refuah.idf.il |drop SAMrule drop
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop
31.186. 228. 93 U_1| ted 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
Ki ngdom
80. 246. 133. 248 || srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 7
80. 230. 25. 247 [ srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different | oo |7
wi ndow scal e
80. 246. 133. 248 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 7
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site dgnature Acti on ‘Count
46.19.86.230 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 393
77.126. 164. 115 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 335
84.111.126. 27 |[Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 268
46.19.85.158 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 133
77.126. 164. 115 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (403) B ock 122
84.111.126. 27 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 113
46.19.86.230 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 107
77.126. 164. 115 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 107
46.19.86.230 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (403) B ock 94
46.19.85.158 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 69
84.111.126.27 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (403) B ock 61
46.19.85.158 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Mainy of the Sane Response Code (403) B ock 24
109. 160. 172. 56 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 18
85.65.230.24 |Israc 147,237,017 [ V- KOSNOT-KIaVL- T fparaneter Type Molation _BEAIDIMONIn - o Bock |7
46. 120. 142. 235 |1 srael 147.237.0. 17 g::n.]ﬂ kosher-kravi.i | @ pted I1l1egal Parameter Encoding None 6
77.126.62.170 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
Pal estini an ) ) Unhaut hor i zgd u1 Access to

217.78.63.150 | tory, Gecupi ed 147.237.77. 176 |mat pash. i df . i | www. cogat . i df . i I/ tenpl at es/ homepage/ ww. yout ube. cori v/ 3g51 (B ock 4

ei 5nuhg
2.52.53.138 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 4
46.19.86.109 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.142.159. 13 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.181.48.190 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
199. 30. 25. 114 |Lhited Sates 147. 237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock 3
46.19.86.9 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.111. 115. 134 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
79.178. 161. 229 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
149. 78. 250. 223 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
80. 246. 137. 167 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
107.178.194. 83 |Li ted Sates 147. 237.77. 216 |dover . i df . i | D stri utec ﬁgaé’fggzgfﬁeﬁvﬁ‘ff;pﬁn Bock 2
87.69.193.30 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Gode B ock
84.95.255. 154 |Israel 147.237.77. 170 |n@ar achot . i df . i | g;“;:gtif?. ﬁpg“’lcf‘ﬁsest/g/ 106455, pef Bock |2
204. 13. 200. 200 |Uhited Sates 147.237.77. 216 |dover . i df . | e 1) 1155, 23650 el dover. aue Bock |2
107.178. 194. 87 |Uited Sates 147.237.77. 216 dover . i df . | D stri butec llf;;_tggégg?ﬁe%v:‘fisp;” Bock |2
68.180. 228. 112 |Lhited Sates 147.237.77.216|dover . i df . i Distributed Suspicious Response Code B ock
84.109. 115. 60 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
85.65.239.24 |Israel 147.237.0.17 $ niyl- kosher-kravi.i 1. i hed Illegal Paraneter Encoding None 2
77.127.232. 165 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.179. 66. 166 |l srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to mobile.idf.il/ufi/reaction/ B ock 1
46. 185. 221. 230 |Jordan 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df.il/xmrpc. php B ock 1
208.115.113. 89 |Lhited Sates 147.237.76.31 [nakehal .idf . il mu;;gr:;lz.%fﬁ/ﬁ;f; ;;)/ shar ed/ user cont r ol s/ header upper/ B ock !

Unknown Par anet er
5.29.230.171 |lsrael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1

wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66.249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | Lhknown Paranet er pop in wwy aka. i df . il/nmai n/ hore/ None 1
66.249. 65. 223 |Israel 147. 237.77. 216 |dover . i df . i | e e ipeeess 1o aspx Bock |1
213.57.247.46 |Israel 147.237.76.42 |refuah.idf.il ﬂ?”;g;’ r;éefzf;gﬁ:e&or sset . css Bl ock 1
46.120. 142. 235 |I srael 147.237.0.17 g; n|yl kosher -kravi .| ?ﬁ;’[ Eo;j:ér _Tf;’\j’ii _”igdf'_ ﬁ?ﬂiﬁiéﬁ% E_Ualsp;” B ock 1
204. 13.200. 200 |Wited Sates 147.237.77. 216 |dover . i df .i | mzid?f'ti Tc: lLfs"";_tgg;gfﬂeﬁvi‘;‘fispﬁ” Bock |1
79.176.20.194 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
69.243.91.188 [Lhited Sates 147.237.77. 216 |dover . i df . i | Enail collector robots 14 B ock 1
46.19.85.165 |Israel 147.237.72. 167 i shurimaka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mvde None 1
66.249.66.72 |[lIsrael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 72 Bl ock 1
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