11-20-2015-15:04:06 to 11-20-2015-16:04:06

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il
M nadimatal .idf.il
Meitan aka.idf.il
M aka.idf.il
M anan.idf.il
M atal.idf.il
[ refuah.idf.il
M nobile.idf.il

i shurimaka.idf.i
M tikshuv.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

5004

W 2.54.4.153
30071 46.19. 86. 226
I 37.26. 147. 147
: 65. 55. 210. 129
Nurber 2001 Il 66. 249. 64. 233
Att(z\cks M 2.54.48. 110
[ 41.33.231.90
MW 202. 3. 255. 12
202.3.255. 8
W 66. 249. 93. 192

Top Attackers



11-20-2015-15:04:06 to 11-20-2015-16:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature Device Action |Count|

66. 249. 65. 37 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 2729
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2663
80. 246. 136. 3 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 18
109. 64. 20. 128 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 5
46.19. 86. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
164. 39. 70. 18 Unit ed Ki ngdom 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 2
100. 100. 34. 71 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1

46. 19. 85. 29 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
118. 238. 34. 128 Japan 147. 237. 76. 200 eitan aka. idf.i|B ock Udp All Nets drop 1
92.47.120. 176 Kazakst an 147.237.76. 30 hinush.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

A tacker ’étuictkf; ’Target Address |Site ’S’ gnature

94. 242.228. 108 |Luxembour g 147.237.77. 216 |dover . i df . i[5141: HTTP. Sgl map HTTP Request B ock 1
109. 163. 234. 4 |Ronani a 147.237.77.216|dover . i df . i[5141: HTTP. Sgl map HTTP Request Bl ock 1
66.244. 148. 225 |Wnited Sates  |147.237.76.86 |navy. i df.il ﬁf:;zaufg PHP-G3 Query String Parameter Conmand [nj ection B ock 1
176. 10. 99. 205 |Switzerland 147.237.77. 216 |dover . i df . i[5141: HTTP. Sgl map HTTP Request B ock 1
77.247.181. 163 |Net her| ands 147.237.77.216 |dover. i df . i[5141: HTTP. Sgl map HTTP Request B ock 1
207.244.70.35 |lhited Sates 147.237.77. 216 |dover . i df . i[5141: HTTP. Sgl map HITP Request B ock 1
85.93.218.204 |Luxembourg 147.237.77. 216 |dover . i df . i[5141: HTTP. Sgl map HTTP Request B ock 1
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|Top Attackers In ID|

‘Target Addr ess Attacker

Count ry

‘S’te ‘Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.i|Tehila - Perl LWP with fake user agent 3

. .. |SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port denial of
66.249. 67. 232 [147.237.72.166 |Lhited Sates |aka idf.il . - 1
servi ce attenpt
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

46.19.86.226  [Israel 147, 237. 76. 200 |ei tan. akaicf.i1 |2 " SN ng Engi ne: T Invalid  |invalid segnent retransnission drop 444
Ret ransnm ssi on Packet dropped.
65.55.210. 129 |Whited Sates |147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 96
Ret ransni ssi on Packet dr opped.
66.249. 64.233 |United Sates [147.237.77.216 |dover.idf.il Stream ng Engi ne: T Invalid — |invalid segnent retransnission drop 72
Ret ransnm ssi on Packet dropped.
202. 3. 255. 8 ;e;‘rfgsia 147. 237. 77. 216 |dover.i df . i drop First packet isnt SWN drop 37
66.249.93.192 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 37
202. 3. 255. 12 ;e;rfgsia 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 25
100. 100. 87. 240 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 24
46.19.85.167  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 21
Ret ransni ssi on Packet dr opped.
66.249.93.196 |lLhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 20
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
136. 243.5.203  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
157.55.12.91  [Uited Sates |147.237.77. 216 |dover.idf. il Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnissi on drop 20
Ret ransnm ssi on Packet dropped.
100. 100. 33. 240 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 19
79.181. 100. 157 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dropped.
82.80.42.181  |Israel 147, 237.77. 216 |dover i1 | €AM NG Engine: TCP Invalid - invalid segnent retransnissi on drop 18
Ret ransn ssi on Packet dropped.
100. 100. 97. 26 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 17
66.249.81.164 |lhited Sates |147.237.77.233|atal.idf.il dr op Frst packet isn't SN drop 16
2.54. 4. 153 I srael 147.237.0.19 |radimatal g i[> €@ NG Engine: TCP Invalid  finvalid segnent retransnissi on. drop 15
Ret ransni ssi on Packet dr opped.
84.94.208.173 [ srael 147.237.72. 166 |aka. i df .| Sireaning Engine: TCP [nvalTd  iwalid segnent retransnissi on. drop 15
Ret ransnm ssi on Packet dropped.
100. 100. 111. 51 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
68.180.228. 112 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 14
100. 100. 67. 131 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 12
66.249.69. 128 |United Sates |147.237.77.234|hal ag.idf.il Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 12
Ret ransni ssi on Packet dr opped.
198. 58. 99. 82 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
100. 100. 34. 221 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 12
100. 100. 124. 166 147.237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 10
85. 65. 190. 187 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
66.249. 64.221 |lsrael 147.237.76.42 |refuah.idf.il drop SAMrul e drop 10
185. 26. 183. 39  |Europe 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
79.177.105.175 |Israel 147.237.72. 166 |aka. i df .| Sreaning Engine: TCP [nvalTd  iwalid segnent retransnissi on. drop 9
Ret ransnm ssi on Packet dropped.
213.57.141. 163 |lsrael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
199. 16. 156. 126 |Wnited Sates |147.237.77.216 |dover.idf.il drop SAMrule drop 8
54.244.22.103 |Whited Sates [147.237.77.233|atal .idf.il drop First packet isn't SN drop 8
100. 100. 34. 100 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 8
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
100. 100. 33. 240 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 8
79.177.21.231 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
100. 100. 34. 71 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46. 19. 85. 130 I srael 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence I'nval i d ACGK nunber noni t or 7
79.183. 155. 148 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 86. 127 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 223 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
79.177.125.179 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
95. 86. 123. 23 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
79.177.58.76  |Israel 147,237, 77. 243 bl e i 11 | S Ng Engine: TCP Invalid - finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
109. 65. 26. 216 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 86. 147 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 85. 223 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
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Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
2.54.4.153 | srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code Bl ock 245
2.54. 4,153 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 180
37.26.147. 147 |lIsrael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 141
2.54.48.110 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 62
2.54.4.153 I'srael 147.237.0.19 |nadimatal .idf.il ;024'\'3”)’150; the Sane Response Code (403) in Session from Bock |48
46.19.86.226 |Israel 147. 237.76. 200 [ei t an. aka. i df . i | Too Nany of the Sane Response Code (404) in Session from Bock |40
) " ’ 46. 19. 86. 226
46.19. 86. 91 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock
176. 12. 146. 108 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock
46.19.85.150 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
m ny- kosher - kr avi .
176.12.142.52 |l srael 147.237.0. 17 i dfnyi | Dstributed I11egal Paraneter Encodi ng None 6
109. 67. 212. 111 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 4
m ny- kosher - kr avi .
176. 12. 150. 233 |l srael 147.237.0. 17 i dfnyi | DOstributed |11egal Paraneter Encoding None 4
2.52.185. 65 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock
46.116. 112. 247 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
176. 12. 141. 168 || srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
. . D stributed Lhaut hori zed URL Access on
79.182.221.25 |Israel 147.237.72. 166 |aka. i df . i | wwe aka i i1/ ufi/reaction B ock 3
185. 3. 146. 183 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
54.244.22.103 |lLited Sates 147.237.76. 147 |chi nuch. aka. i df .i| |Distributed Suspicious Response Code_Qust om Tenpor ary B ock 3
109. 65. 211. 92 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
176.13.18.57 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.152.121 |lIsrael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
79.177.21.231 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwrefua. atal .idf.il/ufi/reaction/ B ock 2
. ; . Unhaut hori zed URL Access to
84.109. 8. 49 I srael 147.237.0.19 |nadimatal .idf.il nadi matal i df i1/ shar ed! aj ax/ updat enakat qaunt i ty. aspx B ock 2
79.177. 186. 128 |l srael 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 2
89. 138. 254. 230 (I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
31.154.177.85 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
95. 86.123.23 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df .il/nai n/ kapat z/ undefined |Bl ock 2
2.54.133.14 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
84.228.178.49 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
46.19.85.167 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
2.54.188.152 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
. - D stributed Lhaut hori zed URL Access on
95. 86.74.206 |lIsrael 147.237.72. 166 |aka. i df . i | wwwaka i of i1/ ufi/reacti on B ock 2
176.13.11. 225 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
’ . . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Wnited Sates 147.237.77. 216 |dover . i df . il v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 2
80. 246. 136. 88 |lIsrael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock
46. 19. 85. 98 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
. - Unaut hori zed URL Access to
66.249. 73.189 |l srael 147.237.77.74 [lawidf.il 147.237.77. 74/ si p. storagel f1 | es/ 1/ 231 pf B ock 1
185. 3. 146. 193 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
89. 138. 179. 178 |I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None
- kosher - kravi . i df i
66.220.146.24 |Uited Qates  |147.237.0.16 |7, thaut hori zed URL Access to . . Bock |1
il wan ny- kosher - kravi . i df . i | /i mages/ t enp/ passwor d_i nage. j pg
79.180.96.73 |Israel 147.237.72. 166 |aka. i df . i | Distributed Lhadthorized LR Access on Bock |1
vy aka. i df.i |/ ufi/reaction/
46.19.85.207 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Unaut hori zed URL Access to
. . wawy i df . i 1/ 1133-21570- he/ i df gdover . aspx&a=u&ed=0ahukew ni 5
95.86.111. 174 |Israel 147.237.77. 216 |dover . i df .i | rbkp_ | ahwha3i khuoj bosaf ggsmai &usg=af qj cngkxkpt obpol 8pgxzxft B ock 1
do5sstiiw
. . - Paraneter Type M ol ati on PageNumin
68.180.230.29 |Lnited Sates 147.237.77. 176 (@t pash. i df . i | v cogat . i df . i 1/ 1038- he/ cogat . asp B ock 1
’ . . Unhaut hori zed URL Access to
204. 13. 200. 200 [thited Sates 147.237.77. 216 |dover . i df . il v i dff . i 1/ 1133- 22461- hel dover . aspx. B ock 1
5.29.232.142 |lIsrael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 1
66.249. 67. 122 |Israel 147.237.72. 166 |aka. i df . i | Wnhknown Paraneter p in None 1
waw aka. i df . il /giyus/forund asp/ showf or um asp
176.13.19. 161 |lIsrael 147.237.0.19 |[nmadimatal .idf.il O stributed Suspicious Response Code B ock 1
Pal esti ni an
46.60.57.227 |Territory, 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to vww cogat . i df.il/894-ar Bl ock 1
Cceupi ed
173.252.90. 120 [Lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Attack None 1
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