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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 16457
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1095
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 275
84.108. 251. 57 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
79.179.171. 121 I srael 147.237. 72. 166 aka.idf.il Bl ock Udp All Nets drop 3

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
176.13. 12. 177 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

105. 108. 232. 48 Ageria 147.237.76. 34 yohal an. i df .i | B ock_Udp Al Nets dr op 1
117.194.57. 208 Indi a 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
141.212.121. 199 Lhited Sates 147.237.76. 148 ggcenter.aka.idf.il|B ock_Udp Al _Nets drop 1
37.46. 39. 183 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

198. 20. 70. 114 Lhited Sates 147.237.76. 201 e atal.idf.il B ock_Udp Al _Nets dr op 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnaiure Devi ce Action |Oount
188. 165. 15. 85 France 147. 237.77. 226 wwn chamat z. aka. i df . il 28: HITP. AhrefBot craw er B ock 1
151. 80. 31. 147 Italy 147.237.0. 34 tikshuv.idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
24.187.172.131 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 1008
Sreamng Engine: TCP Invalid i i ssi
66.249.64.233 |United Sates |147.237. 77. 216 |dover. i df il 9 =g Invalid segnent retransmssion drop 112
Ret ransmi ssi on Packet dropped.
89.139.21.224 |israel 147.237.77. 234|hal ag.iof .11 [Bad TCP sequence ig;e”ansmt with different wndowl o itor |03
89.139.21.224 [Israel 147.237.77.233|atal .icf.il  |Bad TCP sequence S retransmt with different wndowl o ivor |75
141.0.14.72 Eur ope 147.237.77. 176 |nat pash.i of . i1{dr op First packet isn't SN drop 60
Sreanming Engine: TCP Invalid i i ssi
79.181. 100. 157 |i srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. drop 54
Ret ransni ssi on Packet dropped.
French R L
202. 3. 255. 8 Rl ynesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 38
202.3.255.12 |7 ench 147. 237.77. 216 |dover.idf.il |dro Frst packet isn't SN dro 38
e ) Pol ynesi a ) U o P pac P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 34
Lhi ted . . -
31.186. 228. 57 Ki ngdom 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 31
100. 100. 111. 22 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 28
46. 19. 86. 67 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
Lhited S -
31. 186. 228. 96 Ki ngdom 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 22
31. 186. 228. 60 LK*i"rf:gom 147.237.72. 166 |aka.idf.il  |drop First packet isn't SIN drop 22
Lhited S -
31.186. 228. 58 Ki ngdom 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 20
31.186. 228. 95 LK*i"rf:gom 147.237.72. 166 |aka.idf.il  |drop First packet isn't SIN drop 18
Sreanming Engine: TCP Invalid i i ssi
95.86.110.57  |Israel 147. 237. 77. 216 | dover. i of . i1 9 =g Invalid segnent retransmssion. drop 18
Ret ransni ssi on Packet dropped.
100. 100. 48. 159 147. 237.72. 166 |aka. i df .i | drop First packet isn't SN drop 17
Lhited . . -
31. 186. 228. 29 Ki ngdom 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 16
100. 100. 34. 100 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 16
77.126.95.110 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
Lhited S -
31.186.228. 31 Ki ngdom 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 15
46. 19. 86. 140 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
37.26.148.167 |Israel 147.237.77. 216 |dover.idi.il [drop First packet isn't SWN drop 14
Lhi ted S .
31.186. 228. 30 Ki ngdom 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 14
31. 186. 228. 93 z";ggom 147.237.72. 166 |aka.idf.il  |drop First packet isn't SWN drop 12
100. 100. 82. 133 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi
217.175.54.60 |italy 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249. 64.238 |Uited Sates |147. 237.77. 216 |dover. i df .1 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
217.175.54.62 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
Sreaning BEngine: TCP Invalid i i SSi
220. 255. 148. 20 |S ngapor e 147. 237. 77. 216 |dover.i df .i | 9 =g Invalid segnent retransmssion. drop 11
Ret ransni ssi on Packet dropped.
100. 100. 96. 42 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 11
31.186. 228. 32 z";ggom 147.237.72. 166 |aka.idf.il  |drop First packet isn't SWN drop 11
100. 100. 126. 142 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 10
46.19. 86. 72 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 10
77.125.79.131 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi
37.26.147.193 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion drop 9
Ret ransmi ssi on Packet dropped.
84.108.251.57 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
Sreanming Engine: TCP Invalid i i ssi
66.249.66.75  |Uited Sates |147.237.72.166 |aka idf.il 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
149.78.35.28  |Israel 147.237.72.166|akaidf.il  [Bad TCP sequence ?Cg;e”ansmt with different wndowl o oivor o
79.181.111. 205 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
2.52.134. 209 | srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreaning BEngine: TQP Invalid i i Ssi
80.246. 133. 229 | srael 147.237. 77. 216 |dover. i df .1 g =g Invalid segnent retransmssion. drop 8
Ret ransm ssi on Packet dropped.
216.223.27.22 |lhited Sates |[147.237.72.166|aka. idf.il drop First packet isn't SYN drop
84.228.137. 144 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
Lhi ted S .
31.186. 228. 59 Ki ngdom 147.237.72. 166 |aka.idf .il drop Frst packet isn't SWN drop 7
46. 120. 240. 178 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
87.69.158.121 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 7
5. 29. 36. 234 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 7




11-20-2015-14:04:04 to 11-20-2015-15:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.134.50 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 153
2.54.134. 50 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 104
85. 250. 82. 16 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 69
2.54.181. 33 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 39
2.54. 4,153 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 33
85. 250. 82. 16 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 29
37.142.222.233 |lsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 37.142.222.233 |B ock 25
2.54.134. 50 I srael 147.237.0.19 |nadimatal.idf.il ;OZ :ﬁgﬁ_osfothe Sane Response (ode (403) in Session from Bock |23
87. 68. 156. 42 I srael 147.237.72. 166 [aka. i df . i | Dstributed Unhaut hori zed URL Access on www aka. i df.il/ufi/reaction/  |B ock 15
46.120. 229. 9 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
79.182.221.25 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Unaut horized URL Access on v aka. idf.il/ufi/reaction/  |B ock 5
37.142.222.233 |Israel 147.237. 72. 166 |aka. i df . i | phaut hori zed /'\f;':fl’gi &;ﬂ‘; . aspx Bock |5
213.57.211.9 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 4
213.57.211.9 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwy aka. i df . il/aj ax/ pages/ fan_status. php |B ock 4
2.52.152.61 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 4
95. 86. 105. 184 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 95. 86. 105. 184 B ock 4
176.13. 1. 216 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 65 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
176.13.9. 10 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
109. 66. 155. 238 |l srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 3
109. 66. 155. 238 |l srael 147.237.72.166 |aka. i df . i | m ;Lguitdeg itlj}a;tar;‘;r; aig/i‘n_éf;eiz Sﬁp Bock 3
2.52.167. 82 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
176.13.12.180 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
89.138.23.222 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
5.28.162. 196 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
85. 250. 178. 141 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84.228.151. 143 |l srael 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized URL Access on v aka. i df.il/ufi/reaction/  |B ock 2
46.116.198.12 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
176.12. 140. 108 | srael 147.237.0.17 irr:jfnyi-lkosher- Kravi 1 i bued Illegal Paraneter Encoding None 2
82.81.7.74 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
37.26.146.190 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
149. 88. 143. 163 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 149. 88.143.163 |B ock 2
46. 19. 86. 137 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
37.130.224.21 |Netherlands |[147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 37.130. 224, 21 B ock 2
66. 249. 67. 52 I 'srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
149. 88. 143. 163 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/main/sachar/payslips.aspx  |B ock 1
84.111.155. 140 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 67. 55. 93 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
77.125.72. 14 I srael 147.237.72. 166 |aka. i df . i | Dstributed Lhauthorized URL Access on waw aka.idf.il/ufi/reaction/  |Bl ock 1
208.115.111. 73 |Wnited Sates [147. 237. 77. 216 |dover. i df .i | Uhaut hori zed URL Access to wwwu i df . il/newsitelfrench/nahal . stm B ock 1
Unhaut hori zed URL Access to
95.86.105.184 I srael 147.237.72. 166 |aka. i df . i | ‘é“j‘gﬁ‘;iv:fdfméllé:;' 2:] Eiq]{’;jg ﬁa‘;i“:jsk;f;fkdjasr‘l’gii;‘g“t’Z?T(;ihd“kksvg;J;F Bock |1
bg9r pa
66. 249. 64. 233 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 1
149.78.35.28  |Israel 147.237.72.166 |aka. i df . i | :(\‘r"()tr;pllfg.'?g ‘gs‘.jtzz Fl fwi dth Uhi code Encoding on UR/Paraneter (+) g o |y
84.94.179.178 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
46. 116. 99. 24 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
37.130.224.21 |Netherlands |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wa i df. il /1524 B ock 1
107.178.194. 87 |Uhited Sates [147. 237. 7. 216 |dover . i df . i | D stri uted ff;;t;ggggeﬁe%ﬁcispf” Bock |1
79.180.38.193  |Israel 147.237.72. 166 |aka. i df .i | Lhtraceabl e SSL Sessi ons: si gal gs DoS Attack None 1
66. 249. 67. 59 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ yoman. asp |B ock 1
176. 228. 188. 214|I srael 147.237. 72. 166 |aka. i df . i | Distributed haut hori zed LR. Access on Bock |1

ww aka. i df . il /https:/vww aka.idf.il/
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